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Introduction 

This document describes the features, restrictions and guidelines, open problems, and workarounds 
for version 5510HI-CMW710-R1121P05 & 5510H-CMW710-R1121P05-US. In the interest of brevity, 
any and all references to R1121P05 in this release note also apply to R1121P05-US. Before you use 
this version on a live network, back up the configuration and test the version to avoid software 
upgrade affecting your live network.  

Use this document in conjunction with HPE 5510HI-CMW710-R1121P05-US Release Notes 
(Software Feature Changes) and the documents listed in "Related documents." 

Version information 

Version number 

HPE Comware Software, Version 7.1.045, Release 1121P05-US 

Note: You can see the version number with the command display version in any view. Please see 
Note①. 

Version history 

 IMPORTANT: 

The software feature changes listed in the version history table for each version are not complete. 
To obtain complete information about all software feature changes in each version, see the 
Software Feature Changes document for this release notes. 
 

Table 1 Version history 

 

Version 

number 
Last version 

Release 

Date 

Release 

type 
Remarks 

CMW710-
R1121P05 

CMW710-
R1121P03 

2017-02-21 
Release 
version 

Fixed bugs 

CMW710-
R1121P03 

CMW710-
R1121P02 

2016-12-22 
Release 
version 

New feature:  

 Link aggregation 
management VLANs and 
management port 

 ISP domain for users 
assigned to nonexistent 
domains 

Modified feature: 

 Maximum length of jumbo 
frames allowed by an 
Ethernet interface 

 Username format 
modification for device login 

Fixed bugs 

CMW710-
R1121P02 

CMW710-
R1121P01 

2016-11-25 
Release 
version 

Fixed bugs 
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Version 

number 
Last version 

Release 

Date 

Release 

type 
Remarks 

CMW710-
R1121P01 

CMW710-
R1121 

2016-10-27 
Release 
version 

New feature: 

 SSH listening port  

Fixed bugs 

CMW710-
R1121 

CMW710-
R1120P10 

2016-09-08 
Release 
version 

Modified feature: 

 Specifying log hosts 

Fixed bugs 

CMW710-
R1120P10 

CMW710-
R1120P07 

2016-07-11 
Release 
version 

New feature:  

 802.1X critical voice VLAN 

 MAC authentication critical 
voice VLAN 

 MAC authentication support 
for Session-Timeout and 
Termination-Action attributes 

 Enabling SNMP notifications 
for port security 

Modified feature: 

 CDP enhancement 

 Configuring a test profile for 
RADIUS server status 
detection 

 NTP support for ACL  

 Storm control for known 
unicast packets 

Fixed bugs 

CMW710-
R1120P07 

CMW710-
R1120 

2016-05-19 
Release 
version 

Modified feature: 

 NTP authentication 

 Display Mac address entries 

Fixed bugs 
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Version 

number 
Last version 

Release 

Date 

Release 

type 
Remarks 

CMW710-
R1120 

CMW710-
R1118P02 

2016-03-13 
Release 
version 

New feature:  

 Specifying ITU channel 
numbers for transceiver 
modules 

 ISSU 

 Configuring the DHCP smart 
relay feature 

 RADIUS server status 
detection 

 RADIUS server load sharing 

 Sending EAP-Success 
packets to 802.1X users in 
critical VLAN 

 ND Snooping 

 ND attack detection 

 RA guard 

 Setting port security's limit 
on the number of secure 
MAC addresses for specific 
VLANs 

Modified feature: 

  Maximum number of secure 
MAC addresses on a port for 
port security 

 Specifying RADIUS servers 

Fixed bugs 

CMW710-
R1118P02 

CMW710-
R1118 

2015-12-30 
Release 
version 

New feature:  

 MACsec 

Fixed bugs 

CMW710-
R1118 

CMW710-
R1111P01 

2015-12-08 
Release 
version 

New feature:  

 Disable SSL session 
renegotiation for the SSL 
server 

 IPsec support for Suite B 

 SSH support for Suite B 

 Public key management 
support for Suite B 

 PKI support for Suite B 

 SSL support for Suite B 

Modified feature:  

 FIPS self-tests 

Fixed bugs 

CMW710-
R1111P01 

First release 2015-03-31 
Release 
version 

First release 
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Hardware and software compatibility matrix 

 CAUTION:  

To avoid an upgrade failure, use Table 2 to verify the hardware and software compatibility before 
performing an upgrade. 

 

Table 2 Hardware and software compatibility matrix 

Item Specifications 

Product family 5510HI Series 

Hardware platform 

HPE 5510 24G 4SFP+ HI 1-slot Switch JH145A 

HPE 5510 48G 4SFP+ HI 1-slot Switch JH146A 

HPE 5510 24G PoE+ 4SFP+ HI 1-slot Switch JH147A 

HPE 5510 48G PoE+ 4SFP+ HI 1-slot Switch JH148A 

HPE 5510 24G SFP 4SFP+ HI 1-slot Switch JH149A 

Minimum memory 
requirements 

2 GB 

Minimum Flash 
requirements 

512 M 

Boot ROM version 
Version 123 or higher (Note: Use the display version command in any view to 

view the version information. Please see Note②) 

Host software files  

& SHA 256 checksum 

5510HI-CMW710-R1121P05-US.ipe  
9274ab13f75c110790aaa8e4e12c23016d81ba3dbb142f9830dae6b7527403b9 

5510hi-cmw710-packet-capture-r1121p05-US.bin 
1f428fdcfb36a7a44a4ced3b7e5f44ed3ee7228c749954a3f11cca8b1eb2e3de   

iMC version 

iMC PLAT 7.2 (E0403P04) 

iMC BIMS 7.2 (E0402) 

iMC EAD 7.2 (E0402)  

iMC TAM 7.2 (E0402) 

iMC UAM 7.2(E0402)  

iMC MVM 7.2 (E0402) 

iMC NTA 7.2 (E0401) 

iMC QoSM 7.2 (E0403) 

iMC RAM 7.2 (E0402) 

iMC SHM 7.2 (E0402) 

iNode version iNode PC 7.2 (E0401) 

Web version None 

Remarks None 
 

Display the system software and Boot ROM versions of 5510HI: 

<HPE>display version 

HPE Comware Software, Version 7.1.045, Release 1121P05             ------ Note 

Copyright (c) 2010-2017 Hewlett Packard Enterprise Development LP 

HPE 5510 24G PoE+ 4SFP+ HI 1-slot Switch JH147A uptime is 0 weeks, 0 days, 0 hours, 6 

minutes 

Last reboot reason : User reboot 
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Boot image: flash:/5510hi-cmw710-boot-r1121p05.bin 

Boot image version: 7.1.045, Release 1121p05 

  Compiled Feb 13 2017 16:00:00 

System image: flash:/5510hi-cmw710-system-r1121p05.bin 

System image version: 7.1.045, Release 1121p05 

  Compiled Feb 13 2017 16:00:00 

 

 

Slot 1: 

Uptime is 0 weeks,0 days,0 hours,6 minutes 

HPE 5510 24G PoE+ 4SFP+ HI 1-slot Switch JH147A with 2 Processors 

BOARD TYPE:         5510 24G PoE+ 4SFP+ HI 1-slot Switch 

DRAM:               1984M bytes 

FLASH:              512M bytes 

PCB 1 Version:      VER.A 

Bootrom Version:    123                                       ------ Note 

CPLD 1 Version:     003 

Release Version:    HPE 5510 24G PoE+ 4SFP+ HI 1-slot Switch JH147A-1121p05 

Patch Version  :    None 

Reboot Cause  :     UserReboot 

[SubSlot 0] 24GE+4SFP Plus 

<HPE> 

Upgrade restrictions and guidelines 

Before performing a software upgrade, it is important to refer to the Software Feature Changes 
document for any feature changes in the new version. Also check the most recent version of the 
related documents (see "Related documents") available on the HPE website for more information 
about feature configuration and commands.  

Hardware feature updates 

Hardware feature updates in R1121P05-US 

None 

Hardware feature updates in R1121P03 

None 

Hardware feature updates in R1121P02 

None 
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Hardware feature updates in R1121P01 

None 

Hardware feature updates in R1121 

 The data in Table 6 was modified according to the newest test results. 

 Added support for HPE X140 40G QSFP+ LC BiDi 100m MM Transceiver (JL251A).  

Hardware feature updates in R1120P10 

None 

Hardware feature updates in R1120P07 

None 

Hardware feature updates in R1120 

None 

Hardware feature updates in R1118P02 

None 

Hardware feature updates in R1118  

None 

Hardware feature updates in R1111P01  

First release 

Software feature and command updates 

For more information about the software feature and command update history, see HPE 5510HI-
CMW710-R1121P05 Release Notes (Software Feature Changes).  
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MIB updates 

Table 3 MIB updates 

Item MIB file Module Description 

5510HI-CMW710-R1121P05 

New None None None 

Modified None None None 

5510HI-CMW710-R1121P03 

New None None None 

Modified None None None 

5510HI-CMW710-R1121P02 

New None None None 

Modified None None None 

5510HI-CMW710-R1121P01 

New None None None 

Modified None None None 

5510HI-CMW710-R1121 

New None None None 

Modified None None None 

5510HI-CMW710-R1120P10 

New None None None 

Modified None None None 

5510HI-CMW710-R1120P07 

New None None None 

Modified None None None 

5510HI-CMW710-R1120 

New None None None 

Modified None None None 

5510HI-CMW710-R1118P02 

New None None None 

Modified None None None 

5510HI-CMW710-R1111P01 

New First release First release First release 

Modified First release First release First release 
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Operation changes 

Operation changes in R1121P05-US 

None 

Operation changes in R1121P03 

None 

Operation changes in R1121P02 

None 

Operation changes in R1121P01 

None 

Operation changes in R1121 

None 

Operation changes in R1120P10 

None 

Operation changes in R1120P07 

None 

Operation changes in R1120 

None 

Operation changes in R1118P02 

None 

Operation changes in R1118 

None 
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Operation changes in R1111P01 

First release 

Restrictions and cautions 

The following transceiver modules can only work in the SFP+ ports of an HPE 5130/5510 10GbE 
SFP+ 2-port module (JH157A). Do not install the transceiver module in an SPF+ port on the front 
panel. 

 HPE X130 10G SFP+ LC LRM transceiver modules (JD093B) 

 HPE X130 10G SFP+ LC LH 80km Transceiver (JG915A) 

 HPE X130 10G SFP+ LC ER 40km Transceiver (JG234A) 

Open problems and workarounds 

201605180446 

 Symptom: No information is outputted when the cfd loopback or cfd linktrace command is 
executed. 

 Condition: This symptom occurs if the cfd loopback or cfd linktrace command is executed.  

 Workaround: None. 

201605180448 

 Symptom: On a PE, the display l2vpn mac-address command cannot display the MAC 
address entries for VSIs.  

 Condition: This symptom occurs if VPLS is configured through LDP and the switch can 
forward packets properly.  

 Workaround: None. 

201603150115 

 Symptom: Only the match criterion on the Ethernet service instance configured with the 
encapsulation default command takes effect. The match criteria on the other Ethernet 
service instance do not take effect.  

 Condition: This symptom occurs if the following operations are performed: 

a. Create multiple Ethernet service instances on a Layer 2 Ethernet interface.  

b. Configure an Ethernet service instance with the encapsulation default command to 
match all packets received on the interface. 

 Workaround: None. 

List of resolved problems 

Resolved problems in R1121P05-US 

201410280493 

 Symptom: Subordinate switches in an IRF fabric might reboot unexpectedly. 

 Condition: This symptom occurs if the following operations are performed on the IRF fabric: 
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a. Load the devkit package. 

b. Execute the process restart name bfdd all command repeatedly. 

201701230257 

 Symptom: A port on the device comes up and goes down repeatedly. 

 Condition: This symptom occurs if the following conditions exist: 

 Enable link-up and link-down event suppression for the peer port by using the link-delay 
mode updown command. 

 Shut down and then bring up the port on the device by using the shutdown and undo 
shutdown commands, respectively. 

201701170595 

 Symptom: Multicast traffic fails to be forwarded out of an aggregate interface. 

 Condition: This symptom occurs if the status of one member port in the aggregation group 
changes from Unselected to Selected after the device learns multicast routes. The aggregate 
interface is an outgoing interface of one of the multicast routes. 

201701170114 

 Symptom: A memory leakage occurs on the device. 

 Condition: This symptom occurs if MFF in the automatic mode is enabled and disabled 
repeatedly. 

201612300483 

 Symptom: The values of the Peak input rate and Peak output rate fields are displayed as 0 
in the output from the display interface command. 

 Condition: None. 

201612270514 

 Symptom: IRF physical interfaces on the LSWM2SP2PM interface module cannot come up. 

 Condition: This symptom occurs if the following tasks are performed: 

a. Use interfaces on the LSWM2SP2PM interface module as IRF physical interfaces to 
connect IRF member devices. 

b. Shut down the IRF physical interfaces on the master device when a subordinate device 
reboots to join the active IRF fabric. 

c. Bring up the IRF physical interfaces on the master device after the subordinate device 
restarts up. 

201612270435 

 Symptom: When a large number of MAC address entries are deleted from member ports of 
an aggregation group, memory leak occurs at both the local end and the remote end of the 
aggregate link. 

 Condition: This symptom might occur if a large number of MAC address entries are deleted 
from member ports of an aggregation group. 

201612150370 

 Symptom: sFlow fails to collect interface counter information and packet information. 

 Condition: This symptom occurs if the device reboots or upgrades. 

201612120058 

 Symptom: A memory leakage occurs on the device. 

 Condition: This symptom occurs when an OpenFlow instance is activated or deactivated. 
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201603310243 

 Symptom: The mac-authentication parallel-with-dot1x command is executed successfully 
on an interface but the configuration is not displayed in the output from the display this 
command in interface view. 

 Condition: None. 

201702080328 

 Symptom: The configuration of disabling RA message suppression on an interface does not 
take effect any longer after the device saves the configuration and reboots. 

 Condition: None. 

Resolved problems in R1121P03 

201610140261 

 Symptom: CVE-2016-6304 

 Condition: OpenSSL is prone to denial-of-service vulnerability. An attacker may exploit this issue 
to cause a denial-of-service condition. 

201610140261 

 Symptom: CVE-2016-6306 

 Condition: OpenSSL is prone to a local denial-of-service vulnerability. A local attacker can 
exploit this issue to cause a denial-of-service condition. 

Resolved problems in R1121P02 

201610260405 

 Symptom: A user fails to log in to the switch in SSH or Telnet method.  

 Condition: This symptom occurs if the following conditions exist: 

 The switch is configured with the tcp syn-cookie enable command.  

 The SSH/Telnet client is not directly connected to the switch.  

 A user remotely logs in to the switch by using the IPv6 address of the switch in SSH or Telnet 
method.  

201607180428 

 Symptom: IS-IS neighbor relationship can be established between a switch and a Cisco 
NX9000 device. However, the switch cannot get routing information.  

 Condition: This symptom occurs if the following conditions exist: 

 The switch and the Cisco NX9000 device are connected by using IS-IS.  

 The length of the MT IS TLV in protocol packets sent by the Cisco NX9000 device is 2 bytes. 
The switch considers the LSPs as invalid and drops them.  

201603280338 

 Symptom: The switch and the firewall module installed in the switch might fail to ping each 
other.  

 Condition: This symptom occurs if the firewall module LSPM6FWD is repeatedly rebooted.  

201607080484 

 Symptom: The enhanced CDP feature deletes unauthenticated voice users.  

 Condition: This symptom occurs if the MAC authentication delay feature is enabled.  

201606210088 

 Symptom: A voice VLAN user cannot join the critical voice VLAN. 
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 Condition: This symptom occurs if the switch receives CDP packets from some IP phones.  

201611210490 

 Symptom: An interface on an LSWM2SP2PM interface card cannot come up.  

 Condition: This symptom occurs if the following conditions exist: 

 The switch has an LSWM2SP2PM interface card installed.  

 MACsec is configured on an interface of the interface card.  

 The switch is rebooted.  

201610240043 

 Symptom: The configuration fails to be saved.  

 Condition: This symptom occurs if the storm-constrain command configuration flag bit in the 
memory is modified.  

201610150088 

 Symptom: A user cannot access the network after passing MAC authentication.  

 Condition: This symptom occurs if the following operations are performed: 

a. Enable MAC authentication for access users.  

b. Enable MAC move. 

c. Configure an IRF fabric and then forward traffic on only one IRF member device.  

201610100067 

 Symptom: A TFTP operation failure log is displayed even if the TFTP operation succeeds.  

 Condition: This symptom occurs if a TFTP operation is performed.  

201610310115 

 Symptom: The speed of a 1000-Mbps port is negotiated as 100 Mbps when it is connected to a 
1000-Mbps NIC.  

 Condition: This symptom occurs if a 1000-Mbps copper port is connected to a 1000-Mbps NIC 
of a server.  

 

Resolved problems in R1121P01 

201607280524 

 Symptom: CVE-2016-2177 

 Condition: Fixed vulnerability in s3_srvr.c, ssl_sess.c, and t1_lib.c functions in OpenSSL 
through 1.0.2h that allows remote attackers to cause a denial of service (integer overflow and 
application crash), or possibly have an unspecified other impact by leveraging unexpected 
malloc behavior. 

201608290241 

 Symptom: CVE-2009-3238 

 Condition: The get_random_int function in the Linux kernel before 2.6.30 produces 
insufficiently random numbers, which allows attackers to predict the return value, and possibly 
defeat protection mechanisms. 

201609060439 

 Symptom: BFD MAD is in faulty state on an IRF fabric when certain conditions exist. 

 Condition: This symptom might occur if BFD MAD is configured on an IRF fabric and its peer, 
and the IRF fabric can receive BFD packets from the peer. 
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201609230495 

 Symptom: After frequent Telnet or SSH logins and logouts, the following symptoms might 
occur when the patch for the comsh process is installed: 

 In standalone mode, patch installation takes a long period of time. 

 In IRF mode, if the patch is first installed on the master, patch installation takes a long 
period of time; if the patch is first installed on subordinates, patch installation fails on the 
master. 

 Condition: This symptom might occur if frequent Telnet or SSH logins and logouts are 
performed. 

201608110180 

 Symptom: On an IRF fabric, when the memory usage of the master exceeds the upper limit, 
BGP NSR might have unrecoverable errors. 

 Condition: This symptom might occur if BGP is configured on an IRF fabric, and the memory 
usage of the master exceeds the upper limit. 

201606270545 

 Symptom: When multiple MD5 authentication modes are configured for an OSPF area, the 
switch has PW errors and fails to establish neighbor relationships after a reboot. 

 Condition: This symptom might occur if multiple MD5 authentication modes are configured for 
an OSPF area. 

201607180448 

 Symptom: When a traceroute operation is performed on a remote device, and the switch is on 
the path to the destination, the remote device cannot detect the switch, and the switch 
displays the "ICMP Discard: ICMP reached rate limit." message. 

 Condition: This symptom might occur if a traceroute operation is performed on a remote 
device, and the switch is on the path to the destination. 

201610130001 

 Symptom: In the help information of the mtu command, the MTU value range is incorrect. 

 Condition: This symptom might occur if the help information is displayed for the mtu 
command. 

201609210504 

 Symptom: In the help information of the jumboframe enable command, the maximum frame 
length is not 12000. 

 Condition: This symptom might occur if the help information is displayed for the jumboframe 
enable command. 

201607220132 

 Symptom: After the switch is powered off and rebooted, information is modified for some 
transceiver modules that are not write-protected, and the transceiver modules become 
unavailable because of damage. 

 Condition: This symptom might occur if the switch is powered off and rebooted. 

201606270084 

 Symptom: The switch does not process EAPOL v3 packets of 802.1X authentication and 
displays the "Invalid protocol version ID" message. 

 Condition: This symptom might occur if the switch receives EAPOL v3 packets of 802.1X 
authentication. 
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201609280505 

 Symptom: The settings of a RADIUS scheme are saved twice on an IRF fabric. After a 
master/subordinate switchover, the RADIUS scheme settings are lost. 

 Condition: This symptom might occur if the settings of a RADIUS scheme are saved twice on 
an IRF fabric, and a master/subordinate switchover occurs. 

201608110180 

 Symptom: The status of BGP NSR is not correct and cannot recover. 

 Condition: This symptom occurs if BGP NSR is configured for an IRF fabric and the memory 
threshold is reached. 

201607180405 

 Symptom: The CLI hangs. 

 Condition: This symptom occurs if the following conditions exists: 

 CDP compatibility for LLDP is enabled on the device. 

 A port is configured to be shut down upon receiving an illegal frame. 

 The port is connected to a Cisco telephone, and the telephone fails authentication. 

201609010307 

 Symptom: No authentication page is pushed when a user performs portal authentication. 

 Condition: This symptom occurs if the following conditions exist: 

 Portal authentication is configured on the device. 

 The user tries to access the external network through a Web browser on the PC 
connected to the device. 

201609030158 

 Symptom: The device does not receive any OpenFlow entries from the OpenFlow controller. 

 Condition: This symptom occurs if the OpenFlow controller is an open-source SDN controller. 

201607270178 

 Symptom: 802.1X or MAC authentication users on an IRF fabric cannot come online. 

 Condition: This symptom occurs if the following conditions exist: 

 The maximum number of 802.1X or MAC authentication users on the IRF fabric is 
reached. 

 The users that pass 802.1X or MAC authentication but do not obtain authorized rights go 
offline, because an IRF master/subordinate switchover occurs or interfaces go down. 

201609130493 

 Symptom: An error message does not end with a new line character. 

 Condition: This symptom occurs when you associate an interface that does not support VPN 
with a VPN instance. 

Resolved problems in R1121 

201605040255 

 Symptom: CVE-2015-8138 

 Condition: Fixed vulnerability in ntpd which attackers may be able to disable time 
synchronization by sending a crafted NTP packet to the NTP client. 
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201605040255 

 Symptom: CVE-2015-7979 

 Condition: Fixed vulnerability in ntpd allows attackers to send special crafted broadcast 
packets to broadcast clients, which may cause the affected NTP clients to become out of sync 
over a longer period of time.  

201605040255 

 Symptom: CVE-2015-7974 

 Condition: Fixed vulnerability in NTP 4.x before 4.2.8p6 and 4.3.x before 4.3.90 which might 
allow remote attackers to conduct impersonation attacks via an arbitrary trusted key. 

201605040255 

 Symptom: CVE-2015-7973 

 Condition: Fixed vulnerability when NTP is configured in broadcast mode, a man-in-the-
middle attacker or a malicious client could replay packets received from the broadcast server 
to all (other) clients, which cause the time on affected clients to become out of sync over a 
longer period of time. 

201607280521 

 Symptom: CVE-2012-0036 

 Condition: Fixed vulnerability in curl and libcurl 7.2x before 7.24.0 that allows remote 
attackers to conduct data-injection attacks via a crafted URL, as demonstrated by a CRLF 
injection attack on the (1) IMAP, (2) POP3, or (3) SMTP protocol. 

201606280241 

 Symptom: CVE-2016-4953 

 Condition: Fixed vulnerability in NTP 4.x before 4.2.8p8 allows remote attackers to cause a 
denial of service by sending a spoofed packet with incorrect authentication data at a certain 
time. 

201606280241 

 Symptom: CVE-2016-4954 

 Condition: Fixed vulnerability in ntpd in NTP 4.x before 4.2.8p8 allows remote attackers to 
cause a denial of service by sending spoofed packets from source IP addresses in a certain 
scenario. 

201606280241 

 Symptom: CVE-2016-4956 

 Condition: Fixed vulnerability in NTP 4.x before 4.2.8p8 allows remote attackers to cause a 
denial of service via a spoofed broadcast packet. 

01608260185 

 Symptom: The new master device in an IRF fabric hangs after a master/subordinate 
switchover. 

 Condition: This symptom occurs if the following tasks are performed: 

a. Reboot the master device in the IRF fabric. A master/subordinate switchover occurs. 

b. Wait for IRF physical interfaces on the previous master device to come up. 

c. Walk MIB node hh3cStackPortStatus. 

201609070244 

 Symptom: PD detection and classification on a port are affected after PoE performs power 
negotiation on the port. 



16 

 Condition: None. 

201606270528 

 Symptom: The device might reboot unexpectedly. 

 Condition: This symptom occurs if a user with an ultra-long username Telnets to the device. 

201606270484 

 Symptom: The description configuration for an interface fails, but no error message is 
displayed. 

 Condition: This symptom occurs if the description contains Chinese characters. 

201606070262 

 Symptom: The device configured with OpenFlow inband management VLANs cannot 
establish OSPF or OSPFv3 neighbor relationships with other devices. 

 Condition: This symptom occurs if the device is configured with OpenFlow inband 
management VLANs. 

201608170255 

 Symptom: Packet statistics for a management Ethernet interface are incorrect. 

 Condition: This symptom occurs if the statistics are obtained through MIB. 

201607190428 

 Symptom: The speed autonegotiation configuration is lost. 

 Condition: This symptom occurs if the .mdb next-startup configuration file is deleted and the 
device starts up with a .cfg next-startup configuration file. 

201607110099 

 Symptom: Maximum PI power negotiation fails on an interface configured with PoE. 

 Condition: This symptom occurs if the maximum PI power is automatically deployed on the 
interface and the device is rebooted after the configuration is saved. 

201607040331 

 Symptom: A user that fails MAC authentication cannot be assigned to the MAC authentication 
critical VLAN on the access port of the user. 

 Condition: This symptom occurs if the following conditions exists: 

 The user fails MAC authentication and is assigned to the MAC authentication guest VLAN 
on the port. 

 The authentication server becomes unreachable. 

 Users are removed from the MAC authentication guest VLAN on the port by using the 
reset mac-authentication guest-vlan command. 

Resolved problems in R1120P10 

201606150036 

 Symptom: After the switch is powered off and then rebooted, some transceiver modules 
without write protection are damaged. 

 Condition: This symptom might occur if the switch is powered off and then rebooted. 

201605120341 

 Symptom: Traffic forwarding fails because some L3 entries having parity errors cannot be 
recovered. 
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 Condition: This symptom might occur if some L3 entries have parity errors. 

201604180493 

 Symptom: ACLs that use a rule containing the established parameter do not take effect when 
they are used with 802.1X authentication or MAC authentication. 

 Condition: This symptom might occur if 802.1X authentication or MAC authentication is 
enabled. 

201604120327 

 Symptom: The switch does not generate the MAC_TABLE_FULL_PORT log message when 
the MAC learning limit is reached on an interface enabled with voice VLAN.  

 Condition: This symptom might occur if the mac-address max-mac-count command is 
configured on an interface enabled with voice VLAN. 

201606210245 

 Symptom: In the output from the display ip routing-table command, OSPF internal routes 
and external routes are not differentiated. 

 Condition: This symptom might occur if the display ip routing-table command is executed. 

201606060110 

 Symptom: A ping operation through a management Ethernet interface fails when ICMP echo 
requests are longer than 1472 bytes.  

 Condition: This symptom might occur if a ping operation is performed through a management 
Ethernet interface and ICMP echo requests are longer than 1472 bytes. 

201604180513 

 Symptom: When inactivity aging of port security is enabled on an interface, a sticky MAC 
address ages out before the secure MAC aging timer expires. 

 Condition: This symptom might occur if the following conditions exist on an interface: 

 Port security and inactivity aging are enabled. 

 The port-security timer autolearn aging command is used to set the secure MAC aging 
timer.  

201603190339 

 Symptom: When RADIUS server load sharing is enabled, multiple RADIUS packets for one 
802.1X EAP authentication process are sent to different RADIUS servers. 

 Condition: This symptom might occur if RADIUS server load sharing is enabled. 

201604180531 

 Symptom: A PC cannot join the 802.1X guest VLAN. 

 Condition: This symptom occurs if the following conditions exist: 

 Both 802.1X authentication and MAC authentication are enabled on the device. 

 The device connects to multiple PCs through a hub. 

 The PC fails MAC authentication. 

201607020041 

 Symptom: The entPhysicalModelName node displays the information for the subslot instead 
of the information for CPU 0 in slot 1 during a MIB walk. 

 Condition: This symptom occurs if a MIB walk is performed on the entPhysicalModelName 
node.  
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201606230218 

 Symptom: Dynamically learned secure MAC addresses of a port cannot be deleted after the 
port goes down. 

 Condition: This symptom occurs if the port is enabled with the dynamic secure MAC feature. 

201606220123 

 Symptom: A user that fails 802.1X authentication for the first time fails subsequent 802.1X 
authentication. 

 Condition: This symptom occurs if the user comes online after passing MAC authentication 
and then performs 802.1X authentication.  

201604260373 

 Symptom: The actual period of traffic interruption is three seconds rather than six seconds 
after a port is disconnected and then reconnected. 

 Condition: This symptom occurs if the LACP short timeout interval is set for the port. 

201605090524 

 Symptom: CVE-2015-7979 

 Condition: Fixed vulnerability in ntpd allows attackers to send special crafted broadcast 
packets to broadcast clients, which may cause the affected NTP clients to become out of sync 
over a longer period of time. 

201605090524 

 Symptom: CVE-2015-7974 

 Condition: Fixed vulnerability in NTP 4.x before 4.2.8p6 and 4.3.x before 4.3.90 which might 
allow remote attackers to conduct impersonation attacks via an arbitrary trusted key. 

201605090524 

 Symptom: CVE-2015-7973 

 Condition: Fixed vulnerability when NTP is configured in broadcast mode, a man-in-the-
middle attacker or a malicious client could replay packets received from the broadcast server 
to all (other) clients, which cause the time on affected clients to become out of sync over a 
longer period of time. 

201606070567 

 Symptom: CVE-2016-2105 

 Condition: Fixed vulnerability in “EVP Encode” in OpenSSL before 1.0.1t and 1.0.2 before 
1.0.2h allows remote attackers to cause a denial of service (heap memory corruption) via a 
large amount of binary data. 

201606070567 

 Symptom: CVE-2016-2106 

 Condition: Fixed vulnerability in “EVP Encrypt” in OpenSSL before 1.0.1t and 1.0.2 before 
1.0.2h allows remote attackers to cause a denial of service (heap memory corruption) via a 
large amount of binary data. 

201606070567 

 Symptom: CVE-2016-2107 

 Condition: Fixed vulnerability in OpenSSL before 1.0.1t and 1.02h allows remote attackers to 
obtain sensitive cleartext information via a padding-oracle attack against an AES CBC 
session. 
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201606070567 

 Symptom: CVE-2016-2108 

 Condition: Fixed vulnerability in OpenSSL before 1.0.1o and 1.0.2 before 1.0.2c allows 
remote attackers to execute arbitrary code or cause a denial of service (buffer underflow and 
memory corruption). 

201606070567 

 Symptom: CVE-2016-2109  

 Condition: Fixed vulnerability in “asn” before 1.0.1t and 1.0.2 before 1.0.2h allows remote 
attackers to cause a denial of service (memory consumption) via a short invalid encoding. 

201606070567 

 Symptom: CVE-2016-2176  

 Condition: Fixed vulnerability in “X509” in OpenSSL before 1.0.1t and 1.0.2 before 1.0.2h 
allows remote attackers to obtain sensitive information from memory or cause a denial of 
service 

201605170546 

 Symptom: CVE-2016-1547 

 Condition: Fixed vulnerability where an off-path attacker can deny service to ntpd clients by 
demobilizing preemptable associations using spoofed crypto-NAK packets. 

201605170546 

 Symptom: CVE-2016-1548 

 Condition: Fixed vulnerability where an attacker can change the time of an ntpd client or deny 
service to an ntpd client by forcing it to change from basic client/server mode to interleaved 
symmetric mode. 

201605170546 

 Symptom: CVE-2016-1550 

 Condition: Fixed vulnerability in ntpd function allow an attacker to conduct a timing attack to 
compute the value of the valid authentication digest causing forged packets to be accepted by 
ntpd. 

201605170546 

 Symptom: CVE-2016-1551 

 Condition: Fixed vulnerability in ntpd allows unauthenticated network attackers to spoof 
refclock packets to ntpd processes on systems that do not implement bogon filtering. 

201605170546 

 Symptom: CVE-2016-2519 

 Condition: Fixed vulnerability in ntpd will abort if an attempt is made to read an oversized 
value. 

201605170546 

 Symptom: CVE-2015-7704 

 Condition: Fixed vulnerability in ntpd that a remote attacker could use, to send a packet to an 
ntpd client that would increase the client's polling interval value, and effectively disable 
synchronization with the server. 
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Resolved problems in R1120P07 

201601140410 

 Symptom: When TCP port X is enabled, TCP port X + 2048*N is also enabled (N is an 
arbitrary integer).  

 Condition: This symptom occurs if TCP port X is enabled, for example, TCP port 23 is enabled 
by using the telnet server enable command. 

201602150295 

 Symptom: After the switch is rebooted, the configuration for queue a in a custom queue 
scheduling profile is lost.  

 Condition: This symptom occurs if the following operations are performed: 

a. Use the qos qmprofile command to create a custom queue scheduling profile.  

b. Configure queue a to use SP queuing.  

c. Modify the queuing configuration to WRR or WFQ for queue a.  

d. Save the configuration and reboot the switch.  

201603190098 

 Symptom: If you assign a Layer 2 Ethernet interface to Layer 2 aggregation group 2 after 
assigning it to Layer 2 aggregation group 1, the configuration fails, and all link aggregation 
group configuration on the interface is deleted.  

 Condition: This symptom occurs if the following operations are performed: 

a. Assign a Layer 2 Ethernet interface to Layer 2 aggregation group 1.  

b. Assign the interface to Layer 2 aggregation group 2.  

201603110390 

 Symptom: The message "The operation completed unsuccessfully." appears when the undo 
port auto-power-down command is executed on an interface.  

 Condition: This symptom occurs if the undo port auto-power-down command is executed 
on an interface.  

201603160134 

 Symptom: A DHCP client cannot obtain an IP address.  

 Condition: This symptom occurs if the following conditions exist: 

 DHCP snooping is enabled on a switch. 

 DHCP request messages are forwarded across VLANs on the DHCP snooping-enabled 
switch.  

201603180570 

 Symptom: After a PC joins the critical VLAN, the PC is reauthenticated about every 20 
seconds.  

 Condition: This symptom occurs if the 802.1X server is unreachable when the PC performs 
802.1X authentication.  

201604210202 

 Symptom: A PC is logged out immediately after the PC successfully comes online through 
802.1X authentication.  

 Condition: This symptom occurs if the following conditions exist: 

 An IP phone comes online through MAC authentication.  
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 The PC is connected to the switch through the IP phone.  

 The PC performs 802.1X authentication, and no authorization VLAN is assigned to the 
PC.  

201604180493 

 Symptom: When an ACL of the established type is issued, the system prompts that the ACL is 
not supported.  

 Condition: This symptom occurs if 802.1X or MAC authentication is enabled and the switch 
issues an ACL of the established type.  

201603190309 

 Symptom: The dot1x re-authenticate server-unreachable keep-online command 
configuration does not take effect. When the server is unreachable, the user is 
reauthenticated and then logged out.  

 Condition: This symptom occurs if the dot1x re-authenticate server-unreachable keep-
online command is configured and the session timeout timer is triggered after the user comes 
online.  

201603180515 

 Symptom: CVE-2016-0701 

 Condition:  Fixed vulnerability in the DH_check_pub_key function which makes it easier for 
remote attackers to discover a private DH (Diffie-Hellman) exponent by making multiple 
handshakes with a peer that chose an inappropriate number. This issue affects OpenSSL 
version 1.0.2. and addressed in 1.0.2f. OpenSSL 1.0.1 is not affected by this CVE. 

201603180515 

 Symptom: CVE-2015-3197 

 Condition: Fixed vulnerability when using SSLv2 which can be exploited in a man-in-the-
middle attack, if device has disabled ciphers. 

201603230415 

 Symptom: CVE-2016-0705 

 Condition: Fixed vulnerability when OpenSSL parses malformed DSA private keys and could 
lead to a DoS attack or memory corruption for applications that receive DSA private keys from 
untrusted sources. 

201603230415 

 Symptom: CVE-2016-0798 

 Condition: Fixed vulnerability in OpenSSL 1.0.1 before 1.0.1s and 1.0.2 before 1.0.2g allows 
remote attackers to cause a denial of service (memory consumption) by providing an invalid 
username in a connection attempt. 

201603230415 

 Symptom: CVE-2016-0797 

 Condition: Fixed vulnerability in OpenSSL 1.0.1 before 1.0.1s and 1.0.2 before 1.0.2g allow 
remote attackers to cause a denial of service (heap memory corruption or NULL pointer 
dereference). 

201603230415 

 Symptom: CVE-2016-0799 

 Condition: Fixed vulnerability in OpenSSL 1.0.1 before 1.0.1s and 1.0.2 before 1.0.2g 
improperly calculates string lengths, which allows remote attackers to cause a denial of 
service which could lead to memory allocation failure or memory leaks. 
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201603230415 

 Symptom: CVE-2016-0702 

 Condition: Fixed vulnerability in OpenSSL 1.0.1 before 1.0.1s and 1.0.2 before 1.0.2g which 
makes it easier for local users to discover RSA keys leveraging cache-bank conflicts, aka a 
"CacheBleed" attack. 

201604110488 

 Symptom: CVE-2016-2842 

 Condition: Fixed vulnerability in the doapr_outch function in crypto/bio/b_print.c, which allows 
remote attackers to cause a denial of service (out-of-bounds write or memory consumption) or 
possibly have unspecified other impact via a long string. 

201604060219 

 Symptom: When DHCP server and DHCP snooping settings are configured on the switch, 
DHCP clients can obtain IP addresses, but the switch cannot generate DHCP snooping 
entries. 

 Condition: This symptom might occur if DHCP server and DHCP snooping settings are 
configured on the switch. 

201603090119 

 Symptom: An ACL rule takes effect 25 seconds later than the start time of the time range 
specified for the rule. 

 Condition: None. 

201512110325 

 Symptom: The listening TCP port configuration on a local portal Web server changes to the 
default setting after the local portal Web server view is re-entered. 

 Condition: This symptom occurs if the local portal Web server uses HTTPS to exchange 
authentication information with clients. 

201601260436 

 Symptom: A dynamic aggregate interface goes down and then comes up after the receiver or 
transmitter of the transceiver module on one of its member port is removed. 

 Condition: This symptom occurs if BFD is configured on the aggregate interface. 

201601050377 

 Symptom: The switch-mode command configuration for ARP tables does not take effect on 
VLAN interfaces configured as customer-side ports by using the arp mode uni command. 

 Condition: None. 

201603010069 

 Symptom: The Session timeout period field in the display mac-authentication connection 
command output displays N/A. 

 Condition: This symptom might occur if the authentication server assigns the Session-Timeout 
attribute. 

201603160269 

 Symptom: The switch fails to establish an LDP LSP with the peer device after LDP is disabled 
and then enabled on the peer port. 

 Condition: This symptom occurs if the peer port is configured with a secondary IP address. 



23 

Resolved problems in R1120 

201512290191 

 Symptom: CVE-2015-3194 

 Condition: The signature verification routines will crash with a NULL pointer dereference, if 
presented with an ASN.1 signature using the RSA PSS algorithm and absent mask 
generation function parameter. This can be used to crash any certificate verification operation 
and exploited in a DoS attack.  

201512290191 

 Symptom: CVE-2015-3195 

 Condition: When presented with a malformed X509_ATTRIBUTE structure OpenSSL will leak 
memory. This structure is used by the PKCS#7 and CMS routines so any application which 
reads PKCS#7 or CMS data from untrusted sources is affected. 

201512290191 

 Symptom: CVE-2015-3196 

 Condition: If PSK identity hints are received by a multi-threaded client then the values are 
wrongly updated in the parent SSL_CTX structure. This can result in a race condition 
potentially leading to a double free of the identify hint data. 

201512290191 

 Symptom: CVE-2015-1794 

 Condition: If a client receives a ServerKeyExchange for an anonymous DH ciphersuite with 
the value of p set to 0 then a seg fault can occur leading to a possible denial of service attack. 

201512150528 

 Symptom: NTP clock synchronization fails.  

 Condition: This symptom occurs if the switch is connected to an NTP-enabled Cisco device.  

201603010337 

 Symptom: After a static default route is configured, packets destined for invalid class-E IP 
addresses are forwarded rather than dropped.  

 Condition: This symptom occurs if a static default route is configured and the switch receives 
packets destined for invalid class-E IP addresses.  

201602150295 

 Symptom: After the switch is rebooted, the configuration for a queue in a user-defined queue 
scheduling profile is lost.  

 Condition: This symptom occurs if the following operations are performed: 

a. Use the qos qmprofile command to create a user-defined queue scheduling profile.  

b. Configure the queuing method as SP for the queue in the queue scheduling profile.  

c. Modify the queuing method to WRR or WFQ for the queue in the queue scheduling profile. 

d. Save the configuration and reboot the switch.  

201510300359 

 Symptom: When an MAC authentication user is online, an 802.1X user goes offline 
immediately after the user passes 802.1X authentication and comes online.  

 Condition: This symptom occurs if MAC authentication and 802.1X authentication assign the 
same VLAN to users.  
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201509220038 

 Symptom: User authentication fails.  

 Condition: This symptom occurs if the switch uses an ACS 5.6 server to perform AAA 
authentication. 

Resolved problems in R1118P02 

201511200517 

 Symptom: CVE-2015-7871 

 Condition: Cause NTPD to accept time from unauthenticated peers.  

201511200517 

 Symptom: CVE-2015-7704 

 Condition: An NTPD client forged by a DDoS attacker located anywhere on the Internet, 
which can exploit NTP's to disable NTP at a victim client or it may also trigger a firewall block 
for packets from the target machine. 

201511200517 

 Symptom: CVE-2015-7705 

 Condition:  The DDoS attacker can send a device a high volume of NTPD queries that are 
spoofed to look like they come from the client. The servers then start rate-limiting the client. 

201511200517 

 Symptom: CVE-2015-7855 

 Condition:  NTPD mode 6 or mode 7 packets containing an unusually long data value could 
possibly use cause NTP to crash, resulting in a denial of service. 

201512290083 

 Symptom: The dot1x after-mac-auth max-attempt command configuration is incorrectly 
displayed. 

 Condition: This symptom might occur if the dot1x after-mac-auth max-attempt command is 
executed.  

201512170304 

 Symptom: The boot-loader file command fails to upgrade the software for all member 
switches of an IRF fabric at the same time. 

 Condition: This symptom might occur if the boot-loader file command is used to upgrade the 
software for all member switches of an IRF fabric at the same time. 

201510260061 

 Symptom: Users fail 802.1X authentication if the PEAP method is used. 

 Condition: This symptom might occur if the PEAP method is used. 

Resolved problems in R1118 

201511090144 

 Symptom: A Cisco IP phone leaves the voice VLAN after LLDP neighbor ages out and the 
voice VLAN aging timer expires.  



25 

 Condition: This symptom occurs if the switch advertises voice VLAN information to the IP 
phone. 

Resolved problems in R1111P01 

First release 

Support and other resources 

Accessing Hewlett Packard Enterprise Support 

 For live assistance, go to the Contact Hewlett Packard Enterprise Worldwide website: 

www.hpe.com/assistance  

 To access documentation and support services, go to the Hewlett Packard Enterprise Support 
Center website: 

www.hpe.com/support/hpesc  

Information to collect: 

 Technical support registration number (if applicable). 

 Product name, model or version, and serial number. 

 Operating system name and version. 

 Firmware version. 

 Error messages. 

 Product-specific reports and logs. 

 Add-on products or components. 

 Third-party products or components. 

Documents 

To find related documents, see the Hewlett Packard Enterprise Support Center website at 
http://www.hpe.com/support/hpesc. 

 Enter your product name or number and click Go. If necessary, select your product from the 
resulting list. 

 For a complete list of acronyms and their definitions, see HPE FlexNetwork technology 
acronyms. 

Related documents 

The following documents provide related information: 

 HPE 5510 HI Switch Series Installation Guide 

 HPE PSR720-56A Power Supply User Guide 

 HPE PSR1110-56A Power Supply User Guide 

 HPE PSR150-A & PSR150-D Power Supplies User Guide 

 HPE LSWM2SP2PM Interface Card (JH157A) User Guide 

 HPE LSWM2XGT2PM Interface Card (JH156A) User Guide 

http://www.hpe.com/assistance
http://www.hpe.com/support/hpesc
http://www.hpe.com/support/hpesc
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 HPE LSWM2QP2P Interface Card (JH155A) User Guide 

 HPE 5510 HI Switch Series Configuration Guides-Release 1121 

 HPE 5510 HI Switch Series Command References-Release 1121 

Documentation feedback 

Hewlett Packard Enterprise is committed to providing documentation that meets your needs. To help 
us improve the documentation, send any errors, suggestions, or comments to Documentation 
Feedback (docsfeedback@hpe.com). When submitting your feedback, include the document title, 
part number, edition, and publication date located on the front cover of the document. For online help 
content, include the product name, product version, help edition, and publication date located on the 
legal notices page. 
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Appendix A Feature list  

Hardware features 

Table 4 Technical specifications for non-PoE switch models 

Item 

HPE 5510 24G SFP 

4SFP+ HI 1-slot Switch 

JH149A 

HPE 5510 24G 4SFP+ 

HI 1-slot Switch 

JH145A 

HPE 5510 48G 

4SFP+ HI 1-slot 

Switch JH146A 

Dimensions (H × W 
× D) 

43.6 × 440 × 360 mm 

(1.72 × 17.32 × 14.17 in) 

43.6 × 440 × 360 mm 

(1.72 × 17.32 × 14.17 in) 

43.6 × 440 × 360 mm 

(1.72 × 17.32 × 14.17 
in) 

Weight ≤ 5 kg (11.02 lb) ≤ 5 kg (11.02 lb) ≤ 5 kg (11.02 lb) 

Console ports 

 1 × USB mini console port 

 1 × serial console port 

Only the USB mini console port is available when you connect both ports. 

USB ports 1 1 1 

Management 
Ethernet ports 

1 1 1 

SFP+ ports 4 4 4 

SFP ports 

24 (The rightmost eight 
SFP ports and their 
corresponding 
10/100/1000Base-T 
autosensing Ethernet ports 
form combo interfaces.) 

N/A N/A 

10/100/1000Base-T 
autosensing 
Ethernet ports 

8 (Each and its 
corresponding SFP port 
form a combo interface.) 

24 48 

Expansion interface 
card slots 

1, on the rear panel 1, on the rear panel 1, on the rear panel 

Power module slots 2, on the rear panel 2, on the rear panel 2, on the rear panel 

Fan tray slots 2, on the rear panel 2, on the rear panel 2, on the rear panel 

Input voltage 

 AC-input 

 Rated voltage range: 100 VAC to 240 VAC @ 50 Hz or 60 Hz 

 Max voltage range: 90 VAC to 264 VAC @ 47 Hz to 63 Hz 

 DC-input 

 Rated voltage range: –48 VDC to –60 VDC 

 Max voltage range: –36 VDC to –72 VDC 

NOTE: 

You can use the site –48 VDC power source. 
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Item 

HPE 5510 24G SFP 

4SFP+ HI 1-slot Switch 

JH149A 

HPE 5510 24G 4SFP+ 

HI 1-slot Switch 

JH145A 

HPE 5510 48G 

4SFP+ HI 1-slot 

Switch JH146A 

Minimum power 
consumption 

 Single AC input: 48 W 

 Dual AC inputs: 53 W 

 Single DC input: 70 W 

 Dual DC inputs: 60 W 

 Single AC input: 55 
W 

 Dual AC inputs: 57 
W 

 Single DC input: 49 
W 

 Dual DC inputs: 51 
W 

 Single AC input: 
70 W 

 Dual AC inputs: 
70 W 

 Single DC input: 
59 W 

 Dual DC inputs: 
59 W 

Maximum power 
consumption 

 Single AC input: 120 
W 

 Dual AC inputs: 123 W 

 Single DC input: 146 
W 

 Dual DC inputs: 133 W 

 Single AC input: 107 
W 

 Dual AC inputs: 108 
W 

 Single DC input: 111 
W 

 Dual DC inputs: 115 
W 

 Single AC input: 
123 W 

 Dual AC inputs: 
123 W 

 Single DC input: 
127 W 

 Dual DC inputs: 
130 W 

Chassis leakage 
current compliance 

UL60950-1, EN60950-1, IEC60950-1, GB4943 

Melting current of 
power module fuse 

 AC-input: 5 A, 250V 

 DC-input: 8 A, 250V 

Operating 
temperature 

0°C to 45°C (32°F to 113°F) 

Relative humidity 5% to 95%, noncondensing 

Fire resistance 
compliance 

UL60950-1, EN60950-1, IEC60950-1, GB4943 

 

Table 5 Technical specifications for PoE switch models 

Item 
HPE 5510 24G PoE+ 4SFP+ HI 1-

slot Switch JH147A 

HPE 5510 48G PoE+ 4SFP+ HI 1-

slot Switch JH148A 

Dimensions (H × W 
× D) 

43.6 × 440 × 460 mm 

(1.72 × 17.32 × 18.11 in) 

43.6 × 440 × 460 mm 

(1.72 × 17.32 × 18.11 in) 

Weight ≤ 10 kg (22.05 lb) ≤ 10 kg (22.05 lb) 

Console ports 

 1 × USB mini console port 

 1 × serial console port 

Only the USB mini console port is available when you connect both ports. 

USB ports 1 1 

Management 
Ethernet ports 

1 1 

SFP+ ports 4 4 

10/100/1000Base-
T autosensing 
Ethernet ports 

24 48 

Expansion 
interface card slots 

1, on the rear panel 1, on the rear panel 

Power module slots 2, on the rear panel 2, on the rear panel 
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Item 
HPE 5510 24G PoE+ 4SFP+ HI 1-

slot Switch JH147A 

HPE 5510 48G PoE+ 4SFP+ HI 1-

slot Switch JH148A 

Fan tray slots 2, on the rear panel 2, on the rear panel 

Input voltage 

 PSR720-56A AC-input 

 Rated voltage range: 100 VAC to 240 VAC @ 50 Hz or 60 Hz 

 Max voltage range: 90 VAC to 264 VAC @ 47 Hz to 63 Hz 

 PSR1110-56A AC-input 

 Rated voltage range: 115 VAC to 240 VAC @ 50 Hz or 60 Hz 

 Max voltage range: 102.5 VAC to 264 VAC @ 47 Hz to 63 Hz 

PoE power 
capacity 

Depends on the power module configurations. For more information, see the 
following table. 

Minimum power 
consumption 

67 W 75 W 

Maximum power 
consumption 
(including PoE 
power 
consumption) 

1000 W 1800 W 

Chassis leakage 
current compliance 

UL60950-1, EN60950-1, IEC60950-1, GB4943 

Melting current of 
power module fuse 

15 A, 250V 

Operating 
temperature 

0°C to 45°C (32°F to 113°F) 

Relative humidity 5% to 95%, noncondensing 

Fire resistance 
compliance 

UL60950-1, EN60950-1, IEC60950-1, GB4943 

 

Table 6 PoE power capacity 

 

Power module 

configuration 

HPE 5510 24G PoE+ 4SFP+ HI 1-

slot Switch JH147A 

HPE 5510 48G PoE+ 4SFP+ HI 1-

slot Switch JH148A 

Total PoE 

power capacity 

Max PoE power 

capacity per 

port 

Total PoE 

power capacity 

Max PoE power 

capacity per 

port 

Two PSR1110-56A 810 W 30 W 1680 W 30 W 

One PSR1110-56A 
and one PSR720-
56A 

810 W 30 W 1560 W 30 W 

Two PSR720-56A 810 W 30 W 1200 W 30 W 

One PSR1110-56A 810 W 30 W 810 W 30 W 

One PSR720-56A 450 W 30 W 450 W 30 W 
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Software features 

Table 7 Software features of the 5510HI series 

Feature 

HPE 5510 24G 4SFP+ HI 1-slot 

Switch JH145A 

HPE 5510 24G PoE+ 4SFP+ HI 1-

slot Switch JH147A 

HPE 5510 24G SFP 4SFP+ HI 1-slot 

Switch JH149A 

HPE 5510 48G 4SFP+ HI 1-slot 

Switch JH146A 

HPE 5510 48G PoE+ 4SFP+ HI 1-

slot Switch JH148A 

Full duplex Wire 
speed L2 switching 
capacity 

288Gbps 336Gbps 

Whole system Wire 
speed L2 switching 
Packet forwarding 
rate  

214．29Mpps 250Mpps 

IRF 

 Ring topology 

 Daisy chain topology 

 LACP MAD 

 ARP MAD 

 ND MAD 

 BFD MAD 

Link aggregation 

 Aggregation of GE ports 

 Aggregation of 10-GE ports 

 Aggregation of 40-GE ports 

 Static link aggregation 

 Dynamic link aggregation 

 Inter-device aggregation 

 A maximum of 128 inter-device aggregation groups 

 A maximum of 8 ports for each aggregation group 

Flow control 
 IEEE 802.3x flow control 

 Back pressure 

Jumbo Frame  Supports maximum frame size of 10000 

MAC address table 

 32K MAC addresses 

 1K static MAC addresses 

 Blackhole MAC addresses 

 MAC address learning limit on a port 

VLAN 

 Port-based VLANs (4094 VLANs) 

 QinQ and selective QinQ 

 Voice VLAN 

 protocol-vlan 

 MAC vlan 

VLAN mapping 

 One-to-one VLAN mapping  

 Many-to-one VLAN mapping  

 Two-to-two VLAN mapping  
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Feature 

HPE 5510 24G 4SFP+ HI 1-slot 

Switch JH145A 

HPE 5510 24G PoE+ 4SFP+ HI 1-

slot Switch JH147A 

HPE 5510 24G SFP 4SFP+ HI 1-slot 

Switch JH149A 

HPE 5510 48G 4SFP+ HI 1-slot 

Switch JH146A 

HPE 5510 48G PoE+ 4SFP+ HI 1-

slot Switch JH148A 

ARP 

 16K entries 

 2K static entries  

 Gratuitous ARP 

 Common proxy ARP and local proxy ARP 

 ARP source suppression 

 ARP black hole 

 ARP detection (based on DHCP snooping entries/802.1X security entries/static 
IP-to-MAC bindings) 

 Multiport ARP 

ND 

 8K entries 

 2K static entries 

 ND Snooping 

VLAN virtual 
interface 

1K 

DHCP 

 DHCP client 

 DHCP snooping 

 DHCP relay agent 

 DHCP server 

 DHCP Option82 

 DHCPv6 server 

 DHCPv6 relay agent 

 DHCPv6 snooping 

UDP helper  UDP helper 

DNS 

 Static DNS 

 Dynamic DNS 

 IPv4 and IPv6 DNS 

unicast route 

 IPv4/IPv6 static routes  

 RIP/RIPng 

 OSPF/OSPFv3 

 BGP/BGP4+ 

 ISIS/ISISv6 

 Routing policies 

 Policy-based routing 

BFD 
 Static route 

 MAD 

Multicast 

 IGMP snooping 

 MLD snooping 

 IPv4 and IPv6 multicast VLAN 

 PIM SM 

 PIM DM 

 MSDP 

 IPv4 and IPv6 PIM snooping 
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Feature 

HPE 5510 24G 4SFP+ HI 1-slot 

Switch JH145A 

HPE 5510 24G PoE+ 4SFP+ HI 1-

slot Switch JH147A 

HPE 5510 24G SFP 4SFP+ HI 1-slot 

Switch JH149A 

HPE 5510 48G 4SFP+ HI 1-slot 

Switch JH146A 

HPE 5510 48G PoE+ 4SFP+ HI 1-

slot Switch JH148A 

Broadcast/multicast
/unicast storm 
control 

 Storm control based on port rate percentage  

 PPS-based storm control 

 Bps-based storm control  

MSTP 

 STP/RSTP/MSTP protocol 

 STP Root Guard 

 BPDU Guard 

SmartLink  32 

QoS/ACL 

 Remarking of 802.1p and DSCP priorities 

 Packet filtering at L2 (Layer 2) through L4 (Layer 4) 

 Eight output queues for each port  

 SP/WRR/SP+WRR/WDRR/WFQ queue scheduling algorithms  

 Port-based rate limiting 

 Flow-based redirection 

 Time range 

Mirroring 

 Stream mirroring 

 Port mirroring 

 Multiple mirror observing port 

 Port remote mirroring (RSPAN) 

Security  

 Hierarchical management and password protection of users 

 AAA authentication 

 RADIUS authentication 

 HWTACACS 

 SSH 2.0 

 Port isolation 

 802.1X 

 Port security 

 MAC-address-based authentication 

 IP Source Guard 

 HTTPS 

 PKI 

 EAD 

802.1X 

 Up to 2,048 users  

 Port-based and MAC address-based authentication 

 Guest VLAN 

 Trunk port authentication 

 Dynamic 802.1X-based QoS/ACL/VLAN assignment 

Open Flow 
 16 Instance 

 MAC-IP 

Loading and 
upgrading 

 Loading and upgrading through XModem protocol 

 Loading and upgrading through FTP 

 Loading and upgrading through the trivial file transfer protocol (TFTP) 
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Feature 

HPE 5510 24G 4SFP+ HI 1-slot 

Switch JH145A 

HPE 5510 24G PoE+ 4SFP+ HI 1-

slot Switch JH147A 

HPE 5510 24G SFP 4SFP+ HI 1-slot 

Switch JH149A 

HPE 5510 48G 4SFP+ HI 1-slot 

Switch JH146A 

HPE 5510 48G PoE+ 4SFP+ HI 1-

slot Switch JH148A 

Management 

 Configuration at the command line interface 

 Remote configuration through Telnet 

 Configuration through Console port 

 Simple network management protocol (SNMP) 

 IMC NMS 

 System log 

 Hierarchical alarms 

 NTP 

 Power supply alarm function 

 Fan and temperature alarms 

Maintenance 

 Debugging information output 

 Ping and Tracert 

 NQA 

 Track 

 Remote maintenance through Telnet 

 802.1ag 

 802.3ah 

 DLDP 

 Virtual Cable Test 

 

Appendix B Upgrading software 
This chapter describes types of software used on the switch and how to upgrade software while the 
switch is operating normally or when the switch cannot correctly start up.  

System software file types 

Software required for starting up the switch includes:  

 Boot ROM image—A .bin file that comprises a basic section and an extended section. The 
basic section is the minimum code that bootstraps the system. The extended section enables 
hardware initialization and provides system management menus. You can use these menus 
to load software and the startup configuration file or manage files when the switch cannot 
correctly start up.  

 Software images—Includes boot images and system images.  

 Boot image—A .bin file that contains the operating system kernel. It provides process 
management, memory management, file system management, and the emergency shell. 

 System image—A .bin file that contains the minimum modules required for device 
operation and some basic features, including device management, interface management, 
configuration management, and routing management.  

The software images that have been loaded are called “current software images.” The 
software images specified to load at next startup are called “startup software images.” 
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These images might be released separately or as a whole in one .ipe package file. If an .ipe file is 
used, the system automatically decompresses the file, loads the .bin boot and system images in the 
file and sets them as startup software images. Typically, the Boot ROM and software images for this 
switch series are released in an .ipe file named main.ipe.  
 

System startup process 

Upon power-on, the Boot ROM image runs to initialize hardware and then the software images run 
to start up the entire system, as shown in Figure 1. 

Figure 1 System startup process 

 
 

Upgrade methods 

You can upgrade system software by using one of the following methods:  
 

Upgrading method Software types Remarks 

Upgrading from the CLI 
 Boot ROM image 

 Software images 

 You must reboot the switch to 
complete the upgrade.  

 This method can interrupt ongoing 
network services.  

Start

Boot ROM runs

Press Ctrl+B 

promptly?

Startup software 

images run

Enter Boot menu to 

upgrade Boot ROM or 

startup software 

images

Yes

No

System starts up 

and CLI appears

Finish
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Upgrading method Software types Remarks 

Upgrading from the Boot menu 
 Boot ROM image 

 Software images 

Use this method when the switch cannot 
correctly start up.  

 CAUTION: 

Upgrading an IRF fabric from the CLI 
instead of the Boot menu.  

The Boot menu method increases the 
service downtime, because it requires 
that you upgrade the member switches 
one by one. 

 

The output in this document is for illustration only and might vary with software releases. This 
document uses boot.bin and system.bin to represent boot and system image names. The actual 
software image name format is chassis-model_Comware-version_image-type_release, for example, 
5510HI-CMW710-BOOT- Rxxxx.bin and 5510HI-CMW710-SYSTEM-Rxxxx.bin. 

Upgrading from the CLI 

This section uses a two-member IRF fabric as an example to describe how to upgrade software from 
the CLI. If you have more than two subordinate switches, repeat the steps for the subordinate switch 
to upgrade their software. If you are upgrading a standalone switch, ignore the steps for upgrading 
the subordinate switch. For more information about setting up and configuring an IRF fabric, see the 
installation guide and IRF configuration guide for the HPE 5510HI switch series.  

Preparing for the upgrade 

Before you upgrade software, complete the following tasks:  

1. Log in to the IRF fabric through Telnet or the console port. (Details not shown.)  

2. Identify the number of IRF members, each member switch's role, and IRF member ID.  

<Sysname> display irf 

MemberID   Role   Priority  CPU-Mac         Description 

 *+1      Master  5         0023-8927-afdc  --- 

   2      Standby 1         0023-8927-af43  --- 

-------------------------------------------------- 

 * indicates the device is the master. 

 + indicates the device through which the user logs in. 

 

 The Bridge MAC of the IRF is: 0023-8927-afdb 

 Auto upgrade                : no 

 Mac persistent              : 6 min 

 Domain ID                   : 0   

3. Verify that each IRF member switch has sufficient storage space for the upgrade images. 
 

 IMPORTANT: 

Each IRF member switch must have free storage space that is at least two times the size 
of the upgrade image file. 

 

# Identify the free flash space of the master switch. 

<Sysname> dir 

Directory of flash: 
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     0      -rw-       41424  Aug 23 2013 02:23:44     startup.mdb 

     1      -rw-        3792  Aug 23 2013 02:23:44     startup.cfg 

     2      -rw-    53555200  Aug 23 2013 09:53:48     system.bin 

     3      drw-           -  Aug 23 2013 00:00:07     seclog 

     4      drw-           -  Aug 23 2013 00:00:07     diagfile 

     5      drw-           -  Aug 23 2013 00:00:07     logfile 

     6      -rw-     9959424  Aug 23 2013 09:53:48     boot.bin 

     7      -rw-     9012224  Aug 23 2013 09:53:48     backup.bin 

 

524288 KB total (453416 KB free)   

# Identify the free flash space of each subordinate switch, for example, switch 2. 

<Sysname> dir slot2#flash:/ 

Directory of slot2#flash:/ 

     0      -rw-       41424  Jan 01 2011 02:23:44     startup.mdb 

     1      -rw-        3792  Jan 01 2011 02:23:44     startup.cfg 

     2      -rw-    93871104  Aug 23 2013 16:00:08     system.bin 

     3      drw-           -  Jan 01 2011 00:00:07     seclog 

     4      drw-           -  Jan 01 2011 00:00:07     diagfile 

     5      drw-           -  Jan 02 2011 00:00:07     logfile 

     6      -rw-     13611008  Aug 23 2013 15:59:00     boot.bin 

     7      -rw-     9012224  Nov 25 2011 09:53:48     backup.bin 

 

524288 KB total (453416 KB free) 

4. Compare the free flash space of each member switch with the size of the software file to load. 
If the space is sufficient, start the upgrade process. If not, go to the next step.  

5. Delete unused files in the flash memory to free space:  
 

 CAUTION: 

 To avoid data loss, do not delete the current configuration file. For information about the 
current configuration file, use the display startup command. 

 The delete /unreserved file-url command deletes a file permanently and the action cannot 
be undone. 

 The delete file-url command moves a file to the recycle bin and the file still occupies 
storage space. To free the storage space, first execute the undelete command to restore 
the file, and then execute the delete /unreserved file-url command. 

 

# Delete unused files from the flash memory of the master switch.  

<Sysname> delete /unreserved flash:/backup.bin 

The file cannot be restored. Delete flash:/backup.bin?[Y/N]:y 

Deleting the file permanently will take a long time. Please wait... 

Deleting file flash:/backup.bin...Done. 

# Delete unused files from the flash memory of the subordinate switch.  

<Sysname> delete /unreserved slot2#flash:/backup.bin 

The file cannot be restored. Delete slot2#flash:/backup.bin?[Y/N]:y 

Deleting the file permanently will take a long time. Please wait... 

Deleting file slot2#flash:/backup.bin...Done. 
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Downloading software images to the master switch 

Before you start upgrading software images packages, make sure you have downloaded the 
upgrading software files to the root directory in flash memory. This section describes downloading 
an .ipe software file as an example.  

The following are ways to download, upload, or copy files to the master switch:  

 FTP download from a server 

 FTP upload from a client 

 TFTP download from a server 

Prerequisites 

If FTP or TFTP is used, the IRF fabric and the PC working as the FTP/TFTP server or FTP client can 
reach each other.  

Prepare the FTP server or TFTP server program yourself for the PC. The switch series does not 
come with these software programs. 

FTP download from a server 

You can use the switch as an FTP client to download files from an FTP server.  

To download a file from an FTP server, for example, the server at 10.10.110.1:  

1. Run an FTP server program on the server, configure an FTP username and password, 
specify the working directory and copy the file, for example, newest.ipe, to the directory.  

2. Execute the ftp command in user view on the IRF fabric to access the FTP server.  

<Sysname> ftp 10.10.110.1 

Trying 10.10.110.1... 

Press CTRL+C to abort 

Connected to 10.10.110.1(10.10.110.1). 

220 FTP service ready.  

User (10.10.110.1:(none)):username                        

331 Password required for username. 

Password:                                                 

230 User logged in. 

3. Enable the binary transfer mode.  

ftp> binary 

  200 Type set to I. 

4. Execute the get command in FTP client view to download the file from the FTP server. 

ftp> get newest.ipe 

  227 Entering Passive Mode (10,10,110,1,17,97). 

  125 BINARY mode data connection already open, transfer starting for /newest.ipe 

  226 Transfer complete. 

  32133120 bytes received in 35 seconds (896. 0 kbyte/s) 

ftp> bye 

221 Server closing. 

FTP upload from a client 

You can use the IRF fabric as an FTP server and upload files from a client to the IRF fabric.  

To FTP upload a file from a client:  

On the IRF fabric:  

1. Enable FTP server.  
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<Sysname> system-view 

[Sysname] ftp server enable 

2. Configure a local FTP user account: 

# Create the user account.  

[Sysname] local-user abc 

# Set its password and specify the FTP service. 

[Sysname-luser-manage-abc] password simple pwd 

[Sysname-luser-manage-abc] service-type ftp 

# Assign the network-admin user role to the user account for uploading file to the working 
directory of the server. 

[Sysname-luser-manage-abc] authorization-attribute user-role network-admin 

[Sysname-luser-manage-abc] quit 

[Sysname] quit 

On the PC: 

3. Log in to the IRF fabric (the FTP server) in FTP mode.  

c:\> ftp 10.10.110.1 

Connected to 10.10.110.1.  

220 FTP service ready. 

User(10.10.110.1:(none)):abc                                

331 Password required for abc. 

Password:                                               

230 User logged in. 

4. Enable the binary file transfer mode.  

ftp> binary 

200 TYPE is now 8-bit binary. 

5. Upload the file (for example, newest.ipe) to the root directory of the flash memory on the 
master switch.  

ftp> put newest.ipe 

200 PORT command successful 

150 Connecting to port 10002 

226 File successfully transferred 

ftp: 32133120 bytes sent in 64.58 secs (497.60 Kbytes/sec). 

TFTP download from a server 

To download a file from a TFTP server, for example, the server at 10.10.110.1: 

1. Run a TFTP server program on the server, specify the working directory, and copy the file, for 
example, newest.ipe, to the directory.  

2. On the IRF fabric, execute the tftp command in user view to download the file to the root 
directory of the flash memory on the master switch.  

<Sysname> tftp 10.10.110.1 get newest.ipe 

Press CTRL+C to abort. 

  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current 

                                 Dload  Upload   Total   Spent    Left  Speed 

100 30.6M    0 30.6M    0     0   143k      0 --:--:--  0:03:38 --:--:--  142k 

Upgrading the software images 

To upgrade the software images:  
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1. Specify the upgrade image file (newest.ipe in this example) used at the next startup for the 
master switch, and assign the M attribute to the boot and system images in the file.  

<Sysname> boot-loader file flash:/newest.ipe slot 1 main 

Verifying image file..........Done.                                              

Images in IPE:                                                                   

  boot.bin                                              

  system.bin                                            

This command will set the main startup software images. Continue? [Y/N]:y        

Add images to target slot.                                                       

Decompressing file boot.bin to flash:/boot.bin....................Done.          

Decompressing file system.bin to flash:/system.bin................Done.          

The images that have passed all examinations will be used as the main startup so 

ftware images at the next reboot on slot 1. 

2. Specify the upgrade image file as the main startup image file for each subordinate switch. 
This example uses IRF member 2. (The subordinate switches will automatically copy the file 
to the root directory of their flash memories.) 

<Sysname> boot-loader file flash:/newest.ipe slot 2 main 

Verifying image file..........Done.                                              

Images in IPE:                                                                   

  boot.bin                                              

  system.bin                                            

This command will set the main startup software images. Continue? [Y/N]:y        

Add images to target slot.                                                       

Decompressing file boot.bin to flash:/boot.bin....................Done.          

Decompressing file system.bin to flash:/system.bin................Done.          

The images that have passed all examinations will be used as the main startup so 

ftware images at the next reboot on slot 2. 

3. Enable the software auto-update function.  

<Sysname> system-view 

[Sysname] irf auto-update enable  

[Sysname] quit 

This function checks the software versions of member switches for inconsistency with the 
master switch. If a subordinate switch is using a different software version than the master, 
the function propagates the current software images of the master to the subordinate as main 
startup images. The function prevents software version inconsistency from causing the IRF 
setup failure. 

4. Save the current configuration in any view to prevent data loss.  

<Sysname> save 

The current configuration will be written to the device. Are you sure? [Y/N]:y 

Please input the file name(*.cfg)[flash:/startup.cfg] 

(To leave the existing filename unchanged, press the enter key): 

flash:/startup.cfg exists, overwrite? [Y/N]:y 

Validating file. Please wait................. 

Saved the current configuration to mainboard device successfully. 

Slot 2: 

Save next configuration file successfully. 

5. Reboot the IRF fabric to complete the upgrade.  

<Sysname> reboot 

Start to check configuration with next startup configuration file, please wait. 
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........DONE! 

This command will reboot the device. Continue? [Y/N]:y 

 Now rebooting, please wait... 

The system automatically loads the .bin boot and system images in the .ipe file and sets them 
as the startup software images. 

6. Execute the display version command in any view to verify that the current main software 
images have been updated (details not shown). 

 

 NOTE: 

The system automatically checks the compatibility of the Boot ROM image and the boot and 
system images during the reboot. If you are prompted that the Boot ROM image in the upgrade 
image file is different than the current Boot ROM image, upgrade both the basic and extended 
sections of the Boot ROM image for compatibility. If you choose to not upgrade the Boot ROM 
image, the system will ask for an upgrade at the next reboot performed by powering on the switch 
or rebooting from the CLI (promptly or as scheduled). If you fail to make any choice in the required 
time, the system upgrades the entire Boot ROM image.  
 

Upgrading from the Boot menu 

In this approach, you must access the Boot menu of each member switch to upgrade their software 
one by one. If you are upgrading software images for an IRF fabric, using the CLI is a better choice.  
 

 
TIP: 

Upgrading through the Ethernet port is faster than through the console port. 
 

Prerequisites 

Make sure the prerequisites are met before you start upgrading software from the Boot menu.  

Setting up the upgrade environment 

1. Use a console cable to connect the console terminal (for example, a PC) to the console port 
on the switch. 

2. Connect the Ethernet port on the switch to the file server. 
 

 NOTE: 

The file server and the configuration terminal can be co-located. 
 

3. Run a terminal emulator program on the console terminal and set the following terminal 
settings:  

 Bits per second—9,600 

 Data bits—8 

 Parity—None 

 Stop bits—1 

 Flow control—None 

 Emulation—VT100 

Preparing for the TFTP or FTP transfer 

To use TFTP or FTP:  

 Run a TFTP or FTP server program on the file server or the console terminal. 
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 Copy the upgrade file to the file server. 

 Correctly set the working directory on the TFTP or FTP server.  

 Make sure the file server and the switch can reach each other.  

Verifying that sufficient storage space is available 

 IMPORTANT: 

For the switch to start up correctly, do not delete the main startup software images when you free 
storage space before upgrading Boot ROM. On the Boot menu, the main startup software images 
are marked with an asterisk (*). 
 

When you upgrade software, make sure each member switch has sufficient free storage space for 
the upgrade file, as shown in Table 8. 

Table 8 Minimum free storage space requirements 

Upgraded images Minimum free storage space requirements 

Comware images Two times the size of the Comware upgrade package file. 

Boot ROM Same size as the Boot ROM upgrade image file. 

 

If no sufficient space is available, delete unused files as described in “Managing files from the Boot 
menu.” 

Scheduling the upgrade time 

During the upgrade, the switch cannot provide any services. You must make sure the upgrade has 
a minimal impact on the network services. 

Accessing the Boot menu 

Starting...... 

Press Ctrl+D to access BASIC BOOT MENU 

 

******************************************************************************** 

*                                                                              * 

*                 HPE 5510-24G-4SFP+ HI BOOTROM, Version 111                 * 

*                                                                              * 

******************************************************************************** 

Copyright (c) 2010-2015 Hewlett-Packard Development Company, L.P.            

                                                                                 

Creation Date       : Feb  3 2015, 19:43:00                                      

CPU Clock Speed     : 1000MHz                                                    

Memory Size         : 2048MB                                                     

Flash Size          : 512MB                                                      

CPLD Version        : 001                                                        

PCB Version         : Ver.A                                                      

Mac Address         : 70f96dfacbda                                               

                                                                                 

                                                                                 

Press Ctrl+B to access EXTENDED BOOT MENU...0                         

Press one of the shortcut key combinations at prompt. 
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Table 9 Shortcut keys 

Shortcut 

keys 
Prompt message Function Remarks 

Ctrl+B 
Press Ctrl+B to enter 
Extended Boot menu... 

Accesses the extended Boot 
menu. 

Press the keys within 1 
second (in fast startup mode) 
or 5 seconds (in full startup 
mode) after the message 
appears. 

You can upgrade and 
manage system software and 
Boot ROM from this menu. 

Ctrl+D 
Press Ctrl+D to access 
BASIC BOOT MENU 

Accesses the basic Boot 
menu. 

Press the keys within 1 
seconds after the message 
appears. 

You can upgrade Boot ROM 
or access the extended Boot 
ROM segment from this 
menu. 

 

Accessing the basic Boot menu 

If the extended Boot ROM segment has corrupted, you can repair or upgrade it from the basic Boot 
menu. 

Press Ctrl+D within 1 seconds after the "Press Ctrl+D to access BASIC BOOT MENU" prompt 
message appears. If you fail to do this within the time limit, the system starts to run the extended 
Boot ROM segment. 

******************************************************************************** 

*                                                                              * 

*                          BASIC BOOTROM, Version 111                          * 

*                                                                              * 

******************************************************************************** 

                                                                                 

   BASIC BOOT MENU                                                               

                                                                                 

1. Update full BootRom                                                           

2. Update extended BootRom                                                       

3. Update basic BootRom                                                          

4. Boot extended BootRom                                                         

0. Reboot                                                                        

Ctrl+U: Access BASIC ASSISTANT MENU                                              

                                                                                 

Enter your choice(0-4):                                                          

Table 10 Basic Boot ROM menu options 

Option Task 

1. Update full BootRom 

Update the entire Boot ROM, including the basic segment 
and the extended segment. To do so, you must use 
XMODEM and the console port. For more information, see 
Using XMODEM to upgrade Boot ROM through the 
console port. 
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Option Task 

2. Update extended BootRom 

Update the extended Boot ROM segment. To do so, you 
must use XMODEM and the console port. For more 
information, see Using XMODEM to upgrade Boot ROM 
through the console port. 

3. Update basic BootRom 

Update the basic Boot ROM segment. To do so, you must 
use XMODEM and the console port. For more information, 
see Using XMODEM to upgrade Boot ROM through the 
console port. 

4. Boot extended BootRom 

Access the extended Boot ROM segment.  

For more information, see Accessing the extended Boot 
menu. 

0. Reboot Reboot the switch. 

Ctrl+U: Access BASIC ASSISTANT MENU 
Press Ctrl + U to access the BASIC ASSISTANT menu 
(see Table 11).  

 

Table 11 BASIC ASSISTANT menu options 

Option Task 

1. RAM Test Perform a RAM self-test. 

0. Return to boot menu Return to the basic Boot menu. 
 

Accessing the extended Boot menu 

Press Ctrl+B within 1 second (in fast startup mode) or 5 seconds (in full startup mode) after the 
"Press Ctrl-B to enter Extended Boot menu..." prompt message appears. If you fail to do this, the 
system starts decompressing the system software. 

Alternatively, you can enter 4 in the basic Boot menu to access the extended Boot menu. 

The "Password recovery capability is enabled." or "Password recovery capability is disabled." 
message appears, followed by the extended Boot menu. Availability of some menu options depends 
on the state of password recovery capability (see Table 12). For more information about password 
recovery capability, see Fundamentals Configuration Guide in HPE 5510HI Switch Series 
Configuration Guides. 

Password recovery capability is enabled. 

 

   EXTENDED BOOT MENU  

 

1. Download image to flash  

2. Select image to boot  

3. Display all files in flash  

4. Delete file from flash  

5. Restore to factory default configuration  

6. Enter BootRom upgrade menu  

7. Skip current system configuration  

8. Set switch startup mode  

0. Reboot  

Ctrl+Z: Access EXTENDED ASSISTANT MENU  

Ctrl+F: Format file system  
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Ctrl+P: Change authentication for console login  

Ctrl+R: Download image to SDRAM and run  

 

Enter your choice(0-8): 

 

Table 12 Extended Boot ROM menu options 

Option Tasks 

1. Download image to flash Download a software image file to the flash. 

2. Select image to boot 

 Specify the main and backup software image file for the next 
startup. 

 Specify the main and backup configuration files for the next 
startup. This task can be performed only if password recovery 
capability is enabled. 

3. Display all files in flash Display files on the flash. 

4. Delete file from flash Delete files to free storage space. 

5. Restore to factory default 
configuration 

Delete the current next-startup configuration files and restore the 
factory-default configuration.  

This option is available only if password recovery capability is 
disabled. 

6. Enter BootRom upgrade menu Access the Boot ROM upgrade menu. 

7. Skip current system 
configuration 

Start the switch without loading any configuration file. 

This is a one-time operation and takes effect only for the first system 
boot or reboot after you choose this option. 

This option is available only if password recovery capability is 
enabled. 

8. Set switch startup mode Set the startup mode to fast startup mode or full startup mode. 

0. Reboot Reboot the switch. 

Ctrl+F: Format file system Format the current storage medium. 

Ctrl+P: Change authentication for 
console login 

Skip the authentication for console login. 

This is a one-time operation and takes effect only for the first system 
boot or reboot after you choose this option. 

This option is available only if password recovery capability is 
enabled. 

Ctrl+R: Download image to 
SDRAM and run 

Download a system software image and start the switch with the 
image. 

This option is available only if password recovery capability is 
enabled. 

Ctrl+Z: Access EXTENDED 
ASSISTANT MENU 

Access the EXTENDED ASSISTANT MENU.  

For options in the menu, see Table 13. 
 

Table 13 EXTENDED ASSISTANT menu options 

Option Task 

1. Display Memory Display data in the memory. 

2. Search Memory Search the memory for a specific data segment. 

0. Return to boot menu Return to the extended Boot ROM menu. 
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Upgrading Comware images from the Boot menu 

You can use the following methods to upgrade Comware images:  

 Using TFTP to upgrade software images through the Ethernet port 

 Using FTP to upgrade software images through the Ethernet port 

 Using XMODEM to upgrade software through the console port 

Using TFTP to upgrade software images through the Ethernet port 

1. Enter 1 in the Boot menu to access the file transfer protocol submenu.  

1. Set TFTP protocol parameters 

2. Set FTP protocol parameters 

3. Set XMODEM protocol parameters 

0. Return to boot menu 

 

Enter your choice(0-3): 

2. Enter 1 to set the TFTP parameters.  

Load File Name      :update.ipe  

Server IP Address   :192.168.0.3  

Local IP Address    :192.168.0.2  

Subnet Mask         :255.255.255.0 

Gateway IP Address  :0.0.0.0 

Table 14 TFTP parameter description 

Item Description 

Load File Name Name of the file to download (for example, update.ipe).  

Server IP Address  IP address of the TFTP server (for example, 192.168.0.3).  

Local IP Address IP address of the switch (for example, 192.168.0.2).  

Subnet Mask Subnet mask of the switch (for example, 255.255.255.0). 

Gateway IP Address 
IP address of the gateway (in this example, no gateway is required 
because the server and the switch are on the same subnet). 

 

 NOTE: 

 To use the default setting for a field, press Enter without entering any value.  

 If the switch and the server are on different subnets, you must specify a gateway address for 
the switch. 

 

3. Enter all required parameters, and enter Y to confirm the settings. The following prompt 
appears:  

Are you sure to download file to flash? Yes or No (Y/N):Y 

4. Enter Y to start downloading the image file. To return to the Boot menu without downloading 
the upgrade file, enter N.  

Loading......................................................................... 

................................................................................ 

................................................................................ 

................................................................Done! 

5. Enter the M (main), B (backup), or N (none) attribute for the images. In this example, assign 
the main attribute to the images.  
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Please input the file attribute (Main/Backup/None) M 

Image file boot.bin is self-decompressing... 

Free space: 534980608 bytes 

Writing flash................................................................... 

................................................................................ 

...................................................................Done! 

Image file system.bin is self-decompressing... 

Free space: 525981696 bytes 

Writing flash................................................................... 

................................................................................ 

................................................................................ 

................................................................................ 

................................................................................ 

................................................................................ 

.......................................................................Done! 

 

 NOTE: 

 The switch always attempts to boot with the main images first. If the attempt fails, for 
example, because the main images are not available, the switch tries to boot with the 
backup images. An image with the none attribute is only stored in flash memory for 
backup. To use it at reboot, you must change its attribute to main or backup. 

 If an image with the same attribute as the image you are loading is already in the flash 
memory, the attribute of the old image changes to none after the new image becomes 
valid. 

 

6. Enter 0 in the Boot menu to reboot the switch with the new software images.  

   EXTENDED BOOT MENU  

 

1. Download image to flash  

2. Select image to boot  

3. Display all files in flash  

4. Delete file from flash  

5. Restore to factory default configuration  

6. Enter BootRom upgrade menu  

7. Skip current system configuration  

8. Set switch startup mode  

0. Reboot  

Ctrl+Z: Access EXTENDED ASSISTANT MENU  

Ctrl+F: Format file system  

Ctrl+P: Change authentication for console login  

Ctrl+R: Download image to SDRAM and run  

 

Enter your choice(0-8): 0 

Using FTP to upgrade software images through the Ethernet port  

1. Enter 1 in the Boot menu to access the file transfer protocol submenu.  

1. Set TFTP protocol parameters 

2. Set FTP protocol parameters 

3. Set XMODEM protocol parameters 

0. Return to boot menu 
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Enter your choice(0-3): 

2. Enter 2 to set the FTP parameters.  

Load File Name      :update.ipe  

Server IP Address   :192.168.0.3  

Local IP Address    :192.168.0.2 

Subnet Mask         :255.255.255.0 

Gateway IP Address  :0.0.0.0 

FTP User Name       :switch 

FTP User Password   :*** 

Table 15 FTP parameter description 

Item Description 

Load File Name  Name of the file to download (for example, update.ipe).  

Server IP Address IP address of the FTP server (for example, 192.168.0.3).  

Local IP Address IP address of the switch (for example, 192.168.0.2).  

Subnet Mask Subnet mask of the switch (for example, 255.255.255.0). 

Gateway IP Address 
IP address of the gateway (in this example, no gateway is required 
because the server and the switch are on the same subnet). 

FTP User Name 
Username for accessing the FTP server, which must be the same as 
configured on the FTP server. 

FTP User Password 
Password for accessing the FTP server, which must be the same as 
configured on the FTP server. 

 

 NOTE: 

 To use the default setting for a field, press Enter without entering any value.  

 If the switch and the server are on different subnets, you must specify a gateway address 
for the switch. 

 

3. Enter all required parameters, and enter Y to confirm the settings. The following prompt 
appears:  

Are you sure to download file to flash? Yes or No (Y/N):Y 

4. Enter Y to start downloading the image file. To return to the Boot menu without downloading 
the upgrade file, enter N.  

Loading......................................................................... 

................................................................................ 

................................................................................ 

................................................................Done! 

5. Enter the M (main), B (backup), or N (none) attribute for the images. In this example, assign 
the main attribute to the images.  

Please input the file attribute (Main/Backup/None) M 

Image file boot.bin is self-decompressing... 

Free space: 534980608 bytes 

Writing flash................................................................... 

................................................................................ 

...................................................................Done! 

Image file system.bin is self-decompressing... 

Free space: 525981696 bytes 
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Writing flash................................................................... 

................................................................................ 

................................................................................ 

................................................................................ 

................................................................................ 

................................................................................ 

.......................................................................Done! 

 

   EXTENDED BOOT MENU  

 

1. Download image to flash  

2. Select image to boot  

3. Display all files in flash  

4. Delete file from flash  

5. Restore to factory default configuration  

6. Enter BootRom upgrade menu  

7. Skip current system configuration  

8. Set switch startup mode  

0. Reboot  

Ctrl+Z: Access EXTENDED ASSISTANT MENU  

Ctrl+F: Format file system  

Ctrl+P: Change authentication for console login  

Ctrl+R: Download image to SDRAM and run  

 

Enter your choice(0-8):0 

 

 NOTE: 

 The switch always attempts to boot with the main images first. If the attempt fails, for 
example, because the main images are not available, the switch tries to boot with the 
backup images. An image with the none attribute is only stored in flash memory for 
backup. To use it at reboot, you must change its attribute to main or backup. 

 If an image with the same attribute as the image you are loading is already in the flash 
memory, the attribute of the old image changes to none after the new image becomes 
valid. 

 

6. Enter 0 in the Boot menu to reboot the switch with the new software images.  

Using XMODEM to upgrade software through the console port  

XMODEM download through the console port is slower than TFTP or FTP download through the 
Ethernet port. To save time, use the Ethernet port as long as possible.  

1. Enter 1 in the Boot menu to access the file transfer protocol submenu.  

1. Set TFTP protocol parameters 

2. Set FTP protocol parameters 

3. Set XMODEM protocol parameters 

0. Return to boot menu 

 

Enter your choice(0-3): 

2. Enter 3 to set the XMODEM download baud rate. 

Please select your download baudrate: 

1.* 9600 
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2.  19200 

3.  38400 

4.  57600 

5.  115200 

0.  Return to boot menu 

 

Enter your choice(0-5):5 

3. Select an appropriate download rate, for example, enter 5 to select 115200 bps.  

Download baudrate is 115200 bps                                

Please change the terminal's baudrate to 115200 bps and select XMODEM protocol 

Press enter key when ready 

4. Set the serial port on the terminal to use the same baud rate and protocol as the console port. 
If you select 9600 bps as the download rate for the console port, skip this task. 

a. Select Call > Disconnect in the HyperTerminal window to disconnect the terminal from 
the switch. 

Figure 2 Disconnecting the terminal from the switch 

 
 

b. Select File > Properties, and in the Properties dialog box, click Configure. 

Figure 3 Properties dialog box 
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c. Select 115200 from the Bits per second list and click OK. 

Figure 4 Modifying the baud rate 

 
 

d. Select Call > Call to reestablish the connection. 

Figure 5 Reestablishing the connection 

 
 

5. Press Enter. The following prompt appears:  

Are you sure to download file to flash? Yes or No (Y/N):Y 

6. Enter Y to start downloading the file. (To return to the Boot menu, enter N.)  

Now please start transfer file with XMODEM protocol 

If you want to exit, Press <Ctrl+X> 

Loading ...CCCCCCCCCCCCCCCCCCCCCCCCC   

7. Select Transfer > Send File in the HyperTerminal window.  

Figure 6 Transfer menu 
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8. In the dialog box that appears, click Browse to select the source file, and select Xmodem 
from the Protocol list. 

Figure 7 File transmission dialog box 

 
 

9. Click Send. The following dialog box appears: 

Figure 8 File transfer progress 

 
 

10. Enter the M (main), B (backup), or N (none) attribute for the images. In this example, assign 
the main attribute to the images.  

Please input the file attribute (Main/Backup/None) m 

The boot.bin image is self-decompressing... 

# At the Load File name prompt, enter a name for the boot image to be saved to flash 
memory.  

Load File name  : default_file boot-update.bin       (At the prompt,  

Free space: 470519808 bytes 

Writing flash................................................................... 

.............Done! 

The system-update.bin image is self-decompressing... 

# At the Load File name prompt, enter a name for the system image to be saved to flash 
memory. 

Load File name  : default_file system-update.bin       

Free space: 461522944 bytes 

Writing flash................................................................... 

.............Done! 

Your baudrate should be set to 9600 bps again! 
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Press enter key when ready 

 

 NOTE: 

 The switch always attempts to boot with the main images first. If the attempt fails, for example, 
because the main images are not available, the switch tries to boot with the backup images. An 
image with the none attribute is only stored in the flash memory for backup. To use it at reboot, 
you must change its attribute to main or backup. 

 If an image with the same attribute as the image you are loading is already in flash memory, 
the attribute of the old image changes to none after the new image becomes valid. 

 

11. If the baud rate of the HyperTerminal is not 9600 bps, restore it to 9600 bps as described in 
step 5.a. If the baud rate is 9600 bps, skip this step. 

 

 NOTE: 

The console port rate reverts to 9600 bps at a reboot. If you have changed the baud rate, you 
must perform this step so you can access the switch through the console port after a reboot. 

 

   EXTENDED BOOT MENU  

 

1. Download image to flash  

2. Select image to boot  

3. Display all files in flash  

4. Delete file from flash  

5. Restore to factory default configuration  

6. Enter BootRom upgrade menu  

7. Skip current system configuration  

8. Set switch startup mode  

0. Reboot  

Ctrl+Z: Access EXTENDED ASSISTANT MENU  

Ctrl+F: Format file system  

Ctrl+P: Change authentication for console login  

Ctrl+R: Download image to SDRAM and run  

 

Enter your choice(0-8): 0 

12. Enter 0 in the Boot menu to reboot the system with the new software images.  

Upgrading Boot ROM from the Boot menu 

You can use the following methods to upgrade the Boot ROM image: 

 Using TFTP to upgrade Boot ROM through the Ethernet port 

 Using FTP to upgrade Boot ROM through the Ethernet port 

 Using XMODEM to upgrade Boot ROM through the console port 

Using TFTP to upgrade Boot ROM through the Ethernet port  

1. Enter 6 in the Boot menu to access the Boot ROM update menu. 

1. Update full BootRom 

2. Update extended BootRom 

3. Update basic BootRom 

0. Return to boot menu 
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Enter your choice(0-3): 

2. Enter 1 in the Boot ROM update menu to upgrade the full Boot ROM.  

The file transfer protocol submenu appears: 

1. Set TFTP protocol parameters 

2. Set FTP protocol parameters 

3. Set XMODEM protocol parameters 

0. Return to boot menu 

 

Enter your choice(0-3): 

3. Enter 1 to set the TFTP parameters. 

Load File Name      :update.btm 

Server IP Address   :192.168.0.3  

Local IP Address    :192.168.0.2 

Subnet Mask         :255.255.255.0 

Gateway IP Address  :0.0.0.0 

Table 16 TFTP parameter description  

Item Description 

Load File Name Name of the file to download (for example, update.btm).  

Server IP Address  IP address of the TFTP server (for example, 192.168.0.3).  

Local IP Address IP address of the switch (for example, 192.168.0.2).  

Subnet Mask Subnet mask of the switch (for example, 255.255.255.0). 

Gateway IP Address 
IP address of the gateway (in this example, no gateway is required 
because the server and the switch are on the same subnet). 

 

 NOTE: 

 To use the default setting for a field, press Enter without entering any value.  

 If the switch and the server are on different subnets, you must specify a gateway address 
for the switch. 

 

4. Enter all required parameters and press Enter to start downloading the file.  

Loading.................................................Done!   

5. Enter Y at the prompt to upgrade the basic Boot ROM section. 

Will you Update Basic BootRom? (Y/N):Y 

Updating Basic BootRom...........Done. 

6. Enter Y at the prompt to upgrade the extended Boot ROM section. 

Updating extended BootRom? (Y/N):Y 

Updating extended BootRom.........Done. 

7. Enter 0 in the Boot ROM update menu to return to the Boot menu.  

1. Update full BootRom 

2. Update extended BootRom 

3. Update basic BootRom 

0. Return to boot menu 

 

Enter your choice(0-3): 

8. Enter 0 in the Boot menu to reboot the switch with the new Boot ROM image.  
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Using FTP to upgrade Boot ROM through the Ethernet port 

1. Enter 6 in the Boot menu to access the Boot ROM update menu. 

1. Update full BootRom 

2. Update extended BootRom 

3. Update basic BootRom 

0. Return to boot menu 

 

Enter your choice(0-3): 

2. Enter 1 in the Boot ROM update menu to upgrade the full Boot ROM.  

The file transfer protocol submenu appears: 

1. Set TFTP protocol parameters 

2. Set FTP protocol parameters 

3. Set XMODEM protocol parameters 

0. Return to boot menu 

 

Enter your choice(0-3): 

3. Enter 2 to set the FTP parameters. 

Load File Name     :update.btm 

Server IP Address  :192.168.0.3 

Local IP Address   :192.168.0.2 

Subnet Mask        :255.255.255.0 

Gateway IP Address :0.0.0.0 

FTP User Name      :switch 

FTP User Password  :123 

Table 17 FTP parameter description 

Item Description 

Load File Name  Name of the file to download (for example, update.btm).  

Server IP Address IP address of the FTP server (for example, 192.168.0.3).  

Local IP Address IP address of the switch (for example, 192.168.0.2).  

Subnet Mask Subnet mask of the switch (for example, 255.255.255.0). 

Gateway IP Address 
IP address of the gateway (in this example, no gateway is required 
because the server and the switch are on the same subnet). 

FTP User Name 
Username for accessing the FTP server, which must be the same as 
configured on the FTP server. 

FTP User Password 
Password for accessing the FTP server, which must be the same as 
configured on the FTP server. 

 

 NOTE: 

 To use the default setting for a field, press Enter without entering any value.  

 If the switch and the server are on different subnets, you must specify a gateway address 
for the switch. 

 

4. Enter all required parameters and press Enter to start downloading the file.  

Loading.................................................Done!   

5. Enter Y at the prompt to upgrade the basic Boot ROM section. 

Will you Update Basic BootRom? (Y/N):Y 
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Updating Basic BootRom...........Done. 

6. Enter Y at the prompt to upgrade the extended Boot ROM section. 

Updating extended BootRom? (Y/N):Y 

Updating extended BootRom.........Done. 

7. Enter 0 in the Boot ROM update menu to return to the Boot menu.  

1. Update full BootRom 

2. Update extended BootRom 

3. Update basic BootRom 

0. Return to boot menu 

 

Enter your choice(0-3): 

8. Enter 0 in the Boot menu to reboot the switch with the new Boot ROM image.  

Using XMODEM to upgrade Boot ROM through the console port 

XMODEM download through the console port is slower than TFTP or FTP download through the 
Ethernet port. To save time, use the Ethernet port as long as possible.  

1. Enter 6 in the Boot menu to access the Boot ROM update menu. 

1. Update full BootRom 

2. Update extended BootRom 

3. Update basic BootRom 

0. Return to boot menu 

 

Enter your choice(0-3): 

2. Enter 1 in the Boot ROM update menu to upgrade the full Boot ROM.  

The file transfer protocol submenu appears: 

1. Set TFTP protocol parameters 

2. Set FTP protocol parameters 

3. Set XMODEM protocol parameters 

0. Return to boot menu 

 

Enter your choice(0-3): 

3. Enter 3 to set the XMODEM download baud rate.  

Please select your download baudrate: 

1.* 9600 

2.  19200 

3.  38400 

4.  57600 

5.  115200 

0.  Return to boot menu 

 

Enter your choice(0-5):5 

4. Select an appropriate download rate, for example, enter 5 to select 115200 bps.  

Download baudrate is 115200 bps                                

Please change the terminal's baudrate to 115200 bps and select XMODEM protocol 

Press enter key when ready 

5. Set the serial port on the terminal to use the same baud rate and protocol as the console port. 
If you select 9600 bps as the download rate for the console port, skip this task. 
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a. Select Call > Disconnect in the HyperTerminal window to disconnect the terminal from 
the switch. 

Figure 9 Disconnecting the terminal from the switch 

 
 

b. Select File > Properties, and in the Properties dialog box, click Configure. 

Figure 10 Properties dialog box 

 
 

c. Select 115200 from the Bits per second list and click OK. 
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Figure 11 Modifying the baud rate 

 
 

d. Select Call > Call to reestablish the connection. 

Figure 12 Reestablishing the connection 

 
 

6. Press Enter to start downloading the file.  

Now please start transfer file with XMODEM protocol 

If you want to exit, Press <Ctrl+X> 

Loading ...CCCCCCCCCCCCCCCCCCCCCCCCC   

7. Select Transfer > Send File in the HyperTerminal window.  

Figure 13 Transfer menu 

 
 

8. In the dialog box that appears, click Browse to select the source file, and select Xmodem 
from the Protocol list. 
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Figure 14 File transmission dialog box 

 
 

9. Click Send. The following dialog box appears: 

Figure 15 File transfer progress 

 
 

10. Enter Y at the prompt to upgrade the basic Boot ROM section. 

Loading ...CCCCCCCCCCCCCC  ...Done!   

Will you Update Basic BootRom? (Y/N):Y 

Updating Basic BootRom...........Done. 

11. Enter Y at the prompt to upgrade the extended Boot ROM section. 

Updating extended BootRom? (Y/N):Y 

Updating extended BootRom.........Done. 

12. If the baud rate of the HyperTerminal is not 9600 bps, restore it to 9600 bps at the prompt, as 
described in step 4.a. If the baud rate is 9600 bps, skip this step. 

Please change the terminal's baudrate to 9600 bps, press ENTER when ready. 

 

 NOTE: 

The console port rate reverts to 9600 bps at a reboot. If you have changed the baud rate, you 
must perform this step so you can access the switch through the console port after a reboot. 

 

13. Press Enter to access the Boot ROM update menu. 

14. Enter 0 in the Boot ROM update menu to return to the Boot menu.  

1. Update full BootRom 

2. Update extended BootRom 

3. Update basic BootRom 
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0. Return to boot menu 

 

Enter your choice(0-3): 

15. Enter 0 in the Boot menu to reboot the switch with the new Boot ROM image. 

Managing files from the Boot menu 

From the Boot menu, you can display files in flash memory to check for obsolete files, incorrect files, 
or space insufficiency, delete files to release storage space, or change the attributes of software 
images.  

Displaying all files 

Enter 3 in the Boot menu to display all files in flash memory and identify the free space size. 

   EXTENDED BOOT MENU  

 

1. Download image to flash  

2. Select image to boot  

3. Display all files in flash  

4. Delete file from flash  

5. Restore to factory default configuration  

6. Enter BootRom upgrade menu  

7. Skip current system configuration  

8. Set switch startup mode  

0. Reboot  

Ctrl+Z: Access EXTENDED ASSISTANT MENU  

Ctrl+F: Format file system  

Ctrl+P: Change authentication for console login  

Ctrl+R: Download image to SDRAM and run  

 

Enter your choice(0-8): 3 

The following is a sample output:  

Display all file(s) in flash: 

 

File Number    File Size(bytes)     File Name 

================================================================================ 

1              8177                 flash:/testbackup.cfg 

2(*)           53555200             flash:/system.bin 

3(*)           9959424              flash:/boot.bin 

4              3678                 flash:/startup.cfg_backup 

5              30033                flash:/default.mdb 

6              42424                flash:/startup.mdb 

7              18                   flash:/.pathfile 

8              232311               flash:/logfile/logfile.log 

9              5981                 flash:/startup.cfg_back 

10(*)          6098                 flash:/startup.cfg 

11             20                   flash:/.snmpboots 

Free space: 464298848 bytes 

The current image is boot.bin 

(*)-with main attribute 
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(b)-with backup attribute 

(*b)-with both main and backup attribute 

Deleting files 

If storage space is insufficient, delete obsolete files to free up storage space. 

To delete files:  

1. Enter 4 in the Boot menu:  

Deleting the file in flash: 

 

File Number    File Size(bytes)     File Name 

================================================================================ 

1              8177                 flash:/testbackup.cfg 

2(*)           53555200             flash:/system.bin 

3(*)           9959424              flash:/boot.bin 

4              3678                 flash:/startup.cfg_backup 

5              30033                flash:/default.mdb 

6              42424                flash:/startup.mdb 

7              18                   flash:/.pathfile 

8              232311               flash:/logfile/logfile.log 

9              5981                 flash:/startup.cfg_back 

10(*)          6098                 flash:/startup.cfg 

11             20                   flash:/.snmpboots 

Free space: 464298848 bytes 

The current image is boot.bin 

(*)-with main attribute 

(b)-with backup attribute 

(*b)-with both main and backup attribute 

2. Enter the number of the file to delete. For example, enter 1 to select the file testbackup.cfg.  

Please input the file number to change: 1 

3. Enter Y at the confirmation prompt.  

The file you selected is testbackup.cfg,Delete it? (Y/N):Y 

Deleting....................................Done! 

Changing the attribute of software images 

Software image attributes include main (M), backup (B), and none (N). System software and boot 
software can each have multiple none-attribute images but only one main image and one backup 
image on the switch. You can assign both the M and B attributes to one image. If the M or B attribute 
you are assigning has been assigned to another image, the assignment removes the attribute from 
that image. If the removed attribute is the sole attribute of the image, its attribute changes to N. 

For example, the system image system.bin has the M attribute and the system image system-
update.bin has the B attribute. After you assign the M attribute to system-update.bin, the attribute 
of system-update.bin changes to M+B and the attribute of system.bin changes to N.  

To change the attribute of a system or boot image:  

1. Enter 2 in the Boot menu.  

   EXTENDED BOOT MENU  

 

1. Download image to flash  

2. Select image to boot  

3. Display all files in flash  
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4. Delete file from flash  

5. Restore to factory default configuration  

6. Enter BootRom upgrade menu  

7. Skip current system configuration  

8. Set switch startup mode  

0. Reboot  

Ctrl+Z: Access EXTENDED ASSISTANT MENU  

Ctrl+F: Format file system  

Ctrl+P: Change authentication for console login  

Ctrl+R: Download image to SDRAM and run  

 

Enter your choice(0-8): 2 

 

2. 1 or 2 at the prompt to set the attribute of a software image. (The following output is based on 
the option 2. To set the attribute of a configuration file, enter 3.) 

1. Set image file 

2. Set bin file  

3. Set configuration file 

0. Return to boot menu 

 

Enter your choice(0-3): 2 

 

File Number    File Size(bytes)     File Name 

================================================================================ 

 

1(*)              53555200              flash:/system.bin 

2(*)              9959424               flash:/boot.bin 

3                 13105152              flash:/boot-update.bin 

4                 91273216              flash:/system-update.bin 

Free space: 417177920 bytes 

(*)-with main attribute 

(b)-with backup attribute 

(*b)-with both main and backup attribute 

Note:Select .bin files. One but only one boot image and system image must be 

included. 

3. Enter the number of the file you are working with. For example, enter 3 to select the boot 
image boot-update.bin. And enter 4 to select the system image system-update.bin. 

Enter file No.(Allows multiple selection):3  

Enter another file No.(0-Finish choice):4 

4. Enter 0 to finish the selection. 

Enter another file No.(0-Finish choice):0 

You have selected:  

flash:/boot-update.bin  

flash:/system-update.bin 

5. Enter M or B to change its attribute to main or backup. If you change its attribute to M, the 
attribute of boot.bin changes to none.  

Please input the file attribute (Main/Backup) M 

This operation may take several minutes. Please wait.... 

Next time, boot-update.bin will become default boot file! 
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Next time, system-update.bin will become default boot file!   

Set the file attribute success! 

Handling software upgrade failures 

If a software upgrade fails, the system runs the old software version.  

To handle a software upgrade failure:  

1. Verify that the software release is compatible with the switch model and the correct file is 
used. 

2. Verify that the software release and the Boot ROM release are compatible. For software and 
Boot ROM compatibility, see the hardware and software compatibility matrix in the correct 
release notes.  

3. Check the physical ports for a loose or incorrect connection.  

4. If you are using the console port for file transfer, check the HyperTerminal settings (including 
the baud rate and data bits) for any wrong setting.  

5. Check the file transfer settings:  

 If XMODEM is used, you must set the same baud rate for the terminal as for the console 
port.  

 If TFTP is used, you must enter the same server IP addresses, file name, and working 
directory as set on the TFTP server. 

 If FTP is used, you must enter the same FTP server IP address, source file name, working 
directory, and FTP username and password as set on the FTP server. 

6. Check the FTP or TFTP server for any incorrect setting.  

7. Check that the storage device has sufficient space for the upgrade file.  
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Release 1121P05-US 

This release has no feature changes. 
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Release 1121P03 

This release has the following changes: 

 New feature: Link aggregation management VLANs and management port 

 New feature: ISP domain for users assigned to nonexistent domains 

 Modified feature: Maximum length of jumbo frames allowed by an Ethernet interface 

 Modified feature: Username format modification for device login 

New feature: Link aggregation management VLANs and 
management port 

Specifying link aggregation management VLANs and management 
port 

For an aggregation group to forward Layer 3 data traffic of some VLANs through a specific port, 
specify the VLANs as management VLANs and the port as a management port. 

To specify link aggregation management VLANs and management port for an aggregation group: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Specify link aggregation 
management VLANs. 

link-aggregation management-
vlan vlan-id-list 

By default, no link aggregation 
management VLANs are 
specified. 

3. Enter Layer 2 Ethernet 
interface view. 

interface interface-type interface-
number 

N/A 

4. Configure the port as a 
management port for its 
aggregation group. 

link-aggregation management-
port 

By default, a port does not act as 
a management port in its 
aggregation group. 

 

Command reference 

link-aggregation management-port 

Use link-aggregation management-port to configure a management port for an aggregation group. 

Use undo link-aggregation management-port to restore the default. 

Syntax 

link-aggregation management-port 

undo link-aggregation management-port 

Default 

A port does not act as a management port. 

Views 

Layer 2 Ethernet interface view 
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Predefined user roles 

network-admin 

Usage guidelines 

You can execute this command on multiple member ports of an aggregation group. The system 
chooses the member port with the smallest port number as the management port of the aggregation 
group. 

Examples 

# Configure GigabitEthernet 1/0/1 as the management port of its aggregation group. 

<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] link-aggregation management-port 

link-aggregation management-vlan 

Use link-aggregation management-vlan to specify link aggregation management VLANs. 

Use undo link-aggregation management-vlan to remove link aggregation management VLANs. 

Syntax 

link-aggregation management-vlan vlan-id-list 

undo link-aggregation management-vlan vlan-id-list 

Default 

No link aggregation management VLANs are specified. 

Views 

System view 

Predefined user roles 

network-admin 

Parameters 

vlan-id-list: Specifies a space-separated list of up to 10 link aggregation management VLAN items. 
Each item specifies a VLAN ID or a range of VLAN IDs in the form of vlan-id1 to vlan-id2. The value 
range for VLAN IDs is 1 to 4094. The value for the vlan-id2 argument must be equal to or greater 
than the value for the vlan-id1 argument. 

Usage guidelines 

You can execute this command multiple times to add management VLANs. The system supports a 
maximum of 64 link aggregation management VLANs. 

You cannot specify VLAN 1 as a link aggregation management VLAN. 

Examples 

# Specify VLAN 2 and VLAN 3 as link aggregation management VLANs. 

<Sysname> system-view 

[Sysname] link-aggregation management-vlan 2 3 
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New feature: ISP domain for users assigned to 
nonexistent domains 

Specifying an ISP domain for users assigned to nonexistent 
domains 

Perform this task to specify an ISP domain to accommodate users that are assigned to nonexistent 
domains. 

The device chooses an authentication domain for each user in the following order: 

1. The authentication domain specified for the access module. 

2. The ISP domain in the username. 

3. The default ISP domain of the device. 

If the chosen domain does not exist on the device, the device searches for the ISP domain that 
accommodates users that are assigned to nonexistent domains. If no such ISP domain is configured, 
user authentication fails. 

To specify an ISP domain to accommodate users that are assigned to nonexistent domains: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Specify an ISP domain to 
accommodate users that are 
assigned to nonexistent 
domains. 

domain if-unknown isp-domain-
name 

By default, no ISP domain is 
specified to accommodate users 
that are assigned to nonexistent 
domains. 

 

Command reference 

domain if-unknown 

Use domain if-unknown to specify an ISP domain that accommodates users that are assigned to 
nonexistent domains. 

Use undo domain if-unknown to restore the default. 

Syntax 

domain if-unknown isp-domain-name 

undo domain if-unknown 

Default 

No ISP domain is specified to accommodate users that are assigned to nonexistent domains. 

Views 

System view 

Predefined user roles 

network-admin 

Parameters 

isp-domain-name: Specifies the ISP domain name, a case-insensitive string of 1 to 24 characters. 
The name must meet the following requirements: 
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 The name cannot contain a forward slash (/), backslash (\), vertical bar (|), quotation marks 
("), colon (:), asterisk (*), question mark (?), left angle bracket (<), right angle bracket (>), or at 
sign (@). 

 The name cannot be d, de, def, defa, defau, defaul, default, i, if, if-, if-u, if-un, if-unk, if-
unkn, if-unkno, if-unknow, or if-unknown. 

Usage guidelines 

The device chooses an authentication domain for each user in the following order: 

1. The authentication domain specified for the access module. 

2. The ISP domain in the username. 

3. The default ISP domain of the device. 

If the chosen domain does not exist on the device, the device searches for the ISP domain that 
accommodates users that are assigned to nonexistent domains. If no such ISP domain is configured, 
user authentication fails. 

Examples 

# Specify ISP domain test to accommodate users that are assigned to nonexistent domains. 

<Sysname> system-view 

[Sysname] domain if-unknown test 

Related commands 

display domain 

Modified feature: Maximum length of jumbo frames 
allowed by an Ethernet interface 

Feature change description 

The maximum length of jumbo framed allowed by an Ethernet interface was modified to 12288 bytes.  

Command changes 

Modified command: jumboframe enable 

Syntax 

jumboframe enable [ value ] 

undo jumboframe enable 

Views 

Ethernet interface view 

Change description 

Before modification: The value range for the value argument was 1536 to 10000. 

After modification: The value range for the value argument was 1536 to 12288. 
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Modified feature: Username format modification for 
device login 

Feature change description 

Before modification: To log in to the device with a username that carries the ISP domain, the user 
must follow the username@domain format to enter the username. 

After modification: To log in to the device with a username that carries the ISP domain, the user can 

use one of the following formats: username@domain, username/domain, and domain\username. 

Command changes 

None. 
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Release 1121P02 

None. 
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Release 1121P01 

This release has the following changes: 

 New feature: SSH listening port 

New feature: SSH listening port 

Setting the SSH listening port 

If the SSH server has been enabled when you modify the SSH listening port number, the SSH service 
is restarted and all SSH connections are terminated after the modification. SSH users must 
reconnect to the SSH server to access the server. 

If you set the SSH listening port to a well-known port number, the service that uses the well-known 
port number might fail to start. Well-known port numbers are in the range of 1 to 1024. 

To set the SSH listening port: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Set the SSH listening port. ssh server port port-number 
By default, the SSH listening port 
is 22. 

 

Command reference 

ssh server port 

Use ssh server port to set the SSH listening port. 

Use undo ssh server port to restore the default. 

Syntax 

ssh server port port-number 

undo ssh server port 

Default 

The SSH listening port is 22. 

Views 

System view 

Predefined user roles 

network-admin 

Parameters 

port-number: Specifies an SSH listening port number in the range of 1 to 65535. 

Usage guidelines 

If the SSH server has been enabled when you modify the SSH listening port number, the SSH service 
is restarted and all SSH connections are terminated after the modification. SSH users must 
reconnect to the SSH server to access the server. 
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If you set the SSH listening port to a well-known port number, the service that uses the well-known 
port number might fail to start. Well-known port numbers are in the range of 1 to 1024. 

Examples 

# Set the SSH listening port number to 1025. 

<Sysname> system-view 

[Sysname] ssh server port 1025 
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Release 1121 

This release has the following changes: 

Modified feature: Specifying log hosts 

Modified feature: Specifying log hosts 

Feature change description 

The maximum number of log hosts that can be configured by using the info-center loghost 
command was changed from 4 to 20. 

Command changes 

Modified command: info-center loghost 

Syntax 

info-center loghost { loghost | ipv4-address | ipv6 ipv6-address } [ port port-number ] [ facility 
local-number ] 

Views 

System view 

Change description 

Before modification: The device supports a maximum of four log hosts. 

After modification: The device supports a maximum of 20 log hosts. 

 

  



11 

Release 1120P10 

This release has the following changes: 

New feature: 802.1X critical voice VLAN 

New feature: MAC authentication critical voice VLAN 

New feature: Periodic MAC reauthentication 

New feature: Enabling SNMP notifications for port security 

Modified feature: CDP compatibility for LLDP 

Modified feature: Configuring a test profile for RADIUS server status detection 

Modified feature: NTP support for ACL 

Modified feature: Storm control for known unicast packets 

New feature: 802.1X critical voice VLAN 

Enabling 802.1X critical voice VLAN 

The 802.1X critical voice VLAN on a port accommodates 802.1X voice users who have failed 
authentication because none of the RADIUS servers in their ISP domain are reachable. 

The critical voice VLAN feature takes effect when 802.1X authentication is performed only through 
RADIUS servers. 

With the 802.1X critical voice VLAN enabled, the access device handles VLANs on an 802.1X-
enabled port as follows: 
 

Authentication status VLAN manipulation 

A voice user that has not been assigned to any VLAN fails 
802.1X authentication because all the RADIUS servers are 
unreachable. 

The device assigns the port to the 802.1X 
critical voice VLAN. 

A voice user in the 802.1X Auth-Fail VLAN fails authentication 
because all the RADIUS servers are unreachable. 

The port is still in the 802.1X Auth-Fail 
VLAN. 

A voice user in the 802.1X guest VLAN fails authentication 
because all the RADIUS servers are unreachable. 

The device removes the port from the 
802.1X guest VLAN and assigns the port 
to the 802.1X critical voice VLAN. 

 

When a reachable RADIUS server is detected, the device performs the following operations: 

 If MAC-based access control is used, the device removes 802.1X voice users from the critical 
voice VLAN. The port sends a unicast EAP-Request/Identity packet to each 802.1X voice 
user that was assigned to the critical voice VLAN to trigger authentication. 

 If port-based access control is used, the device removes the port from the critical voice VLAN. 
The port sends a multicast EAP-Request/Identity packet to all 802.1X voice users on the port 
to trigger authentication. 

Configuration prerequisites 

Before you enable the 802.1X critical voice VLAN on a port, complete the following tasks: 

 Enable LLDP both globally and on the port. 
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The device uses LLDP to identify voice users. For information about LLDP, see Layer 2—LAN 
Switching Configuration Guide. 

 Enable voice VLAN on the port. 

Configuration procedure 

To enable the 802.1X critical voice VLAN feature on a port: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter Ethernet interface 
view. 

interface interface-type interface-
number 

N/A 

3. Enable the 802.1X critical 
voice VLAN feature on a 
port. 

dot1x critical-voice-vlan 
By default, the 802.1X critical 
voice VLAN feature is disabled on 
the port. 

 

Command reference 

dot1x critical-voice-vlan 

Use dot1x critical-voice-vlan to enable the 802.1X critical voice VLAN on a port. 

Use undo dot1x critical-voice-vlan to restore the default. 

Syntax 

dot1x critical-voice-vlan  

undo dot1x critical-voice-vlan 

Default 

The 802.1X critical voice VLAN is disabled on a port. 

Views 

Ethernet interface view 

Predefined user roles 

network-admin 

Usage guidelines 

The 802.1X critical voice VLAN on a port accommodates 802.1X voice users who have failed 
authentication because none of the RADIUS servers in their ISP domain are reachable. 

Before you enable the 802.1X critical voice VLAN on the port, make sure the following requirements 
are met: 

 The port is configured with the voice VLAN. 

To configure a voice VLAN on a port, use the voice-vlan enable command (see Layer 2—
LAN Switching Command Reference). 

 LLDP is enabled both globally and on the port.  

The device uses LLDP to identify voice users. For information about LLDP commands, see 
Layer 2—LAN Switching Command Reference. 

Examples 

# Enable the 802.1X critical voice VLAN on GigabitEthernet 1/0/1. 
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<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] dot1x critical-voice-vlan 

Related commands 

 display dot1x 

 lldp enable (Layer 2—LAN Switching Command Reference) 

 lldp global enable (Layer 2—LAN Switching Command Reference) 

 voice-vlan enable (Layer 2—LAN Switching Command Reference) 

New feature: MAC authentication critical voice VLAN 

Enabling MAC authentication critical voice VLAN 

The MAC authentication critical voice VLAN on a port accommodates MAC authentication voice 
users who have failed authentication because none of the RADIUS servers in their ISP domain are 
reachable. 

Configuration prerequisites 

Before you enable the MAC authentication critical voice VLAN on a port, complete the following 
tasks: 

 Enable LLDP both globally and on the port. 

The device uses LLDP to identify voice users. For information about LLDP, see Layer 2—LAN 
Switching Configuration Guide. 

 Enable voice VLAN on the port. 

Configuration procedure 

To enable the MAC authentication critical voice VLAN feature on a port: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter Ethernet interface 
view. 

interface interface-type interface-
number 

N/A 

3. Enable the MAC 
authentication critical 
voice VLAN feature on a 
port. 

mac-authentication critical-
voice-vlan 

By default, the MAC 
authentication critical voice VLAN 
feature is disabled on the port. 

 

Command reference 

mac-authentication critical-voice-vlan 

Use mac-authentication critical-voice-vlan to enable the MAC authentication critical voice VLAN 
on a port. 

Use undo mac-authentication critical-voice-vlan to restore the default. 
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Syntax 

mac-authentication critical-voice-vlan 

undo mac-authentication critical-voice-vlan 

Default 

The MAC authentication critical voice VLAN is disabled on a port. 

Views 

Layer 2 Ethernet interface view 

Predefined user roles 

network-admin 

Usage guidelines 

The MAC authentication critical voice VLAN on a port accommodates MAC authentication voice 
users who have failed authentication because none of the RADIUS servers in their ISP domain are 
reachable. 

Before you enable the MAC authentication critical voice VLAN on the port, make sure the following 
requirements are met: 

 The port is configured with the voice VLAN. 

To configure a voice VLAN on a port, use the voice-vlan enable command (see Layer 2—
LAN Switching Command Reference). 

 LLDP is enabled both globally and on the port.  

The device uses LLDP to identify voice users. For information about LLDP commands, see 
Layer 2—LAN Switching Command Reference. 

Examples 

# Enable the MAC authentication critical voice VLAN on GigabitEthernet 1/0/1. 

<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] mac-authentication critical-voice-vlan 

Related commands 

 display mac-authentication 

 lldp enable (Layer 2—LAN Switching Command Reference) 

 lldp global enable (Layer 2—LAN Switching Command Reference) 

 voice-vlan enable (Layer 2—LAN Switching Command Reference) 

reset mac-authentication critical-voice-vlan 

Use reset mac-authentication critical-voice-vlan to remove MAC authentication users from the 
MAC authentication critical voice VLAN on a port. 

Syntax 

reset mac-authentication critical-voice-vlan interface interface-type interface-number [ mac-
address mac-address ] 

Views 

User view 

Predefined user roles 

network-admin 
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Parameters 

interface interface-type interface-number: Specifies a port by its type and number. 

mac-address mac-address: Specifies a user by its MAC address. If you do not specify this option, 
the command removes all users from the MAC authentication critical voice VLAN on the port. 

Examples 

# Remove the user with MAC address 1-1-1 from the MAC authentication critical voice VLAN on 

GigabitEthernet 1/0/1. 

<Sysname> reset mac-authentication critical-voice-vlan interface gigabitethernet 

1/0/1 mac-address 1-1-1 

Related commands 

 display mac-authentication 

 mac-authentication critical-voice-vlan 

New feature: Periodic MAC reauthentication 

Periodic MAC reauthentication tracks the connection status of online users, and updates the 
authorization attributes assigned by the RADIUS server. The attributes include the ACL and VLAN. 

The device reauthenticates an online MAC authentication user periodically only after it receives the 
termination action Radius-request from the authentication server for this user. The Session-Timeout 
attribute (session timeout period) assigned by the server is the reauthentication interval. To display 
the server-assigned Session-Timeout and Termination-Action attributes, use the display mac-
authentication connection command. Support for the server configuration and assignment of 
Session-Timeout and Termination-Action attributes depends on the server model.. 

New feature: Enabling SNMP notifications for port 
security 

Enabling SNMP notifications for port security  

This feature allows port security to generate SNMP notifications to report important events. The 
generated notifications are delivered to the SNMP module. The SNMP module determines the 
notification output attributes based on the SNMP settings. For more information about SNMP 
notifications, see Network Management and Monitoring Configuration Guide. 

This feature takes effect only when the intrusion protection feature is configured by using the port-
security intrusion-mode command. 

To enable SNMP notifications for port security: 
 

Step Command Remarks 

1. Enter system 
view. 

system-view N/A 

2. Enable SNMP 
notifications for 
port security. 

snmp-agent trap enable port-security [ address-
learned | dot1x-failure | dot1x-logoff | dot1x-
logon | intrusion | mac-auth-failure | mac-auth-
logoff | mac-auth-logon ] * 

By default, SNMP 
notifications are disabled 
for port security. 
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Command reference 

snmp-agent trap enable port-security 

Use snmp-agent trap enable port-security to enable SNMP notifications for port security. 

Use undo snmp-agent trap enable port-security to disable SNMP notifications for port security. 

Syntax 

snmp-agent trap enable port-security [ address-learned | dot1x-failure | dot1x-logoff | dot1x-
logon | intrusion | mac-auth-failure | mac-auth-logoff | mac-auth-logon ] * 

undo snmp-agent trap enable port-security [ address-learned | dot1x-failure | dot1x-logoff | 
dot1x-logon | intrusion | mac-auth-failure | mac-auth-logoff | mac-auth-logon ] * 

Default 

Port security SNMP notifications are disabled. 

Views 

System view 

Predefined user roles 

network-admin 

network-operator  

Parameters 

address-learned: Sends an SNMP notification when a new MAC address is learned. 

dot1x-failure: Sends an SNMP notification when a user fails 802.1X authentication. 

dot1x-logoff: Sends an SNMP notification when an 802.1X user is logged off. 

dot1x-logon: Sends an SNMP notification when a user passes 802.1X authentication. 

intrusion: Sends an SNMP notification when an illegal frame is detected. 

mac-auth-failure: Sends an SNMP notification when a user fails MAC authentication. 

mac-auth-logoff: Sends an SNMP notification when a MAC authentication user is logged off. 

mac-auth-logon: Sends an SNMP notification when a uses passes MAC authentication. 

Usage guidelines 

If you do not specify any keywords, this command controls the enabling status of all SNMP 
notifications for port security. 

This feature takes effect only when the intrusion protection feature is configured by using the port-
security intrusion-mode command. 

This command allows the port security module to generate SNMP notifications to report important 
events. The generated notifications are delivered to the SNMP module. The SNMP module 
determines the notification output attributes based on the SNMP settings. For more information about 
SNMP notifications, see Network Management and Monitoring Configuration Guide. 

Examples 

# Enable the device to send SNMP notifications when new MAC addresses are learned. 

<Sysname> system-view 

[Sysname] snmp-agent trap enable port-security address-learned 

Related commands  

 display port-security 
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 port-security enable 

Modified feature: CDP compatibility for LLDP 

Feature change description 

A PC can connect to the network through a Cisco IP phone that is directly connected to an LLDP-
enabled device. When the IP phone port where the PC is attached is faulty, the IP phone will send a 
CDP packet to the device so the device can log out the connected PC user. 

Command changes 

None 

Modified feature: Configuring a test profile for RADIUS 
server status detection 

Feature change description 

In this release, you can specify a password for the specified username in the test profile used for 
RADIUS server status detection. Detection packets will carry the specified password instead of 
randomly generated user passwords, and the RADIUS server will not regard these detection packets 
as attack packets. 

Command changes 

Modified command: radius-server test-profile 

Old syntax 

radius-server test-profile profile-name username name [ interval interval ] 

undo radius-server test-profile profile-name 

New syntax 

radius-server test-profile profile-name username name [ password { cipher | simple } string ] 
[ interval interval ] 

undo radius-server test-profile profile-name 

Views 

System view 

Change description 

Before modification: You cannot specify a password for the specified username in detection packets. 
Detection packets carry randomly generated user passwords. 

After modification: You can specify a password for the specified username in detection packets by 
using the password { cipher | simple } string option. 

password: Specifies the password in detection packets. If you do not specify a password, detection 
packets carry randomly generated user passwords, and the RADIUS server regards such detection 
packets as attack packets. As a best practice, specify the password in detection packets. 

cipher: Specifies a password in encrypted form. 
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simple: Specifies a password in plaintext form. For security purposes, the password specified in 
plaintext form will be stored in encrypted form. 

string: Specifies the password string. The encrypted form of the password is a string of 1 to 117 
characters. The plaintext form of the password is a string of 1 to 63 characters. 

Modified feature: NTP support for ACL 

Feature change description 

Before modification: 

 You must specify an ACL when you remove the access rights of the peer device to the NTP 
services on the local device. 

 You cannot use an ACL to specify the peer device that can use the authentication ID. 

After modification: 

 You can choose to specify or to not specify an ACL when you remove the access rights of the 
peer device to the NTP services on the local device. 

 You can use an ACL to specify the peer device that can use the authentication ID. 

Command changes 

Modified command: undo ntp-service acl 

Old syntax 

undo ntp-service { peer | query | server | synchronization } acl ipv4-acl-number 

New syntax 

undo ntp-service { peer | query | server | synchronization } [ acl ipv4-acl-number ] 

Views 

System view 

Change description 

Before modification: The acl ipv4-acl-number option is required. 

After modification: The acl ipv4-acl-number option is optional. 

Modified command: undo ntp-service ipv6 acl 

Old syntax 

undo ntp-service ipv6 { peer | query | server | synchronization } acl ipv6-acl-number 

New syntax 

undo ntp-service ipv6 { peer | query | server | synchronization } [ acl ipv6-acl-number ] 

Views 

Any view 

Change description 

Before modification: The acl ipv6-acl-number option is required. 

After modification: The acl ipv6-acl-number option is optional. 
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Modified command: ntp-service authentication-keyid 

Old syntax 

ntp-service authentication-keyid keyid authentication-mode { hmac-sha-1 | hmac-sha-256 | 
hmac-sha-384 | hmac-sha-512 | md5 } { cipher | simple } string 

New syntax 

ntp-service authentication-keyid keyid authentication-mode { hmac-sha-1 | hmac-sha-256 | 
hmac-sha-384 | hmac-sha-512 | md5 } { cipher | simple } string [ acl ipv4-acl-number | ipv6 acl 
ipv6-acl-number ] * 

Views 

Any view 

Change description 

The acl ipv4-acl-number and ipv6 acl ipv6-acl-number options were added to the command. 

acl ipv4-acl-number: Specifies an IPv4 basic ACL by its number in the range of 2000 to 2999. Only 
the devices permitted by the ACL can use the authentication ID for authentication. 

ipv6 acl ipv6-acl-number: Specifies an IPv6 basic ACL by its number in the range of 2000 to 2999. 
Only the devices permitted by the ACL can use the authentication ID for authentication. 

Modified command: sntp authentication-keyid 

Old syntax 

sntp authentication-keyid keyid authentication-mode { hmac-sha-1 | hmac-sha-256 | hmac-
sha-384 | hmac-sha-512 | md5 } { cipher | simple } string 

New syntax 

sntp authentication-keyid keyid authentication-mode { hmac-sha-1 | hmac-sha-256 | hmac-
sha-384 | hmac-sha-512 | md5 } { cipher | simple } string [ acl ipv4-acl-number | ipv6 acl ipv6-
acl-number ] * 

Views 

Any view 

Change description 

The acl ipv4-acl-number and ipv6 acl ipv6-acl-number options were added to the command. 

acl ipv4-acl-number: Specifies an IPv4 basic ACL by its number in the range of 2000 to 2999. Only 
the devices permitted by the ACL can use the authentication ID for authentication. 

ipv6 acl ipv6-acl-number: Specifies an IPv6 basic ACL by its number in the range of 2000 to 2999. 
Only the devices permitted by the ACL can use the authentication ID for authentication. 

Modified feature: Storm control for known unicast 
packets 

Feature change description 

In this release and later, storm control for known unicast packets is supported.  
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Command changes 

Modified command: display storm-constrain 

Old syntax 

display storm-constrain [ broadcast | multicast | unicast ] [ interface interface-type interface-
number ] 

New syntax 

display storm-constrain [ broadcast | known-unicast | multicast | unicast ] [ interface interface-
type interface-number ] 

Views 

Any view 

Change description 

The known-unicast keyword was added to this command. When the known-unicast keyword is 
specified, this command displays information about storm control for known unicast packets.  

Modified command: storm-constrain 

Old syntax 

storm-constrain { broadcast | multicast | unicast } { pps | kbps | ratio } upperlimit lowerlimit 

New syntax 

storm-constrain { broadcast | known-unicast | multicast | unicast } { pps | kbps | ratio } 
upperlimit lowerlimit 

Views 

Layer 2 Ethernet interface view 

Change description 

The known-unicast keyword was added to this command. When the known-unicast keyword is 
specified, this command configures storm control for known unicast packets.  
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Release 1120P07 

This release has the following changes: 

Modified feature: NTP authentication 

Modified feature: Display Mac address entries 

Modified feature: NTP authentication 

Feature change description 

Before modification: Only the MD5 algorithm is supported. 

After modification: The HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, and HMAC-SHA-512 
algorithms are supported. 

Command changes 

Modified command: ntp-service authentication-keyid 

Old syntax 

ntp-service authentication-keyid keyid authentication-mode md5 { cipher | simple } string 

New syntax 

ntp-service authentication-keyid keyid authentication-mode { hmac-sha-1 | hmac-sha256 | 
hmac-sha-384 | hmac-sha-512 | md5 } { cipher | simple } string 

Views 

System view 

Parameters 

hmac-sha-1: Specifies the HMAC-SHA-1 algorithm. 

hmac-sha-256: Specifies the HMAC-SHA-256 algorithm. 

hmac-sha-384: Specifies the HMAC-SHA-384 algorithm. 

hmac-sha-512: Specifies the HMAC-SHA-512 algorithm. 

Change description 

The hmac-sha-1, hmac-sha-256, hmac-sha-384, and hmac-sha-512 keywords were added. 

Modified command: sntp authentication-keyid 

Old syntax 

sntp authentication-keyid keyid authentication-mode md5 { cipher | simple } string 

New syntax 

sntp authentication-keyid keyid authentication-mode { hmac-sha-1 | hmac-sha256 | hmac-sha-
384 | hmac-sha-512 | md5 } { cipher | simple } string 

Views 

System view 
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Parameters 

hmac-sha-1: Specifies the HMAC-SHA-1 algorithm. 

hmac-sha-256: Specifies the HMAC-SHA-256 algorithm. 

hmac-sha-384: Specifies the HMAC-SHA-384 algorithm. 

hmac-sha-512: Specifies the HMAC-SHA-512 algorithm. 

Change description 

The hmac-sha-1, hmac-sha-256, hmac-sha-384, and hmac-sha-512 keywords were added. 

Modified feature: Display Mac address entries 

Feature change description 

Secure MAC address entries were added to the output from the display mac-address command. 

Command changes 

Modified command: port-security max-mac-count 

Syntax 

display mac-address [ mac-address [ vlan vlan-id ] | [ [ dynamic | static ] [ interface interface-type 
interface-number ] | blackhole | multiport ] [ vlan vlan-id ] [ count ] ] 

Views 

Any view 

Change description 

Secure MAC address entries were added to the command output. 
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Release 1120 

This release has the following changes: 

 New feature: Specifying ITU channel numbers for transceiver modules 

 New feature: ISSU 

 New feature: Configuring the DHCP smart relay feature 

 New feature: RADIUS server status detection 

 New feature: RADIUS server load sharing 

 New feature: Sending EAP-Success packets to 802.1X users in critical VLAN 

 New feature: Setting port security's limit on the number of secure MAC addresses for specific 
VLANs 

 New feature:ND Snooping 

 New feature: ND attack detection 

 New feature: RA guard 

 Modified feature: Specifying RADIUS servers 

 Modified feature: Maximum number of secure MAC addresses on a port for port security 

New feature: Specifying ITU channel numbers for 
transceiver modules 

This feature is supported on interfaces installed with HPE X130 10G SFP+ LC LH80 tunable 
Transceiver (JL250A) module. 

Specifying ITU channel numbers for transceiver modules 

ITU defines a set of optical signal specifications by frequency and wavelength. These specifications 
are identified by channel numbers. In scenarios where Denseness Wavelength Division Multiplexing 
(DWDM) is used, you must specify ITU channel numbers for transceiver modules. 

To specify an ITU channel number for a transceiver module: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter Ethernet interface 
view. 

interface interface-type interface-number N/A 

3. Specify an ITU channel 
number for the 
transceiver module. 

itu-channel channel-number 
By default, the ITU 
channel number is 1 for 
a transceiver module. 

4. Display ITU channel 
information for transceiver 
modules. 

display transceiver itu-channel interface 
[ interface-type interface-number 
[ supported-channel ] ] 

This command is 
available in any view. 
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Command changes 

New command: itu-channel 

Use itu-channel to specify an ITU channel number for a transceiver module. 

Use undo itu-channel to restore the default. 

Syntax 

itu-channel channel-number 

undo itu-channel 

Default 

The ITU channel number is 1 for a transceiver module. 

Views 

Ethernet interface view 

Predefined user roles 

network-admin 

Parameters 

channel-number: Specifies the ITU channel number for the transceiver module. 

Usage guidelines 

The device saves the ITU channel number to an internal register on the transceiver module. It does 
not save the number to a configuration file. 

Examples 

# Set the ITU channel number to 2 for the transceiver module in Ten-GigabitEthernet 1/0/49. 

<Sysname> system-view 

[Sysname] interface ten-gigabitethernet 1/0/49 

[Sysname-Ten-GigabitEthernet1/0/49] itu-channel 2 

Changing the channel number causes the service to be down for a while. Continue? 

[Y/N]:Y 

New command: display transceiver itu-channel interface 

Use display transceiver itu-channel interface to display ITU channel information for transceiver 
modules. 

Syntax 

display transceiver itu-channel interface [ interface-type interface-number [ supported-
channel ] ] 

Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Parameters 

interface-type interface-number: Specifies an interface by its type and number. If you do not specify 
this option, the command displays the current ITU channel information for all transceiver modules. 
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supported-channel: Displays the supported ITU channel numbers and the ITU channel information. 
If you do not specify this option, the command displays the current ITU channel information. 

Examples 

# Display current ITU channel information for the transceiver module in Ten-GigabitEthernet 1/0/49. 

<Sysname> display transceiver itu-channel interface ten-gigabitethernet 1/0/49 

Interface                           Channel        WaveLength(nm)  Frequency(THz) 

XGE1/0/49                            1              1566.72         191.35 

# Display the supported ITU channel numbers and the ITU channel information for the transceiver 
module in Ten-GigabitEthernet 1/0/49. 

<Sysname> display transceiver itu-channel interface ten-gigabitethernet 1/0/49 

supported-channel 

ITU channel settings supported on Ten-GigabitEthernet1/0/49 :                    

Channel    WaveLength(nm)    Frequency(THz)                                      

1          1566.72           191.35                                              

2          1566.31           191.40                                              

3          1565.90           191.45                                              

4          1565.50           191.50                                              

5          1565.09           191.55                                              

6          1564.68           191.60                                              

7          1564.27           191.65                                              

8          1563.86           191.70   

... 

Table 1 Command output 

Field Description 

Interface Type and number of the Interface in which the transceiver module is installed. 

Channel ITU channel number. 

WaveLength(nm) Wavelength for the channel, in nm. The value is accurate to 0.01 nm. 

Frequency(THz) Frequency for the channel, in THz. The value is accurate to 0.01 THz. 

- 

This value is displayed if there is not ITU channel information to display for 
the Channel, WaveLength(nm), and Frequency(THz) fields. The reasons 
include: 

 No transceiver module is installed in the interface. 

 The transceiver module installed in the interface does not support ITU 
channel configuration. 

 The command failed to obtain the ITU channel information. 

 The device does not support the ITU channel number stored on the 
transceiver module. 

 

Modified command: display transceiver diagnosis 

Syntax 

display transceiver diagnosis interface [ interface-type interface-number ] 

Views 

Any view 
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Change description 

Before modification: This command does not display the Wave.er(nm) and Freq.er(GHz) fields. 

After modification: When HPE X130 10G SFP+ LC LH80 tunable Transceiver (JL250A) module is 
installed, this command displays the Wave.er(nm) and Freq.er(GHz) fields. 

 Wave.er(nm)—Displays the wavelength error in nm. The value is accurate to 0.001 nm. 

 Freq.er(GHz)—Displays the frequency error in GHz. The value is accurate to 0.1 GHz. 

Modified command: display transceiver alarm 

Syntax 

display transceiver alarm interface [ interface-type interface-number ] 

Views 

Any view 

Change description 

Before modification: This command does not display the alarms listed in Table 2. 

After modification: When HPE X130 10G SFP+ LC LH80 tunable Transceiver (JL250A) module is 
installed, this command might display the alarms listed in Table 2. 

Table 2 Possible alarms when Tunable SFP+ 10G transceiver modules are installed 

Alarm Description 

TEC fault Thermoelectric cooler error. 

Wavelength unlocked The wavelength of the optical signal was unlocked. 

Tx is not ready due to tunning The transmitter is preparing for transmission after a wavelength change. 
 

New feature: ISSU 

Overview 

The In-Service Software Upgrade (ISSU) feature upgrades software with a minimum amount of 
downtime. 

ISSU is implemented on the basis of the following design advantages: 

 Separation of service features from basic functions—Device software is segmented into 
boot, system, and feature images. The images can be upgraded individually. 

 Independence between service features—Features run independently. One feature can be 
added or upgraded without affecting the operation of the system or other features. 

 Support for hotfix—Patch images are available to fix system bugs without a system reboot. 

 Hardware redundancy—In an IRF fabric, one member device can be upgraded while other 
member devices are providing services. 

For more information about images, see "Upgrading software." 

ISSU methods 

ISSU supports the following upgrade types: 

 Compatible upgrade—The running software version is compatible with the upgrade software 
version. This upgrade type supports the ISSU methods in Table 3. 
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 Incompatible upgrade—The running software version is incompatible with the upgrade 
software version. The two versions cannot run concurrently. 

This upgrade type supports only one upgrade method (also called incompatible upgrade). 
This method requires a cold reboot. It is service disruptive if hardware redundancy is not 
available. 

Table 3 ISSU methods for compatible upgrade 

ISSU method Description 

Incremental upgrade: 

 Service Upgrade 

 File Upgrade 

Upgrades only segments that contain differences between the new and old 
software versions. 

 Service upgrade—Upgrades service features. The upgrade does not 
affect the operation of features that are not being upgraded. 

 File upgrade—Upgrades hidden system program files. The system can 
provide services during the upgrade. 

Reboot 

 CAUTION: 

The Reboot method is service disruptive if the device stands alone. Hewlett 
Packard Enterprise recommends that you schedule the downtime carefully to 
minimize the upgrade impact on the services. 

This method reboots both the control and data planes to complete the software 
upgrade. 

 

ISSU commands 

ISSU provides the install and issu command sets. After you identify the ISSU method, use Table 4 
to choose the command set you want to use. 

Table 4 Command set comparison 

Item issu commands install commands 

Upgrade types 
 Compatible. 

 Incompatible. 
Compatible. 

Patch install/uninstall Not supported. Supported. 

Upgrade mode Chassis by chassis. Chassis by chassis. 

Impact on the system Large. Small. 

Technical skill 
requirements 

Low. 

Hewlett Packard Enterprise 
recommends that you use this 
command set. 

High. 

Administrators must have extensive 
system knowledge and understand the 
impact of each upgrade task on the 
network. 

 

Preparing for ISSU 

To perform a successful ISSU, make sure all the preparation requirements are met. 

Identifying availability of ISSU and licensing requirements 

Read the software release notes to identify support of the device for ISSU between the current 
software version and the new software version. 
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Verifying the device operating status 

Use the display device command to verify that all member devices are operating correctly. 

Preparing the upgrade images 

1. Use the dir command to verify that sufficient storage space is available for the upgrade 
images. If the storage space is not sufficient, delete unused files by using the delete 
/unreserved file-url command. If the files to be deleted will be used, back up the files before 
deleting them. You will be unable to restore a deleted file if the /unreserved keyword is used. 
For more information, see "Managing the file system." 

2. Use FTP or TFTP to transfer upgrade image files to the root directory of any storage medium 
in the IRF fabric. 

Identifying the ISSU method 

1. Execute the display version comp-matrix file command for the upgrade image version. 

2. Check the Version compatibility list field. 

 If the running software version is in the list, a compatible upgrade is required. 

 If the running software version is not in the list, an incompatible upgrade is required. 

3. Identify the ISSU method: 

 If a compatible upgrade is required, check the Upgrade Way field to identify the ISSU 
method. For more information about ISSU methods, see Table 3. 

 If an incompatible upgrade is required, check the end of command output for the 
Incompatible upgrade string. 

Verifying feature status 

For service continuity during ISSU, configure the following feature settings: 
 

Feature Setting requirements 

GR/NSR 
Enable GR or NSR for protocols including LDP, RSVP, OSPF, ISIS, BGP, 
and FSPF. 

BFD 
Disable BFD for protocols including LDP, RSVP, OSPF, ISIS, RIP, BGP, 
VRRP, and NQA. 

Ethernet link aggregation 
Use the long LACP timeout interval (the lacp period short command is not 
configured) on all member ports in dynamic aggregation groups. 

IRF 

Configure IRF bridge MAC persistence as follows: 

 Compatible upgrade—Configure the irf mac-address persistent 
timer or irf mac-address persistent always command.  

 Incompatible upgrade—Configure the irf mac-address persistent 
always command if the bridge MAC address is the MAC address of the 
device for which you want to execute the issu load command. 

 

Determining the upgrade procedure 

1. Use Table 4 to choose an upgrade command set, depending on the ISSU method. 

2. Identify the hardware redundancy condition. 

ISSU can maintain service continuity only when the IRF fabric has multiple members and 
uses the ring topology. 
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 IMPORTANT: 

If hardware redundancy is not available, service discontinuity is not avoidable. Make sure you 
understand the impact of the upgrade on the network. 

 

3. Choose the correct procedure from the procedures described in "Performing an ISSU by 
using issu commands" or "Performing an ISSU by using install commands." 

Understanding ISSU guidelines 

During an ISSU, use the following guidelines: 

 In a multiuser environment, make sure no other administrators access the device while you 
are performing the ISSU. 

 Do not perform any of the following tasks during an ISSU: 

 Reboot member devices. 

 Execute commands that are not related to the ISSU. 

 Modify, delete, or rename image files.  

 You cannot use both install and issu commands for an ISSU. However, you can use display 
issu commands with both command sets. 

After an ISSU, you must log in to the device again before you can configure the device. 

Logging in to the device through the console port 

Log in to the device through the console port after you finish all the preparation tasks and read all 
the ISSU guidelines. If you use Telnet or SSH, you might be disconnected from the device before 
the ISSU is completed. 

Saving the running configuration 

Use the save command to save the running configuration. 

Performing an ISSU by using issu commands 

The ISSU procedure varies depending on whether the IRF fabric has a single or multiple members. 

Upgrading a multichassis IRF fabric 

On a multichassis IRF fabric, always start ISSU with a subordinate member. 

Performing a compatible upgrade 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. (Optional.) Set the 
automatic rollback 
timer. 

issu rollback-timer minutes 

By default, the automatic rollback timer 
is set to 45 minutes. 

This timer starts when you execute the 
issu run switchover command. If you 
do not execute the issu accept or issu 
commit command before this timer 
expires, the system automatically rolls 
back to the original software images. 
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Step Command Remarks 

3. Return to user 
view. 

quit N/A 

4. Load the upgrade 
images as main 
startup software 
images on 
subordinate 
members. 

 Use .bin files:  
issu load file { boot filename | 
system filename | feature 
filename&<1-30> } * slot slot-
number 

 Use an .ipe file:  
issu load file ipe ipe-filename 
slot slot-number&<1-9> 

Specify the member ID of a 
subordinate member for the slot-
number argument. 

5. Perform a 
master/subordinate 
switchover. 

issu run switchover N/A 

6. (Optional.) Accept 
the upgrade and 
delete the 
automatic rollback 
timer. 

issu accept N/A 

7. Upgrade the 
remaining 
members to 
complete the 
ISSU. 

issu commit chassis chassis-
number 

 IMPORTANT: 

After executing the command for one 
member, you must wait for the member 
to restart and join the IRF fabric before 
you execute the command for another 
member. 

Repeat the issu commit command to 

upgrade the remaining members one 
by one, including the original master.  

To manually roll back to the original 
software images during this ISSU 
process, use the issu rollback 
command. 

For more information about rollback, 
see Fundamentals Command 
Reference. 

 

Performing an incompatible upgrade 

Perform this task in user view. 
 

Step Command Remarks 

1. Load the upgrade 
images as main 
startup software 
images on 
subordinate 
members. 

 Use .bin files:  
issu load file { boot filename | 
system filename | feature 
filename&<1-30> } * slot slot-
number&<1-9> 

 Use an .ipe file:  
issu load file ipe ipe-filename 
slot slot-number&<1-9> 

Specify the member ID of a 
subordinate member for the slot-
number argument.  

In a ring-topology IRF fabric, Hewlett 
Packard Enterprise recommends that 
you specify half of the subordinate 
members for this command to reduce 
service interruption. Make sure the 
specified subordinate members are 
physically connected. 
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Step Command Remarks 

2. Perform a 
master/subordinate 
switchover to 
complete the ISSU 
process. 

issu run switchover 

To roll back to the original software 
images during this ISSU process, use 
the issu rollback command.  

This ISSU process does not support 
automatic rollback. 

For more information about rollback, 
see Fundamentals Command 
Reference. 

3. Verify that the 
ISSU is finished. 

display issu state 
If the ISSU state field displays Init, 
the ISSU is finished. 

 

Upgrading a single-chassis IRF fabric 

Performing a service upgrade or file upgrade 

Perform this task in user view. 
 

Step Command Remarks 

1. Load the 
upgrade 
images as main 
startup 
software 
images. 

 Use .bin files:  
issu load file { boot filename | 
system filename | feature 
filename&<1-30> } * slot slot-number 

 Use an .ipe file:  
issu load file ipe ipe-filename slot 
slot-number 

Specify the member ID of the device 
for the slot-number argument. 

2. Complete the 
ISSU process. 

issu commit slot slot-number 

Specify the member ID of the device 
for the slot-number argument. 

To roll back to the original software 
images during this ISSU process, use 
the issu rollback command.  

This ISSU process does not support 
automatic rollback. 

For more information about rollback, 
see Fundamentals Command 
Reference. 

3. Verify that the 
ISSU is 
finished. 

display issu state 
If the ISSU state field displays Init, 
the ISSU is finished. 

 

Performing a reboot/incompatible upgrade 

Step Command Remarks 

1. Load the upgrade 
images as main 
startup software 
images. 

 Use .bin files:  
issu load file { boot filename | 
system filename | feature 
filename&<1-30> } * slot slot-
number 

 Use an .ipe file:  
issu load file ipe ipe-filename 
slot slot-number 

Specify the member ID of the device 
for the slot-number argument. 

2. Verify that the ISSU is 
finished. 

display issu state 
If the ISSU state field displays Init, 
the ISSU is finished. 
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Performing an ISSU by using install commands 

ISSU task list 

Tasks at a glance Remarks 

(Optional.) Decompressing an .ipe file 

To use install commands for upgrade, you must 
use .bin image files. If the upgrade file is an .ipe file, 
perform this task before you use install commands 
for upgrade. 

(Required.) Perform one of the following tasks to 
update software: 

 Installing or upgrading software images 

 Installing or upgrading images except for 
patches 

 Installing patch images 

 Uninstalling feature or patch images 

 Uninstalling feature images 

 Uninstalling patch images 

Perform an activate operation to install new images 
or upgrade existing images. 

Perform an inactivate operation to uninstall feature 
or patch images. 

An image is added to or removed from the current 
software image list when it is activated or 
deactivated. 

(Optional.) Rolling back the running software 
images 

Perform this task to roll back running software image 
status after activate or deactivate operations. 

A commit operation deletes all rollback points. You 
can perform this task only before software changes 
are committed. 

(Optional.) Aborting a software activate/deactivate 
operation 

You can perform this task while an image is being 
activated or deactivated. 

This task is available only for service upgrade or file 
upgrade. 

(Optional.) Committing software changes 

This task updates the main startup image list with 
the changes. 

If service upgrade or file upgrade is performed, you 
must perform this task for the changes to take effect 
after a reboot. 

(Optional.) Verifying software images 
Perform this task to verify that the software changes 
are correct. 

(Optional.) Removing inactive software images Perform this task to delete images  
 

Decompressing an .ipe file 

Perform this task in user view. 
 

Step Command 

1. (Optional.) Identify images that are 
included in the .ipe file. 

display install ipe-info 

2. Decompress the .ipe file. install add ipe-filename medium-name: 
 

Installing or upgrading software images 

Use one of the following methods to perform this task: 

 Chassis by chassis—Activate all the images on one member device, and then move to the 
next member device. 
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 Image by image—Activate one image on all member devices before activating another 
image. 

When you install an image, you must begin with the master device. 

When you upgrade an image, you must begin with a subordinate device. 

Installing or upgrading images except for patches 

Perform this task in user view. 
 

Step Command 

1. (Optional.) Identify the ISSU method 
and possible impacts of the upgrade. 

install activate { boot filename | system filename | feature 
filename&<1-30> } * slot slot-number test 

2. Activate images. 
install activate { boot filename | system filename | feature 
filename&<1-30> } * slot slot-number 

 

Installing patch images 

Perform this task in user view. 
 

Task Command 

Activate patch images. install activate patch filename { all | slot slot-number } 
 

Uninstalling feature or patch images 

The uninstall operation only removes images from the current software image list. For the change to 
take effect after a reboot, you must perform a commit operation to remove the images from the main 
startup image list. 

Uninstalled images are still stored on the storage medium. To permanently remove the images, 
execute the install remove command. For more information, see "Removing inactive software 
images." 

Boot and system images cannot be uninstalled. 

Uninstalling feature images 

Perform this task in user view. 
 

Task Command 

Deactivate feature images. install deactivate feature filename&<1-30> slot slot-number 
 

Uninstalling patch images 

Perform this task in user view. 
 

Task Command 

Deactivate patch images. install deactivate patch { all | filename slot slot-number } 
 

Rolling back the running software images 

For each service or file upgrade performed through activate or deactivate operation, the system 
creates a rollback point. The rollback points are retained until any of the following events occur: 

 A reboot upgrade is performed. 
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 The install commit command is executed. 

After a reboot upgrade is performed, you can roll back the running software images only to the status 
before any activate or deactivate operations are performed. 

After a commit operation is performed, you cannot perform a rollback. 

For a rollback to take effect after a reboot, you must perform a commit operation to update the main 
startup software image list. 

To roll back the software, execute the following commands in user view: 
 

Step Command Remarks 

1. (Optional.) Display available 
rollback points. 

display install rollback 

A maximum of 50 rollback 
points are available for 
service and file upgrades. 
The earliest rollback point 
is removed if this limit has 
been reached when a 
rollback point is created. 

2. Roll back the software. 
install rollback to { point-id | 
original } 

N/A 

 

Aborting a software activate/deactivate operation 

This task is available only for service upgrade or file upgrade performed through activate or 
deactivate operation. After the operation is aborted, the system runs with the software images that it 
was running with before the operation. 
 

Step Command 

1. Press Ctrl+C while a software image is being activated or 

deactivated. N/A 

2. Abort a software activate/deactivate operation in user view. install abort [ job-id ] 
 

Committing software changes 

If the ISSU method is service upgrade or file upgrade for an activate or deactivate operation, the 
main startup image list does not update with the changes. The software changes are lost at reboot. 
For the changes to take effect after a reboot, you must commit the changes. 

Perform this task in user view. 
 

Task Command Remarks 

Commit the software 
changes. 

install commit This command commits all software changes. 

 

Verifying software images 

Perform this task to verify the following items: 

 Integrity—Verify that the boot, system, and feature images are integral. 

 Consistency—Verify that the same active images are running across the entire system. 

 Software commit status—Verify that the active images are committed as needed. 
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If an image is not integral, consistent, or committed, use the install activate, install deactivate, and 
install commit commands as appropriate to resolve the issue. 

Perform this task in user view. 
 

Task Command 

Verify software images. install verify 
 

Removing inactive software images 

Removing a software image deletes the image file permanently. You cannot use the install rollback 
to command after the operation. 

Perform this task in user view. 
 

Task Command 

Remove inactive software images. install remove [ slot slot-number ] { filename | inactive } 
 

Displaying and maintaining ISSU 

The display issu state command applies only to an ISSU that uses the issu series commands. All 
the other display commands and all reset commands can be used during an ISSU, regardless of 
whether the install or issu commands are used. 

Execute display commands in any view and reset commands in user view. 
 

Task Command 

Display version compatibility information. display version comp-matrix 

Display ISSU status information. display issu state 

Display automatic rollback timer 
information. 

display issu rollback-timer 

Display active software images. display install active [ slot slot-number ] [ verbose ] 

Display inactive software images. display install inactive [ slot slot-number ] [ verbose ] 

Display main startup software images. display install committed [ slot slot-number ] [ verbose ] 

Display backup startup software images. display install backup [ slot slot-number ] [ verbose ] 

Display ongoing ISSU activate, 
deactivate, and rollback operations. 

display install job 

Display ISSU log entries. display install log [ verbose ] 

Display software image file information. display install package { filename | all } [ verbose ] 

Display the software images included in 
an .ipe file. 

display install ipe-info ipe-filename 

Display rollback point information. display install rollback 

Display all software image files that 
include a specific component or file. 

display install which { component name | file filename } 
[ slot slot-number ] 

Clear ISSU log entries. reset install log-history oldest log-number 

Clear ISSU rollback points. reset install rollback oldest point-id 
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Troubleshooting ISSU 

Failure to execute the issu load/issu run switchover/issu commit/install 
activate/install deactivate command 

Symptom 

The following commands cannot be executed: 

 issu commands—issu load, issu run switchover, and issu commit. 

 install commands—install activate and install deactivate. 

Solution 

To resolve this issue: 

1. Use the display device command to verify that all member devices are not in Fault state. 

2. If the problem persists, contact Hewlett Packard Enterprise Support. 

ISSU examples for using issu commands 

Software image upgrade to a compatible version 

Upgrade requirements 

As shown in Figure 1, the IRF fabric has two members. 

Upgrade feature1 from R0201 to R0202. The two versions are compatible.  

Figure 1 Network diagram 

 
 

Upgrade procedure 

# Save the running configuration. 

<Sysname> save 

# Download the image file that contains the feature1 image from the TFTP server. 

<Sysname> tftp 2.2.2.2 get feature1-r0202.bin 

  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current 

                                 Dload  Upload   Total   Spent    Left  Speed 

100   256  100  256     0     0    764      0 --:--:-- --:--:-- --:--:--   810 

# Display active software images. 

<Sysname> display install active 

TFTP server

2.2.2.2/24

Internet

IRF

1.1.1.1/24

Note: The orange line represents an IRF connection. 

Master

(Member_ID=1)

Subordinate

(Member_ID=2)
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Active packages on slot 1: 

  flash:/boot-r0201.bin 

  flash:/system-r0201.bin 

  flash:/feature1-r0201.bin 

Active packages on slot 2: 

  flash:/boot-r0201.bin 

  flash:/system-r0201.bin 

  flash:/feature1-r0201.bin 

# Identify the ISSU method to be used for the upgrade and view the possible impact of the upgrade. 

<Sysname> display version comp-matrix file feature flash:/feature1-r0202.bin  

Feature image: flash:/feature1-r0202.bin  

  Version:  

  V700R001B31D002  

  Version Compatibility List:  

  V700R001B31D001  

  V700R001B31D002  

  Version Dependency System List:  

  V700R001B31D001  

  V700R001B31D002  

                                                 

  Slot                        Upgrade Way  

  1                           Service Upgrade 

  2                           Service Upgrade 

 

Influenced service according to following table on slot 1:  

  flash:/feature1-r0202.bin  

         feature1 

Influenced service according to following table on slot 2:  

  flash:/feature1-r0202.bin 

         feature1 

The output shows that an incremental upgrade is recommended. The feature1 module will be 
rebooted during the upgrade process. 

# Upgrade feature1 on the subordinate member. 

<Sysname> issu load file feature flash:/feature1-r0202.bin slot 2 

This operation will delete the rollback point information for the previous upgrade 

and maybe get unsaved configuration lost. Continue? [Y/N]:y 

Upgrade summary according to following table:  

Copying file flash:/feature1-r0202.bin to slot2#flash:/feature1-r0202.bin......Done. 

flash:/feature1-r0202.bin 

  Running Version             New Version 

  Alpha 0201                  Alpha 0202 

 

  Slot                        Upgrade Way 

  2                           Service Upgrade 

Upgrading software images to compatible versions. Continue? [Y/N]: y 

# Perform a master/subordinate switchover. 

<Sysname> issu run switchover 

Upgrade summary according to following table:  
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flash:/feature1-r0202.bin 

  Running Version             New Version 

  Alpha 0201                  Alpha 0202 

 

  Slot                        Switchover Way 

  1                           Active standby process switchover 

Upgrading software images to compatible versions. Continue? [Y/N]: y 

# Upgrade the feature on the original master. 

<Sysname> issu commit slot 1 

Upgrade summary according to following table:  

 

flash:/feature1-r0202.bin 

  Running Version             New Version 

  Alpha 0201                  Alpha 0202 

 

  Slot                        Upgrade Way 

  1                           Service Upgrade 

Upgrading software images to compatible versions. Continue? [Y/N]: y 

# Verify that both members are running the new image. 

<Sysname> display install active 

Active packages on slot 1: 

  flash:/boot-r0201.bin 

  flash:/system-r0201.bin 

  flash:/feature1-r0202.bin 

Active packages on slot 2: 

  flash:/boot-r0201.bin 

  flash:/system-r0201.bin 

  flash:/feature1-r0202.bin 

Software image upgrade to an incompatible version 

Upgrade requirements 

As shown in Figure 2, the IRF fabric has two members. 

Upgrade feature1 from R0201 to R0202. The two versions are incompatible. 
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Figure 2 Network diagram 

 
 

Upgrade procedure 

# Save the running configuration. 

<Sysname> save 

# Download the image file that contains the R0202 feature1 image from the TFTP server. 

<Sysname> tftp 2.2.2.2 get feature1-r0202.bin 

  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current 

                                 Dload  Upload   Total   Spent    Left  Speed 

100   256  100  256     0     0    764      0 --:--:-- --:--:-- --:--:--   810 

# Display active software images. 

<Sysname> display install active 

Active packages on slot 1: 

  flash:/boot-r0201.bin 

  flash:/system-r0201.bin 

  flash:/feature1-r0201.bin 

Active packages on slot 2: 

  flash:/boot-r0201.bin 

  flash:/system-r0201.bin 

  flash:/feature1-r0201.bin 

# Identify the ISSU method to be used for the upgrade and view the possible impact of the upgrade. 

<Sysname> display version comp-matrix file feature flash:/feature1-r0202.bin  

Feature image: flash:/feature1-r0202.bin  

  Version:  

  V700R001B31D002  

  Version Compatibility List:  

  V700R001B31D002  

  Version Dependency System List:  

  V700R001B31D001  

  V700R001B31D002  

Incompatible upgrade. 

The output shows that the two versions are incompatible. The cards will be rebooted for the upgrade. 

# Upgrade feature1 on the subordinate member. 

<Sysname> issu load file feature flash:/feature1-r0202.bin slot 2 

TFTP server

2.2.2.2/24

Internet

IRF

1.1.1.1/24

Note: The orange line represents an IRF connection. 

Master

(Member_ID=1)

Subordinate

(Member_ID=2)
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This operation will delete the rollback point information for the previous upgrade 

and maybe get unsaved configuration lost. Continue? [Y/N]:y 

Copying file flash:/feature1-r0202.bin to slot2#flash:/feature1-r0202.bin......Done. 

Upgrade summary according to following table:   

 

flash:/feature1-r0202.bin 

  Running Version             New Version 

  Alpha 0201                  Alpha 0202 

 

  Slot                        Upgrade Way 

  2                           Reboot 

Upgrading software images to incompatible versions. Continue? [Y/N]: y 

# Upgrade feature1 on the original master. 

<Sysname> issu run switchover 

Upgrade summary according to following table:  

 

flash:/feature1-r0202.bin 

  Running Version             New Version 

  Alpha 0201                  Alpha 0202 

 

  Slot                        Upgrade Way 

  1                           Reboot 

Upgrading software images to incompatible versions. Continue? [Y/N]: y 

# Verify that both members are running the new image. 

<Sysname> display install active 

Active packages on slot 1: 

  flash:/boot-r0201.bin 

  flash:/system-r0201.bin 

  flash:/feature1-r0202.bin 

Active packages on slot2: 

  flash:/boot-r0201.bin 

  flash:/system-r0201.bin 

  flash:/feature1-r0202.bin 

Software image rollback example 

Rollback requirement 

As shown in Figure 3, the IRF fabric has two members.  

Roll back feature1 from R0202 to R0201 after upgrading it from R0201 to R0202. The two versions 
are compatible. 
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Figure 3 Network diagram 

 
 

Rollback procedure 

# Save the running configuration. 

<Sysname> save 

# Download the image file that contains the R0202 feature1 image from the TFTP server. 

<Sysname> tftp 2.2.2.2 get feature1-r0202.bin 

  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current 

                                 Dload  Upload   Total   Spent    Left  Speed 

100  256k  100  256k    0     0   764k      0 --:--:-- --:--:-- --:--:--  810k 

# Display active software images. 

<Sysname> display install active 

Active packages on slot 1: 

  flash:/boot-r0201.bin 

  flash:/system-r0201.bin 

  flash:/feature1-r0201.bin 

Active packages on slot 2: 

  flash:/boot-r0201.bin 

  flash:/system-r0201.bin 

  flash:/feature1-r0201.bin 

# Identify the ISSU method to be used for the upgrade and view the possible impact of the upgrade. 

<Sysname> display version comp-matrix file feature flash:/feature1-r0202.bin  

Feature image: flash:/feature1-r0202.bin  

  Version:  

  V700R001B31D002  

  Version Compatibility List:  

  V700R001B31D001  

  V700R001B31D002  

  Version Dependency System List:  

  V700R001B31D001  

  V700R001B31D002  

                                                 

  Slot                        Upgrade Way  

  1                           Service Upgrade 

  2                           Service Upgrade 

 

TFTP server

2.2.2.2/24

Internet

IRF

1.1.1.1/24

Note: The orange line represents an IRF connection. 

Master

(Member_ID=1)

Subordinate

(Member_ID=2)
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Influenced service according to following table on slot 1:  

  flash:/feature1-r0202.bin  

         feature1 

Influenced service according to following table on slot 2:  

  flash:/feature1-r0202.bin  

         feature1 

The output shows that an incremental upgrade is recommended, and the feature1 module will be 
rebooted during the upgrade process. 

# Upgrade feature1 on the subordinate member. 

<Sysname> issu load file feature flash:/feature1-r0202.bin slot 2 

This operation will delete the rollback point information for the previous upgrade 

and maybe get unsaved configuration lost. Continue? [Y/N]:y 

Copying file flash:/feature1-r0202.bin to slot2#flash:/feature1-r0202.bin......Done. 

Upgrade summary according to following table:  

 

flash:/feature1-r0202.bin 

  Running Version             New Version 

  Alpha 0201                  Alpha 0202 

 

  Slot                        Upgrade Way 

  2                           Service Upgrade 

Upgrading software images to compatible versions. Continue? [Y/N]: y 

# Perform a master/subordinate switchover. 

<Sysname> issu run switchover 

Upgrade summary according to following table:  

 

flash:/feature1-r0202.bin 

  Running Version             New Version 

  Alpha 0201                  Alpha 0202 

 

  Slot                        Switchover Way 

  1                           Active standby process switchover 

Upgrading software images to compatible versions. Continue? [Y/N]: y 

# Display active software images. 

<Sysname> display install active 

Active packages on slot 1: 

  flash:/boot-r0201.bin 

  flash:/system-r0201.bin 

  flash:/feature1-r0201.bin 

Active packages on slot 2: 

  flash:/boot-r0201.bin 

  flash:/system-r0201.bin 

  flash:/feature1-r0202.bin 

# Roll back feature1 to R0201. 

<Sysname> issu rollback 

This command will quit the ISSU process and roll back to the previous version. 

Continue? [Y/N]:Y 
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# Verify that both members are running the old image. 

<Sysname> display install active 

Active packages on slot 1: 

  flash:/boot-r0201.bin 

  flash:/system-r0201.bin 

  flash:/feature1-r0201.bin 

Active packages on slot 2: 

  flash:/boot-r0201.bin 

  flash:/system-r0201.bin 

  flash:/feature1-r0201.bin 

ISSU examples for using install commands  

Software image upgrade example 

Upgrade requirements 

As shown in Figure 4, the IRF fabric has two members. 

Upgrade feature1 from R0201 to R0202. The two versions are compatible. 

Figure 4 Network diagram 

 
 

Upgrade procedure 

# Save the running configuration. 

<Sysname> save 

# Download the .ipe file that contains the R0202 feature1 image from the TFTP server. 

<Sysname> tftp 2.2.2.2 get feature1-r0202.ipe 

  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current 

                                 Dload  Upload   Total   Spent    Left  Speed 

100  256k  100  256k    0     0   764k      0 --:--:-- --:--:-- --:--:--  810k 

# Decompress the .ipe file. 

<Sysname> install add flash:/feature1-r0202.ipe flash: 

# Display active software images. 

<Sysname> display install active 

Active packages on slot 1: 

  flash:/boot-r0201.bin 

  flash:/system-r0201.bin 

TFTP server

2.2.2.2/24

Internet

IRF

1.1.1.1/24

Note: The orange line represents an IRF connection. 

Master

(Member_ID=1)

Subordinate

(Member_ID=2)
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  flash:/feature1-r0201.bin 

Active packages on slot 2: 

  flash:/boot-r0201.bin 

  flash:/system-r0201.bin 

  flash:/feature1-r0201.bin 

# Identify the ISSU methods for the upgrade and view the possible impact of the upgrade. 

<Sysname> install activate feature flash:/feature1-r0202.bin slot 2 test 

Copying file flash:/feature1-r0202.bin to slot2#flash:/feature1-r0202.bin......Done. 

Upgrade summary according to following table:  

 

flash:/feature1-r0202.bin  

  Running Version             New Version 

  Alpha 0201                  Alpha 0202 

 

  Slot                        Upgrade Way  

  2                           Service Upgrade 

 

Influenced service according to following table on slot 2:  

  flash:/feature1-r0202.bin  

         feature1 

<Sysname> install activate feature flash:/feature1-r0202.bin slot 1 test 

Upgrade summary according to following table:  

 

flash:/feature1-r0202.bin  

  Running Version             New Version 

  Alpha 0201                  Alpha 0202 

 

  Slot                        Upgrade Way  

  1                           Service Upgrade 

 

Influenced service according to following table on slot 1: 

  flash:/feature1-r0202.bin 

         feature1 

The output shows that both members require a service upgrade and the feature1 module will be 
rebooted during the upgrade process. 

# Activate the new feature1 image to upgrade feature1. 

<Sysname> install activate feature flash:/feature1-r0202.bin slot 2 

flash:/feature1-r0202.bin already exists on slot 2. 

Overwrite it?[Y/N]:y 

Copying file flash:/feature1-r0202.bin to slot2#flash:/feature1-r0202.bin......Done. 

Upgrade summary according to following table:  

 

flash:/feature1-r0202.bin  

  Running Version             New Version 

  Alpha 0201                  Alpha 0202 

 

  Slot                        Upgrade Way  

  2                           Service Upgrade 
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Upgrading software images to compatible versions. Continue? [Y/N]: y 

<Sysname> install activate feature flash:/feature1-r0202.bin slot 1 

Upgrade summary according to following table:  

 

flash:/feature1-r0202.bin  

  Running Version             New Version 

  Alpha 0201                  Alpha 0202 

 

  Slot                        Upgrade Way  

  1                           Service Upgrade  

Upgrading software images to compatible versions. Continue? [Y/N]: y 

# Display active software images. 

<Sysname> display install active 

Active packages on slot 1: 

  flash:/boot-r0201.bin 

  flash:/system-r0201.bin 

  flash:/feature1-r0202.bin 

Active packages on slot 2: 

  flash:/boot-r0201.bin 

  flash:/system-r0201.bin 

  flash:/feature1-r0202.bin 

# Confirm the software change. 

<Sysname> install commit 

Software image rollback example 

Rollback requirement 

As shown in Figure 4, the IRF fabric has two members. The feature1 feature has been upgraded 
from R0201 to R0202, but the software change has not been confirmed. 

Roll back feature1 from R0202 to R0201. 

Rollback procedure 

# Display active software images. 

<Sysname> display install active 

Active packages on slot 1: 

  flash:/boot-r0201.bin 

  flash:/system-r0201.bin 

  flash:/feature1-r0202.bin 

Active packages on slot2: 

  flash:/boot-r0201.bin 

  flash:/system-r0201.bin 

  flash:/feature1-r0202.bin 

# Display available rollback points. 

<Sysname> display install rollback 

  Install rollback information 1 on slot 1: 

    Updating from flash:/feature1-r0201.bin 

             to flash:/feature1-r0202.bin. 

  Install rollback information 2 on slot 2: 
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    Updating from flash:/feature1-r0201.bin 

             to flash:/feature1-r0202.bin. 

# Roll back feature1 to R0201. 

<Sysname> install rollback to original 

# Display active software images. 

<Sysname> display install active 

Active packages on slot 1: 

  flash:/boot-r0201.bin 

  flash:/system-r0201.bin 

  flash:/feature1-r0201.bin 

Active packages on slot 2: 

  flash:/boot-r0201.bin 

  flash:/system-r0201.bin 

  flash:/feature1-r0201.bin 

# Confirm the software change. 

<Sysname> install commit 

Command reference 

display install active 

Use display install active to display active software images. 

Syntax 

display install active [ slot slot-number ] [ verbose ] 

Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Parameters 

slot slot-number: Specifies an IRF member by its member ID. If you do not specify this option, the 
command is applied to all IRF members. 

verbose: Displays detailed information. If you do not specify this keyword, the command displays 
only the names of the active software images. 

Examples 

# Display active software images. 

<Sysname> display install active 

Active packages on slot 1: 

  flash:/boot.bin 

  flash:/system.bin 

# Display detailed information about active software images. 

<Sysname> display install active verbose 

Active packages on slot 1: 

flash:/boot.bin 

 [Package] 
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 Vendor: HPE 

 Product: 5510HI 

 Service name: boot 

 Platform version: 7.1.022 

 Product version: Test 2201 

 Supported board: mpu 

 [Component] 

 Component: boot 

 Description: boot package 

 

flash:/system.bin 

 [Package] 

 Vendor: HPE 

 Product: 5510HI 

 Service name: system 

 Platform version: 7.1.022 

 Product version: Test 2201 

 Supported board: mpu 

[Component] 

 Component: system 

 Description: system package 

Table 5 Command output 

Field Description 

Active packages on slot n 
Active software images on the specified member. The argument n 
indicates the member ID of the member. 

[Package] Detailed information about the software image. 

Service name 

Image type: 

 boot—Boot image. 

 system—System image. 

 boot-patch—Patch image for the boot image. 

 system-patch—Patch image for the system image. 

 Any other value indicates a feature image. 

Supported board 
Cards supported by the software image. The mpu string indicates a 

member device. 

[Component] Information about components included in the image file. 

 

Related commands 

install active 

display install backup 

Use display install backup to display backup startup software images. 

Syntax 

display install backup [ slot slot-number ] [ verbose ] 
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Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Parameters 

slot slot-number: Specifies an IRF member by its member ID. If you do not specify this option, the 
command is applied to all IRF members. 

verbose: Displays detailed information. If you do not specify this keyword, the command displays 
only the names of the software images. 

Usage guidelines 

Backup startup images are used only when the main boot or system image is missing or corrupt. For 
more information, see Fundamental Configuration Guide. 

To modify the backup startup image list, you must use the boot-loader file command. 

Examples 

# Display the backup startup software images. 

<Sysname> display install backup 

Backup startup software images on slot 1: 

  flash:/boot-a0201.bin 

  flash:/system-a0201.bin 

# Display detailed information about backup startup software images. 

<Sysname> display install backup verbose 

Backup startup software images on slot 1: 

 flash:/boot-a0201.bin 

 [Package] 

 Vendor: HPE 

 Product: 5510HI 

 Service name: boot 

 Platform version: 7.1.022 

 Product version: Beta 1330 

 Supported board: mpu 

 [Component] 

 Component: boot 

 Description: boot package 

 

 flash:/system-a0201.bin 

 [Package] 

 Vendor: HPE 

 Product: 5510HI 

 Service name: system 

 Platform version: 7.1.022 

 Product version: Beta 1330 

 Supported board: mpu 

 [Component] 

 Component: system 

 Description: system package 
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For command output descriptions, see Table 5. 

Related commands 

 boot-loader file 

 display install committed 

display install committed 

Use display install committed to display main startup software images. 

Syntax 

display install committed [ slot slot-number ] [ verbose ] 

Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Parameters 

slot slot-number: Specifies an IRF member by its member ID. If you do not specify this option, the 
command is applied to all IRF members. 

verbose: Displays detailed information. If you do not specify this keyword, the command displays 
only the names of the software images. 

Usage guidelines 

After you execute the install commit command, use the display install committed command to 
verify that the main startup image list has been updated with the software image change. 

Both the install commit and boot-loader file commands modify the main startup software image 
list. 

For more information about main and backup startup images, see Fundamental Configuration Guide. 

Examples 

# Display the main startup software images.  

<Sysname> display install committed 

Committed packages on slot 1: 

 flash:/boot-a0201.bin 

 flash:/system-a0201.bin 

flash:/system-patch.bin 

# Display detailed information about main startup software images. 

<Sysname> display install committed verbose 

Committed packages on slot 1: 

 flash:/boot-a0201.bin 

 [Package] 

 Vendor: HPE 

 Product: 5510HI 

 Service name: boot 

 Platform version: 7.1.022 

 Product version: Beta 1330 

 Supported board: mpu 
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 [Component] 

 Component: boot 

 Description: boot package 

 

 flash:/system-a0201.bin 

 [Package] 

 Vendor: HPE 

 Product: 5510HI 

 Service name: system 

 Platform version: 7.1.022 

 Product version: Beta 1330 

 Supported board: mpu 

 [Component] 

 Component: system 

 Description: system package 

For command output descriptions, see Table 5. 

Related commands 

 boot-loader file 

 display install backup 

 install commit 

display install inactive 

Use display install inactive to display inactive software images. 

Syntax 

display install inactive [ slot slot-number ] [ verbose ] 

Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Parameters 

slot slot-number: Specifies an IRF member by its member ID. If you do not specify this option, the 
command is applied to all IRF members. 

verbose: Displays detailed information. If you do not specify this keyword, the command displays 
only the names of the software images. 

Usage guidelines 

This command displays inactive images in the root directories of the storage media. 

Examples 

# Display brief information about inactive software images in the root directory of each storage 
medium. 
<Sysname> display install inactive 

Inactive packages on slot 1: 

 flash:/ssh-feature.bin 
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# Display detailed information about inactive software images in the root directory of each storage 
medium. 

<Sysname> display install inactive verbose 

Inactive packages on slot 1: 

flash:/ssh-feature.bin 

 [Package] 

 Vendor: HPE 

 Product: 5510HI 

 Service name: ssh 

 Platform version: 7.1.022 

 Product version: Beta 1330 

 Supported board: mpu 

 [Component] 

 Component: ssh 

 Description: ssh package 

For information about the command output, see Table 5. 

Related commands 

install deactivate 

display install ipe-info 

Use display install ipe-info to display the software images included in an .ipe file. 

Syntax 

display install ipe-info ipe-filename 

Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Parameters 

ipe ipe-filename: Specifies the name of an .ipe file in the slotn#storage-medium:/base-filename.ipe 

format, for example, slot1#flash:/a.ipe. The storage-medium:/base-filename.ipe section can have a 

maximum of 63 characters and is case insensitive. If the file is saved on the master, the slotn# section 

is not required. 

Usage guidelines 

An .ipe file contains one or more software images. You can use the software images for a software 
upgrade. 

The specified file must be saved in the root directory of the storage medium. 

Examples 

# Display information about the .ipe file flash:/test.ipe. 

<Sysname> display install ipe-info flash:/test.ipe 

Verifying image file...Done. 

Images in IPE: 

  boot.bin 

  system.bin 
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Related commands 

display install package 

display install job 

Use display install job to display ongoing ISSU activate, deactivate, and rollback operations. 

Syntax 

display install job 

Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Examples 

# Display ongoing ISSU activate, deactivate, and rollback operations. 
<Sysname> display install job 

 JobID:5 

  Action:install activate flash:/ssh-feature.bin on slot 1 

The output shows that the device is executing the install activate flash:/ssh-feature.bin slot 1 
command. 

display install log 

Use display install log to display ISSU log information. 

Syntax 

display install log [ verbose ] 

Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Parameters 

verbose: Displays detailed ISSU log information. If you do not specify this keyword, the command 
displays brief ISSU log information. 

Usage guidelines 

The device creates one log entry for each ISSU operation to track the process and operation result. 

The ISSU log can contain a maximum of 50 entries. The latest entry overwrites the oldest entry if 
the log is full. 

Examples 

# Display all ISSU log entries. 
<Sysname> display install log 

Install job 1 started by user admin at 01/01/2011 04:53:40.                        

 Job 1 completed successfully at 01/01/2011 04:53:46.                            
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----------------------------------------------------------------------           

 Install job 2 started by user admin at 01/01/2011 04:55:23.                        

 Job 2 completed successfully at 01/01/2011 04:55:29.                            

# Displays detailed information about ISSU log entry 1. 
<Sysname> display install log 1 verbose 

Install job 1 started by user admin at 01/01/2011 04:53:40.                        

 Job 1 completed successfully at 01/01/2011 04:53:46.                            

                                                                                 

 Detail of activating packages on slot 1.                                        

    Got upgrade policy successfully.                                             

----------------------------------------------------------------------           

 Install job 2 started by user admin at 01/01/2011 04:55:23.                        

 Job 2 completed successfully at 01/01/2011 04:55:29.                            

                                                                                 

 Detail of activating packages on slot 1.                                        

    Got upgrade policy successfully.                                             

                                                                                 

 Detail of activating packages on slot 1.                                        

    Updated active package list successfully.                                    

                                                                                 

 Detail of activating packages on slot 1.                                        

    Set startup software images successfully.                                    

                                                                                 

 Detail of activating packages on slot 1.                                        

    Start Reboot successfully. 

Related commands 

reset install log-history oldest 

display install package 

Use display install package to display software image file information. 

Syntax 

display install package { filename | all } [ verbose ] 

Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Parameters 

filename: Specifies the name of a .bin software image file in the slotn#storage-medium:/base-

filename.bin format, for example, slot1#flash:/a.bin. The storage-medium:/base-filename.bin 

section can have a maximum of 63 characters and is case insensitive. If the file is saved on the 

master, the slotn# section is not required. 

all: Specifies all software image files in the root directories of the master's storage media. 
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verbose: Displays detailed information. If you do not specify this keyword, the command displays 
only basic software image information. 

Usage guidelines 

The specified file must be saved in the root directory of the storage medium. 

Examples 

# Display information about software image file system.bin. 

<Sysname> display install package flash:/system.bin 

  flash:/system.bin 

  [Package] 

  Vendor: HPE 

  Product: 5510HI 

  Service name: system 

  Platform version: 7.1.022 

  Product version: Beta 1330 

  Supported board: mpu 

# Display detailed information about software image file system.bin. 

<Sysname> display install package flash:/system.bin verbose 

  flash:/system.bin 

  [Package] 

  Vendor: HPE 

  Product: 5510HI 

  Service name: system 

  Platform version: 7.1.022 

  Product version: Beta 1330 

  Supported board: mpu 

  [Component] 

  Component: system 

  Description: system package 

For more information about the command output, see Table 5. 

display install rollback 

Use display install rollback to display rollback point information. 

Syntax 

display install rollback 

Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Usage guidelines 

Use this command to identify available rollback points during an ISSU that uses install commands. 

The system does not record rollback points during an ISSU that uses issu commands. 
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Examples 

# Display all rollback points. 

<Sysname> display install rollback 

Install rollback information 1 on slot 1:                                       

    Updating from flash:/boot-a2403.bin                           

             to flash:/boot-a2404.bin.                              

    Updating from flash:/system-a2403.bin                         

             to flash:/system-a2404.bin. 

The output shows that the device has one rollback point. At this rollback point, flash:/boot-a2403.bin 

and system-a2403.bin were upgraded to flash:/boot-a2404.bin and system-a2404, respectively. 

Related commands 

 install rollback 

 reset install rollback oldest 

display install which 

Use display install which to display all software image files that include a specific component or 
file. 

Syntax 

display install which { component name | file filename } [ slot slot-number ] 

Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Parameters 

component name: Specifies a component name. 

file filename: Specifies a base file name, a case-insensitive string of up to 63 characters. It cannot 
contain slot or storage medium information. 

slot slot-number: Specifies an IRF member by its member ID. If you do not specify this option, the 
command is applied to all IRF members. 

Usage guidelines 

A component is a collection of features. The features of a component are installed or uninstalled at 
the same time. 

When the system displays a component or file error, use this command to identify the relevant image 
files before you make a software upgrade decision. 

This command searches only the root directory of the storage medium. 

Examples 

# Display all software image files that include file sshc.cli. 
<Sysname> display install which file sshc.cli 

File sshc.cli is in following packages on slot 1: 

  flash:/system-1330.bin 

  [Package] 

  Vendor: xxx 
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  Product: 5510HI 

  Service name: ssh 

  Platform version: 7.1.022 

  Product version: Beta 1330 

  Supported board: mpu 

For more information about the command output, see Table 5. 

display issu rollback-timer 

Use display issu rollback-timer to display automatic rollback timer information. 

Syntax 

display issu rollback-timer 

Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Usage guidelines 

Change to the automatic rollback interval does not take effect on the ongoing ISSU process. The 
current remaining rollback time might be greater than the configured automatic rollback interval. 

Examples 

# Display automatic rollback timer information after the issu run switchover command is executed. 

<Sysname> display issu rollback-timer 

Rollback timer: Working 

Rollback interval: 45 minutes 

Rollback time remaining : 40 minutes 

# Display automatic rollback timer information after the issu accept command is executed. 

<Sysname> display issu rollback-timer 

Rollback timer: Not working 

Rollback interval: 30 minutes 

# Display automatic rollback timer information when no ISSU process is taking place. 

<Sysname> display issu rollback-timer 

Rollback timer: Not working  

Rollback interval: 45 minutes 

Related commands 

issu rollback-timer 

display issu state 

Use display issu state to display ISSU status information. 

Syntax 

display issu state 

Views 

Any view 
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Predefined user roles 

network-admin 

network-operator 

Usage guidelines 

During an ISSU that uses issu commands, you can use this command to verify the ISSU status and 

determine what to do next. 

This command does not apply to an ISSU that uses install commands, because the ISSU state 

machine is not involved. 

Examples 

# Display ISSU status information when no upgrade is taking place. 

<Sysname> display issu state 

ISSU state: Init 

Compatibility: Unknown 

Work state: Normal 

Upgrade method: Card by card 

Upgraded slot: None 

Current upgrading slot: None 

Current version list: 

  boot: 7.1.041, Demo 2402 

  system: 7.1.041, Demo 2402 

Current software images: 

  flash:/boot.bin 

  flash:/system.bin 

# Display ISSU status information while the issu load command is being executed. 

<Sysname> display issu state 

ISSU state: Loading 

Compatibility: Incompatible 

Work state: Normal 

Upgrade method: Card by card 

Upgraded slot: None 

Current upgrading slot: 

  slot 1 

Previous version list: 

  boot: 7.1.041, Demo 2402 

  system: 7.1.041, Demo 2402 

Previous software images: 

  flash:/boot.bin 

  flash:/system.bin 

Upgrade version list: 

  boot: 7.1.041, Demo 2403 

  system: 7.1.041, Demo 2403 

Upgrade software images: 

  flash:/boot02.bin 

  flash:/system04.bin 
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Table 6 Command output 

Field Description 

ISSU state 

ISSU status: 

 Init—The ISSU process has not started or has finished.  

 Loading—The system is executing the issu load command. 

 Loaded—The issu load command is completed. 

 Switching—The system is executing the issu run switchover command. 

 Switchover—The issu run switchover command is completed. 

 Accepted—The issu accept command is completed. 

 Committing—The system is executing the issu commit command. 

 Rollbacking—A rollback is in process. 

Compatibility 

Version compatibility: 

 Compatible. 

 Incompatible. 

 Unknown—No upgrade is in process. 

Work state 

Operating state of the device: 

 Normal—The device is operating correctly. 

 Independent active—When you perform an ISSU for an incompatible version, 

the member devices that have been upgraded enter this state. In this state, the 
member devices of the IRF fabric are running different software versions. 

Upgrade method 
Upgrade mode. If this field displays Card by card, the upgrade is performed on a 

member-by-member basis. 

Upgraded slot Upgraded member device.  

Current upgrading 
slot 

Member devices that are being upgraded.  

Previous version 
list 

Software versions running on the device before the ISSU.  

Previous software 
images 

Software images running on the device before the ISSU.  

Upgrade version 
list 

Software versions to upgrade to. 

Upgrade software 
images 

Software images used for the upgrade. 

 

Related commands 

 issu accept 

 issu commit 

 issu load 

 issu rollback 

 issu run switchover 

display version comp-matrix 

Use display version comp-matrix to display version compatibility information. 

Syntax 

display version comp-matrix 
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display version comp-matrix file { boot filename | system filename | feature filename&<1-30> } 
* 

display version comp-matrix file ipe ipe-filename 

Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Parameters 

boot: Specifies a boot image file. 

system: Specifies a system image file.  

feature: Specifies feature image files. You can specify a space-separated list of up to 30 feature 

image files. 

filename: Specifies the name of a .bin software image file on the master, in the storage-

medium:/base-filename.bin format. It can be a case-insensitive string of up to 63 characters and 

cannot contain slot information. 

ipe ipe-filename: Specifies the name of an .ipe file on the master, in the storage-medium:/base-

filename.ipe format. It can be a case-insensitive string of up to 63 characters and cannot contain slot 

information. 

Usage guidelines 

The specified image files must be saved in the root directory of the storage medium. 

If you do not specify any image files, the command displays compatibility information for the running 
software images. 

If you specify file names, the command displays compatibility information for the specified images 
and the recommended ISSU methods for upgrade the running images to the specified images. 

Examples 

# Display compatibility information for the running software images. 

<Sysname> display version comp-matrix 

Boot image: flash:/boot-r2208p01.bin                       

  Version:                                                                       

  7.1.035P05                                                                     

                                                                                 

System image: flash:/system-r2208p01.bin                   

  Version:                                                                       

  R2208P01                                                                       

  Version compatibility list:                                                    

  E2206P02                                                                       

  R2207                                                                          

  R2208                                                                          

  R2208P01                                                                       

  Version dependency boot list:                                                  

  7.1.035P02                                                                     

  7.1.035P03                                                                     

  7.1.035P04                                                                     
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  7.1.035P05 

# Display compatibility information for flash:/boot-a2403.bin and flash:/system-a2403.bin, and the 

recommended ISSU method. (In this example, the specified versions are incompatible with the 
running versions.) 

<Sysname> display version comp-matrix file boot flash:/boot-a2403.bin system 

flash:/system-a2403.bin 

Verifying the file flash:/boot-a2403.bin on slot 1.............Done. 

Verifying the file flash:/system-a2403.bin on slot 1..............Done. 

Boot image: flash:/boot-a2403.bin                                 

  Version:                                                                       

  7.1.046                                                                        

                                                                                 

System image: flash:/system-a2403.bin                             

  Version:                                                                       

  A2403                                                                          

  Version compatibility list:                                                    

  A2403                                                                          

  Version dependency boot list:                                                  

  7.1.046                                                                        

Incompatible upgrade. 

# Display compatibility information for flash:/boot-f2209.bin and flash:/system-f2209.bin, and the 

recommended ISSU method. (In this example, the specified versions are compatible with the running 
versions.) 

<Sysname> display version comp-matrix file boot flash:/boot-f2209.bin system 

flash:/system-f2209.bin 

Verifying the file flash:/boot-f2209.bin on slot 1.............Done. 

Verifying the file flash:/system-f2209.bin on slot 1..............Done. 

Boot image: flash:/boot-f2209.bin                          

  Version:                                                                       

  7.1.035P08                                                                     

                                                                                 

System image: flash:/system-f2209.bin                      

  Version:                                                                       

  F2209                                                                          

  Version compatibility list:                                                    

  E2206P02                                                                       

  R2207                                                                          

  R2208                                                                          

  R2208P01                                                                       

  F2209                                                                          

  Version dependency boot list:                                                  

  7.1.035P02                                                                     

  7.1.035P03                                                                     

  7.1.035P04                                                                     

  7.1.035P05                                                                     

  7.1.035P07                                                                     

  7.1.035P08                                                                     

                                                                                 

  Slot                        Upgrade Way                                        
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  1                           Service Upgrade                                        

  2                           Service Upgrade 

Table 7 Command output 

Field Description 

Version compatibility list 

 Under a system image, this field shows all system image versions 
that are compatible with the system image.  

 Under a feature image, this field shows all feature image versions 
that are compatible with the feature image. 

Version dependency boot list 
Boot image versions that support the system image. To install the system 
image, you must install one of the boot image versions that is in the list. 

Version dependency system 
list 

System image versions that support the feature image. To install the 
feature image, you must install one of the system image versions that is in 
the list. 

Influenced service according 
to following table 

Services that will be affected by the upgrade. 

This field is displayed only for compatible versions. 

Incompatible upgrade You are upgrading the software to an incompatible version. 

Slot 
Member ID of the device in the IRF fabric. This field is displayed only for 
compatible versions. 

Upgrade Way 

ISSU method to be used for a compatible version:  

 Service Upgrade—Service-level incremental upgrade. 

 File Upgrade—File-level incremental upgrade. 

 Reboot—Reboots the entire device to complete the upgrade. 

For more information about ISSU methods, see Fundamentals 
Configuration Guide. 

 

Related commands 

issu load 

install abort 

Use install abort to abort an ISSU operation. 

Syntax 

install abort 

Views 

User view 

Predefined user roles 

network-admin 

Usage guidelines 

The system creates a software image management job each time you use the install activate, 
install add, install commit, install deactivate, install remove, or install rollback to command. 
Each job represents one command and is assigned a unique job ID. You can abort only ongoing 
activate and deactivate operations. 

To obtain the ID of a job, use the display install job command. 

Examples 

# Abort a software image operation. 
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<Sysname> install abort 

Related commands 

display install job 

install activate 

Use install activate to activate software images, or identify the ISSU method and the possible 
impact on the device. 

Syntax 

install activate { boot filename | system filename | feature filename&<1-30> } * slot slot-number 
[ test ] 

install activate patch filename { all | slot slot-number } 

Views 

User view 

Predefined user roles 

network-admin 

Parameters 

all: Specifies all IRF members. 

boot: Specifies a boot image file. For more information about software images, see Fundamental 
Configuration Guide. 

system: Specifies a system image file. 

feature: Specifies feature image files. You can specify a space-separated list of up to 30 feature 
image files. 

patch: Specifies a patch image file.  

filename: Specifies the name of a software image file, in the slotn#storage-medium:/base-

filename.bin format, for example, slot1#flash:/a.bin. The storage-medium:/base-filename.bin 

section can have a maximum of 63 characters and is case insensitive. If the file is saved on the 

master, the slotn# section is not required. 

slot slot-number: Specifies an IRF member by its member ID. 

test: Only checks for the ISSU method to be used for the upgrade. If you do not specify this keyword, 
the command activates the specified software images. 

Usage guidelines 

The specified files must be saved in the root directory of the storage medium. 

An image runs in memory immediately after it is activated. For an activated image to run after a 
reboot, you must commit the software change by using the install commit command. 

If you specify a subordinate member for the command, the command copies the images to the 
subordinate member automatically. 

At reboot, a subordinate device automatically synchronizes the master device's configuration and 
status data. You must wait for the synchronization to complete before using the install activate 

command on the subordinate device. To check the synchronization progress, use the display device 

command. The synchronization is completed when all member devices are in normal state. 

Examples 

# Identify the ISSU method for feature upgrade with ssh2.bin on subordinate member 2 and the 

upgrade impact on the device. 
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<Sysname> install activate feature flash:/ssh2.bin slot 2 test 

Copying file flash:/ssh2.bin to slot2#flash:/ssh2.bin......Done. 

Upgrade summary according to following table: 

 

flash:/ssh2.bin 

  Running Version             New Version 

  Beta 1330                   Beta 1331 

 

  Slot                        Upgrade Way 

  2                           Service Upgrade 

 

Influenced service according to following table: 

flash:/ssh2.bin 

     SSH       IFMGR     CFA       LAGG 

The output shows that a service upgrade is recommended. The SSH, IFMGR, CFA, and LAGG 
modules will be rebooted during the upgrade. 

# Activate the patch image system-patch.bin on member device 1. 

<Sysname> install activate system-patch.bin slot 1 

# Activate the system image in file system.bin and feature images in file feature.bin on member device 

2.  
<Sysname> install activate system flash:/system.bin feature flash:/feature.bin slot 2 

Copying file flash:/system.bin to slot2#flash:/system.bin......Done. 

Copying file flash:/feature.bin to slot2#flash:/feature.bin......Done. 

Upgrade summary according to following table: 

 

flash:/system.bin 

  Running Version             New Version 

  Beta 1330                   Beta 1331 

 

flash:/feature.bin 

  Running Version             New Version 

  None                        Beta 1330 

 

  Slot                        Upgrade Way  

  2                           Service Upgrade  

Upgrading software images to compatible versions. Continue? [Y/N]:y 

This operation maybe take several minutes, please 

wait.......................................................................Done. 

Table 8 Command output 

Field Description 

Upgrade summary according 
to following table 

Upgrade summary. 

Running Version Version number of the running software. 

New Version Version number of the new software. 

Slot Member ID of the device in the IRF fabric. 
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Field Description 

Upgrade Way 

ISSU methods: 

 Service Upgrade—Service-level incremental upgrade.  

 File Upgrade—File-level incremental upgrade. The upgrade involves 

only hidden program files and does not affect the operation of the 
system or services. 

 Reboot—Reboots the entire device to complete the upgrade. 

This field is displayed only for an upgrade to a compatible version. 

Influenced service according 
to following table 

Services influenced by the upgrade. 

 

Related commands 

 display install active 

 install commit 

 install deactivate 

install add 

Use install add to decompress an .ipe file. 

Syntax 

install add ipe-filename medium-name: 

Views 

User view 

Predefined user roles 

network-admin 

Parameters 

ipe ipe-filename: Specifies the name of an .ipe file in the slotn#storage-medium:/base-filename.ipe 

format, for example, slot1#flash:/a.ipe. The storage-medium:/base-filename.ipe section can have a 

maximum of 63 characters and is case insensitive. If the file is saved on the master, the slotn# section 

is not required. 

medium-name: Specifies the name of the storage medium for saving the software images. 

Usage guidelines 

To use install commands for upgrade, you must use .bin image files. If the upgrade file is an .ipe 
file, use this command to decompress the .ipe file before you start the upgrade. 

To identify software images that are included in an .ipe file, use the display install ipe-info command. 

The .ipe file must be saved in the root directory of the storage medium. 

The images decompressed from the .ipe file will be saved to the root directory of the specified storage 
medium. 

After the decompression process is completed, the device will prompt you to choose whether to 
delete the .ipe file. 

Examples 

# Decompress all.ipe to the flash memory. 

<Sysname> install add flash:/all.ipe flash: 
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Verifying image file..........................Done. 

Decompressing file boot.bin to flash:/boot.bin.......................Done. 

Decompressing file system.bin to 

lash:/system.bin.................................Done. 

Decompression completed. 

Do you want to delete flash:/all.ipe now? [Y/N]:y 

install commit 

Use install commit to commit software changes. 

Syntax 

install commit 

Views 

User view 

Predefined user roles 

network-admin 

Usage guidelines 

This command revises the main startup software image list to be the same as the committed image 
list. Software changes take effect at the next startup. 

You must execute this command after using the following commands: 

 The install activate command in an incremental upgrade. 

 The install deactivate command. 

 The install rollback command. 

In a reboot upgrade, the install activate command revises both the current and startup software 
image lists. You do not need to commit software changes. 

Both the install commit and boot-loader file commands change main startup software images. To 

change backup startup images or add inactive images as main startup images, however, you must 
use the boot-loader file command. 

For more information about main and backup startup software images, see Fundamental 
Configuration Guide. 

Examples 

# Commit software changes. 
<Sysname> install commit 

Related commands 

 install activate 

 install deactivate 

 install rollback 

install deactivate 

Use install deactivate to deactivate feature or patch images. 

Syntax 

install deactivate feature filename&<1-30> slot slot-number 

install deactivate patch filename { all |slot slot-number } 
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Views 

User view 

Predefined user roles 

network-admin 

Parameters 

all: Specifies all IRF members. 

feature: Specifies feature image files. You can specify a space-separated list of up to 30 feature 
image files. 

patch: Specifies a patch image file. 

filename: Specifies the name of a .bin software image file on the master, in the storage-

medium:/base-filename.bin format. It can be a case-insensitive string of up to 63 characters and 

cannot contain slot information. 

slot slot-number: Specifies an IRF member by its member ID. 

Usage guidelines 

The specified files must be saved in the root directory of the storage medium. 

You can deactivate only active feature and patch images. 

To prevent deactivated images from running after a reboot, you must confirm the software changes 
by using the install commit command. 

At reboot, a subordinate device automatically synchronizes the master device's configuration and 
status data. You must wait for the synchronization to complete before using the install deactivate 

command on the subordinate device. To check the synchronization progress, use the display device 

command. The synchronization is completed when all member device are in normal state. 

Examples 

# Deactivate the patch images in file route-patch.bin on IRF member 1. 

<Sysname> install deactivate patch flash:/route-patch.bin slot 1 

Related commands 

 display install active 

 display install inactive 

install remove 

Use install remove to delete inactive software images. 

Syntax 

install remove [ slot slot-number ] { filename | inactive } 

Views 

User view 

Predefined user roles 

network-admin 

Parameters 

slot slot-number: Specifies an IRF member by its member ID. If you do not specify this option, the 
command is applied to all IRF members. 

filename: Specifies the name of a software image file, in the slotn#storage-medium:/base-
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filename.bin format, for example, slot1#flash:/a.bin. The storage-medium:/base-filename.bin 

section can have a maximum of 63 characters and is case insensitive. If the file is saved on the 

master, the slotn# section is not required. 

inactive: Deletes all inactive software image files in the root directories of the specified storage 
media. 

Usage guidelines 

The specified files must be saved in the root directory of the storage medium. 

This command deletes only inactive software image files saved in the root directories of the specified 
storage media. 

This command permanently deletes the software image file from the device. You cannot use the 
install rollback to command to revert the operation, or use the install abort command to abort the 
operation. 

Examples 

# Delete inactive software image file flash:/ssh-feature.bin. 

<Sysname> install remove flash:/ssh-feature.bin 

# Delete inactive patch package flash:/ssh-patch.bin. 

<Sysname> install remove flash:/ssh-patch.bin 

install rollback to 

Use install rollback to to roll back the software to an earlier rollback point. 

Syntax 

install rollback to { point-id | original } 

Views 

User view 

Predefined user roles 

network-admin 

Parameters 

point-id: Specifies a rollback point ID. This option is supported only when there are two or more 
rollback points. To view available rollback points, use the display install rollback command. 

original: Rolls back to the software images that were running before the ISSU. 

Usage guidelines 

The system creates a rollback point for each service or file upgrade performed through activate or 
deactivate operation. The rollback points are retained until any of the following events occur: 

 A reboot upgrade is performed. 

 The install commit command is executed. 

After a reboot upgrade is performed, you can roll back the running software images only to the status 
before any activate or deactivate operations were performed. 

After a commit operation is performed, you cannot perform a rollback. 

For a rollback to take effect after a reboot, you must perform a commit operation to update the main 
startup software image list. 

A maximum of 50 rollback points are available for service and file upgrades. The earliest rollback 
point is deleted if this limit has been reached when a rollback point is created. 

Patch images do not support rollback. 
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Examples 

# Roll back the software to rollback point 1. 

<Sysname>install rollback to 1 

# Roll back the software to the original software versions and observe the change made by the 
rollback. 

<Sysname> display install active 

Active packages on slot 1: 

  flash:/boot-a0201.bin 

   flash:/system-a0201.bin 

   flash:/ssh-feature-a0201.bin 

<Sysname> display install rollback 

Install rollback information 1 on slot 1: 

  Update from no package 

         to flash:/ssh-feature-a0201.bin. 

The output shows that currently three images are active but only two of them are confirmed. Image 
flash:/ssh-feature-a0201.bin is not confirmed yet. 
<Sysname> install rollback to original 

<Sysname> display install active 

Active packages on slot 1: 

  flash:/boot-a0201.bin 

     flash:/system-a0201.bin 

<Sysname> display install committed 

Committed packages on slot 1: 

  flash:/boot-a0201.bin 

  flash:/system-a0201.bin 

The output shows the SSH feature has been rolled back to the original version. Image flash:/ssh-
feature-a0201.bin has been removed. 

Related commands 

display install rollback 

install verify 

Use install verify to verify the software change confirmation status and software image integrity 
and consistency. 

Syntax 

install verify 

Views 

User view 

Predefined user roles 

network-admin 

Usage guidelines 

If some software images are not integral or some activated/deactivated software images are not 
confirmed, a switchover might not occur as expected, and the IRF members might run different 
versions of software images after a reboot or even cannot reboot correctly. 

To solve the problem, perform one of the following tasks: 

 Download and install the software images again to ensure software integrity. 
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 Use the install activate, install deactivate, and install commit commands as appropriate to 
guarantee software image consistency. 

Examples 

# Verify the software change confirmation status and software image integrity and consistency on 
member devices.  

<Sysname> install verify 

Active packages on slot 1 are the reference packages. 

Packages will be compared with the reference packages. 

This operation will take several minutes, please wait... 

  Verifying packages on slot 1: 

  Start to check active package completeness. 

    flash:/boot-a0101.bin verification successful. 

    flash:/system-a0101.bin verification successful. 

  Start to check active package consistency. 

    Active packages are consistent with committed packages on their own board. 

    Active packages are consistent with the reference packages. 

  Verifying packages on slot 2: 

  Start to check active package completeness. 

    flash:/boot-a0101.bin verification successful. 

    flash:/system-a0101.bin verification successful. 

  Start to check active package consistency. 

    Active packages are consistent with committed packages on their own board. 

    Active packages are consistent with the reference packages. 

Verification is done. 

issu accept 

Use issu accept to accept the upgrade to a compatible version and delete the automatic rollback timer. 

Syntax 

issu accept 

Views 

User view 

Predefined user roles 

network-admin 

Usage guidelines 

The system cannot perform automatic rollback for the ISSU process after you execute this command. 
However, you can still use the issu rollback command to perform a manual rollback. 

You can execute the issu commit command to finish the ISSU process without executing this 
command. 

The issu accept command does not apply to the ISSU to an incompatible version. The system will 

display an error message if you execute this command during this type of ISSU. 

Examples 

# Accept the upgrade to a compatible version. 

<Sysname> issu accept 
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Related commands 

 issu load 

 issu run switchover 

issu commit 

Use issu commit to upgrade subordinate members (including the original master) during an ISSU to 

a compatible version. 

Syntax 

issu commit slot slot-number 

Views 

User view 

Predefined user roles 

network-admin 

Parameters 

slot slot-number: Specifies the member ID of the original master or a subordinate member that has 
not been upgraded. 

Usage guidelines 

For a multichassis IRF fabric, use this command to upgrade subordinate members one by one. You 
must wait for the upgraded subordinate member to start up again and join the IRF fabric before 
upgrading another subordinate member. After all members are upgraded, the ISSU status changes 
to Init, and the ISSU process ends and cannot be rolled back. 

For an IRF fabric with a single member, this command ends the ISSU process. When this command 
is completed, the ISSU status changes to Init, and the ISSU process cannot be rolled back. 

At reboot, a subordinate device automatically synchronizes the master device's configuration and 
status data. You must wait for the synchronization to complete before using the issu commit 

command on the subordinate device. To check the synchronization progress, use the display device 

command. The synchronization is completed when all member device are in normal state. 

Examples 

# After member 2 is upgraded and becomes the new master, upgrade the original master (member 
3) and the other subordinate members that have not been upgraded (member 4 and member 1).  

<Sysname> issu commit slot 3 

Upgrade summary according to following table: 

 

flash:/feature.bin 

  Running Version             New Version 

  Alpha 7122                  Alpha 7123 

   

  Slot                        Upgrade Way 

  3                           Service Upgrade 

Upgrading software images to compatible versions. Continue? [Y/N]: y 

<Sysname> issu commit slot 4 

Copying file flash:/feature.bin to slot4#flash:/feature.bin...Done. 

Upgrade summary according to following table: 

 

flash:/feature.bin 
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  Running Version             New Version 

  Alpha 7122                  Alpha 7123 

   

  Slot                        Upgrade Way 

  4                           Service Upgrade 

Upgrading software images to compatible versions. Continue? [Y/N]:y 

<Sysname> issu commit slot 1 

Copying file flash:/feature.bin to slot1#flash:/feature.bin...Done. 

Upgrade summary according to following table: 

 

flash:/feature.bin 

  Running Version             New Version 

  Alpha 7122                  Alpha 7123 

   

  Slot                        Upgrade Way 

  1                           Service Upgrade 

Upgrading software images to compatible versions. Continue? [Y/N]:y 

For field descriptions, see Table 7. 

Related commands 

 issu accept 

 issu load 

 issu run switchover 

issu load 

Use issu load to upgrade the software images of subordinate members and configure the upgrade 

images as the main startup software images for the subordinate members. 

Syntax 

issu load file { boot filename | system filename | feature filename&<1-30> } * slot slot-number&<1-
9> 

issu load file ipe ipe-filename slot slot-number&<1-9> 

Views 

User view 

Predefined user roles 

network-admin 

Parameters 

boot: Specifies a boot image file. 

system: Specifies a system image file.  

feature: Specifies feature image files. You can specify a space-separated list of up to 30 feature 

image files. 

filename: Specifies the name of a .bin software image file in the slotn#storage-medium:/base-

filename.bin format, for example, slot1#flash:/a.bin. The storage-medium:/base-filename.bin 

section can have a maximum of 63 characters and is case insensitive. If the file is saved on the 

master, the slotn# section is not required. 
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ipe ipe-filename: Specifies the name of an .ipe file in the slotn#storage-medium:/base-filename.ipe 

format, for example, slot1#flash:/a.ipe. The storage-medium:/base-filename.ipe section can have a 

maximum of 63 characters and is case insensitive. If the file is saved on the master, the slotn# section 

is not required. 

slot slot-number: Specifies the member ID of a subordinate member. For a compatible upgrade, you 
can specify only one member ID. For an incompatible upgrade, you can specify a space-separated 
list of up to three member IDs. If the IRF fabric has only one member, enter the member ID of this 
member to upgrade the entire fabric. 

Usage guidelines 

The specified files must be saved in the root directory of the storage medium. 

If you specify an .ipe file for the command, the device will prompt you to choose whether to delete 
the .ipe file after the file is decompressed. 

On a single-chassis IRF fabric, specify the member ID of the member for this command. 

On a multichassis IRF fabric, specify one or more subordinate members for this command. If the 
member devices of the IRF fabric are connected into a ring topology, Hewlett Packard Enterprise 
recommends that you specify half of the subordinate members for this command to reduce service 
interruption. Make sure the specified subordinate members are physically connected. 

This command performs the following operations: 

 Examines the compatibility of the specified images with the running images. The result might 
be compatible or incompatible. 

 Determines the ISSU methods.  

The ISSU methods available for a compatible version include: 

 Incremental upgrade. During the upgrade, the involved processes will be upgrade. 

 Reboot. During the upgrade, the specified member devices will be rebooted. 

The ISSU method for an incompatible version is always reboot. 

 Uses the ISSU methods to upgrade the specified member devices, and configures the 
upgrade software images as the main startup software images for the specified member 
devices. 

At reboot, a subordinate device automatically synchronizes the master device's configuration and 
status data. You must wait for the synchronization to complete before using the issu load command 

on the subordinate device. To check the synchronization progress, use the display device command. 

The synchronization is completed when all member device are in normal state. 

For more information about ISSU methods, see Fundamentals Configuration Guide. 

Examples 

# Upgrade member device 2 (subordinate member) with the feature image file flash:/feature.bin. 

(In this example, the image is compatible with the running images.) 

<Sysname> issu load file feature flash:/feature.bin slot 2 

This operation will delete the rollback point information for the previous upgrade 

and maybe get unsaved configuration lost. Continue? [Y/N]:Y 

Copying file flash:/feature.bin to slot2#flash:/feature.bin......Done. 

Upgrade summary according to following table: 

 

flash:/feature.bin 

  Running Version             New Version 

  Alpha 7122                  Alpha 7123 

   

  Slot                        Upgrade Way  
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  2                           Service Upgrade 

Upgrading software images to compatible versions. Continue? [Y/N]:y 

# Upgrade member device 3 and 4 (subordinate members) with the feature image file 

flash:/feature.bin. (In this example, the image is incompatible with the running images.) 

<Sysname> issu load file feature flash:/feature.bin slot 3 4 

This operation will delete the rollback point information for the previous upgrade 

and maybe get unsaved configuration lost. Continue? [Y/N]:Y 

Copying file flash:/feature.bin to slot3#flash:/feature.bin......Done. 

Copying file flash:/feature.bin to slot4#flash:/feature.bin......Done. 

Upgrade summary according to following table: 

 

flash:/feature.bin 

  Running Version             New Version 

  Alpha 7122                  Alpha 7123 

   

  Slot                        Upgrade Way  

  3                           Reboot 

  4                           Reboot 

Upgrading software images to incompatible versions. Continue? [Y/N]:y 

Table 9 Command output 

Field Description 

Slot Member ID of the device in the IRF fabric. 

Upgrade Way 

ISSU method:  

 Service Upgrade—Service-level incremental upgrade. 

 File Upgrade—File-level incremental upgrade. 

 Reboot—Reboots the entire device to complete the upgrade. 

For more information about ISSU methods, see Fundamentals Configuration 
Guide. 

 

issu rollback 

Use issu rollback to cancel the ISSU and roll back to the original software versions. 

Syntax 

issu rollback 

Views 

User view 

Predefined user roles 

network-admin 

Usage guidelines 

The device supports automatic rollback and manual rollback. This command performs a manual 
rollback. 

You can perform a manual rollback while an ISSU is in one of the following states: 

 Loaded. 

 Switching (during an upgrade to a compatible version). 
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 Switchover (during an upgrade to a compatible version). 

 Accepted. 

If you perform a manual rollback while an ISSU is in Loading state, the ISSU process might fail. After 
the rollback process is completed, use the display version command to verify the rollback result. 

When an ISSU to an incompatible version is in Switching state, you cannot perform a manual rollback. 

When an ISSU is in Committing state, rollback is not supported. 

If the IRF fabric has multiple members, a rollback performed after you execute the issu run 
switchover command cancels all operations performed during the ISSU process, including the 
master/subordinate switchover operation. 

Examples 

# Roll back to the original software versions. 

<Sysname> issu rollback 

This command will quit the ISSU process and roll back to the previous version. 

Continue? [Y/N]:y 

Related commands 

 issu accept 

 issu commit 

 issu load 

 issu run switchover 

issu rollback-timer 

Use issu rollback-timer to set the automatic rollback timer. 

Use undo issu rollback-timer to restore the default. 

Syntax 

issu rollback-timer minutes 

undo issu rollback-timer 

Default 

The automatic rollback interval is 45 minutes. 

Views 

System view 

Predefined user roles 

network-admin 

Parameters 

minutes: Specifies the automatic rollback interval in minutes, in the range of 0 to 120. Setting it to 0 
disables automatic rollback. 

Usage guidelines 

Automatic software version rollback is only available on a multichassis IRF fabric during an ISSU to 
a compatible version. 

The system starts the automatic rollback timer when you execute the issu run switchover 
command in a scenario where automatic rollback is supported. If you do not execute the issu accept 
or issu commit command before the timer expires, the system automatically rolls back to the 
software versions before the ISSU. 
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Change to the automatic rollback interval does not take effect on the ongoing ISSU process. 

Examples 

# Set the automatic rollback timer to 50 minutes. 

<Sysname> system-view 

[Sysname] issu rollback-timer 50 

Related commands 

issu rollback 

issu run switchover 

Use issu run switchover to perform a master/subordinate switchover. If the new and old versions 

are incompatible, this command also upgrades all members that have not been upgraded. 

Syntax 

issu run switchover 

Views 

User view 

Predefined user roles 

network-admin 

Usage guidelines 

Use this command on multichassis IRF fabrics. 

 For a compatible version, this command performs operations depending on the ISSU method: 

 Incremental upgrade—Performs a process-level master/subordinate switchover for the 
processes to be upgraded. 

 Reboot upgrade or ISSU upgrade—Reboots the current master with the old software 
version, causing the upgraded subordinate member to be elected as the new master. 

 For an incompatible version, the issu load command splits the IRF fabric into two fabrics, 
with the upgraded members forming a new fabric. The issu run switchover command 
reboots the members in the old IRF fabric with the upgrade images. After startup, the 
members join the new IRF fabric as subordinate members. 

At reboot, a subordinate device automatically synchronizes the master device's configuration and 
status data. You must wait for the synchronization to complete before using the issu run switchover 

command on the subordinate device. To check the synchronization progress, use the display device 

command. The synchronization is completed when all member device are in normal state. 

Examples 

# On a multichassis IRF fabric, perform a master/subordinate switchover during an ISSU to a 
compatible version. 

<Sysname> issu run switchover 

Upgrade summary according to following table: 

 

flash:/feature.bin 

  Running Version             New Version 

  Alpha 7122                  Alpha 7123 

 

  Slot                        Switchover Way 

  1                           Active standby process switchover 

Upgrading software images to compatible versions. Continue? [Y/N]: 
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# On a multichassis IRF fabric, perform a master/subordinate switchover and upgrade members that 
have not been upgraded (member 1 and member 2) during an ISSU to an incompatible version.  

<Sysname> issu run switchover 

Copying file flash:/feature.bin to slot2#flash:/feature.bin...Done. 

Upgrade summary according to following table: 

 

flash:/feature.bin 

  Running Version             New Version 

  Alpha 7122                  Alpha 7123 

 

  Slot                        Upgrade Way 

  1                           Reboot 

  2                           Reboot 

Upgrading software images to incompatible versions. Continue? [Y/N]: 

Table 10 Command output 

Field Description 

Switchover Way 

Switchover method: 

 Active standby process switchover—Switch from the active process to the 

standby process. 

 Master subordinate switchover—Switch from the master to a subordinate 

member.  
 

For descriptions of other fields, see Table 7. 

Related commands 

issu load 

reset install log-history oldest 

Use reset install log-history oldest to clear ISSU log entries. 

Syntax 

reset install log-history oldest log-number 

Views 

User view 

Predefined user roles 

network-admin 

Parameters 

log-number: Specifies the number of ISSU log entries to be deleted. 

Usage guidelines 

This command clears the specified number of log entries, beginning with the oldest log entry. 

Examples 

# Clear the two oldest ISSU log entries. 
<Sysname> reset install log-history oldest 2 

Related commands 

display install log 
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reset install rollback oldest 

Use reset install rollback oldest to clear ISSU rollback points. 

Syntax 

reset install rollback oldest point-id 

Views 

User view 

Predefined user roles 

network-admin 

Parameters 

point-id: Specifies a rollback point by its ID. 

Usage guidelines 

This command clears the specified rollback point and all rollback points older than the specified 
rollback point. 

Examples 

# Clear rollback point 2 and all rollback points older than rollback point 2. 
<Sysname> reset install rollback oldest 2 

Related commands 

display install rollback 

New feature: Configuring the DHCP smart relay feature 

Configuring the DHCP smart relay feature 

The DHCP smart relay feature allows the DHCP relay agent to pad secondary IP addresses when 
the DHCP server does not reply the DHCP-OFFER message.  

The relay agent initially pads its primary IP address to the giaddr field before forwarding a request 
to the DHCP server. If no DHCP-OFFER is received, the relay agent allows the client to send a 
maximum of two requests to the DHCP server by using the primary IP address. If no DHCP-OFFER 
is returned after two retries, the relay agent switches to a secondary IP address. If the DHCP server 
still does not respond, the next secondary IP address is used. After the secondary IP addresses are 
all tried and the DHCP server does not respond, the relay agent repeats the process by starting from 
the primary IP address. 

Without this feature, the relay agent only pads the primary IP address to the giaddr field of all 
requests. 

To configure the DHCP smart relay feature: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter interface view. 
interface interface-type 
interface-number 

N/A 

3. Enable the DHCP relay 
agent. 

dhcp select relay 
By default, an interface operates in 
the DHCP server mode after DHCP 
is enabled. 

4. Assign primary and ip address ip-address By default, the DHCP relay agent 
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Step Command Remarks 

secondary IP addresses to 
the DHCP relay agent. 

{ mask-length | mask } [ sub ] does not have any IP addresses. 

5. Return to system view. quit N/A 

6. Enable the DHCP smart relay 
feature. 

dhcp smart-relay enable 
By default, the DHCP smart relay 
feature is disabled. 

 

Command reference 

dhcp smart-relay enable 

Use dhcp smart-relay enable to enable the DHCP smart relay feature. 

Use undo dhcp smart-relay enable to disable the DHCP smart relay feature. 

Syntax 

dhcp smart-relay enable 

undo dhcp smart-relay enable 

Default 

The DHCP smart relay feature is disabled. 

Views 

System view 

Predefined user roles 

network-admin 

Usage guidelines 

This command enables the smart relay feature on interfaces that are configured as the relay agent 
on the device. 

The smart relay feature allows the relay agent to use secondary IP addresses to pad the giaddr field 
when the DHCP server does not reply the DHCP-OFFER message. The relay agent initially pads its 
primary IP address to the giaddr field before forwarding a request to the DHCP server. If no DHCP-
OFFER is returned after two retries, the relay agent switches to secondary IP addresses.  

Without this feature, the relay agent always uses the primary IP address to pad the giaddr field. 

Examples 

# Enable the DHCP smart relay feature. 

<Sysname> system-view 

[Sysname] dhcp smart-relay enable 

New feature: RADIUS server status detection 

Configuring a test profile for RADIUS server status detection 

Use a test profile to detect whether a RADIUS authentication server is reachable at a detection 
interval. To detect the RADIUS server status, you must configure the RADIUS server to use this test 
profile in a RADIUS scheme. 
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With the test profile specified, the device sends a detection packet to the RADIUS server within each 
detection interval. The detection packet is a simulated authentication request that includes the 
specified user name in the test profile. 

 If the device receives a response from the server within the interval, it sets the server to the 
active state.  

 If the device does not receive any response from the server within the interval, it sets the 
server to the blocked state.  

The device refreshes the RADIUS server status at each detection interval according to the detection 
result. 

The device stops detecting the status of the RADIUS server when one of the following operations is 
performed: 

 The RADIUS server is removed from the RADIUS scheme. 

 The test profile configuration is removed for the RADIUS server in RADIUS scheme view. 

 The test profile is deleted. 

 The RADIUS server is manually set to the blocked state. 

 The RADIUS scheme is deleted. 

To configure a test profile for RADIUS server status detection: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Configure a test profile for 
detecting the status of 
RADIUS authentication 
servers. 

radius-server test-profile profile-
name username name [ interval 
interval ] 

By default, no test profiles exist.  

You can configure multiple test 
profiles in the system. 

 

Command reference 

radius-server test-profile 

Use radius-server test-profile to configure a test profile for detecting the RADIUS server status. 

Use undo radius-server test-profile to delete a RADIUS test profile. 

Syntax 

radius-server test-profile profile-name username name [ interval interval ] 

undo radius-server test-profile profile-name 

Default 

No test profiles exist. 

Views 

System view 

Predefined user roles 

network-admin 

Parameters 

profile-name: Specifies the name of the test profile, which is a case-sensitive string of 1 to 31 
characters. 
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username name: Specifies the username in the detection packets. The name argument is a case-
sensitive string of 1 to 253 characters. 

interval interval: Specifies the interval for sending a detection packet, in minutes. The value range 
for the interval argument is 1 to 3600, and the default value is 60. 

Usage guidelines 

You can execute this command multiple times to configure multiple test profiles. 

If you specify a nonexistent test profile for a RADIUS server, the device does not detect the status 
of the server until you create the test profile on the device. 

When you delete a test profile, the device stops detecting the status of the RADIUS servers that use 
the test profile. 

Examples 

# Configure a test profile named abc for RADIUS server status detection. The detection packet uses 
admin as the username and is sent every 10 minutes. 
<Sysname> system-view 

[Sysname] radius-server test-profile abc username admin interval 10 

New feature: RADIUS server load sharing 

Enabling the RADIUS server load sharing feature 

By default, the device communicates with RADIUS servers based on the server roles. It first attempts 
to communicate with the primary server, and, if the primary server is unavailable, it then searches 
for the secondary servers in the order they are configured. The first secondary server in active state 
is used for communication. In this process, the workload is always placed on the active server. 

Use the RADIUS server load sharing feature to dynamically distribute the workload over multiple 
servers regardless of their server roles. The device forwards an AAA request to the most appropriate 
server of all active servers in the scheme after it compares the weight values and numbers of 
currently served users. Specify a weight value for each RADIUS server based on the AAA capacity 
of the server. A larger weight value indicates a higher AAA capacity. 

In RADIUS server load sharing, once the device sends a start-accounting request to a server for a 
user, it forwards all subsequent accounting requests of the user to the same server. If the accounting 
server is unreachable, the device returns an accounting failure message rather than searching for 
another active accounting server. 

To enable the RADIUS server load sharing feature: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter RADIUS scheme 
view. 

radius scheme radius-
scheme-name 

N/A 

3. Enable the RADIUS 
server load sharing 
feature. 

algorithm loading-share 
enable 

By default, this feature is disabled. 

 

Command reference 

algorithm loading-share enable 

Use algorithm loading-share enable to enable the RADIUS server load sharing feature. 
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Use undo algorithm loading-share enable to disable the RADIUS server load sharing feature. 

Syntax 

algorithm loading-share enable 

undo algorithm loading-share enable 

Default 

The RADIUS server load sharing feature is disabled. 

Views 

RADIUS scheme view 

Predefined user roles 

network-admin 

Usage guidelines 

Use the RADIUS server load sharing feature to dynamically distribute the workload over multiple 
servers regardless of their server roles. The device forwards an AAA request to the most appropriate 
server of all active servers in the scheme after it compares the weight values and numbers of 
currently served users. Specify a weight value for each RADIUS server based on the AAA capacity 
of the server. A larger weight value indicates a higher AAA capacity. 

In RADIUS server load sharing, once a server starts accounting for a user, it forwards all subsequent 
accounting requests of the user to the same server. If the accounting server is unreachable, the 
device returns an accounting failure message rather than searching for another active accounting 
server. 

Examples 

# Enable the RADIUS server load sharing feature for the RADIUS scheme radius1. 

<Sysname> system-view 

[Sysname] radius scheme radius1 

[Sysname-radius-radius1] algorithm loading-share enable 

New feature: Sending EAP-Success packets to 802.1X 
users in critical VLAN 

Configuring the device to send EAP-Success packets to 802.1X 
users in critical VLAN 

This feature allows specific 802.1X users in the critical VLAN to perform reauthentication directly 
when the device detects a reachable server. The device sends EAP-Success packets to the 802.1X 
clients that cannot respond to the EAP-Request packets of the device (for example, the Windows 
built-in 802.1X client). 

To configure the device to send EAP-Success packets to users in the 802.1X critical VLAN: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter Ethernet interface 
view. 

interface interface-type 
interface-number 

N/A 

3. Configure the 802.1X critical 
VLAN on the port. 

dot1x critical vlan vlan-id 

By default, no 802.1X critical VLAN 
is configured. 

Different ports can be configured 
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Step Command Remarks 

with different critical VLANs, and 
one port can be configured with 
only one critical VLAN. 

4. Configure the device to send 
EAP-Success packets to 
802.1X users in the critical 
VLAN on the port. 

dot1X critical eapol 
By default, the device does not 
send EAP-Success packets to 
802.1X users in the critical VLAN. 

 

Command reference 

dot1x critical eapol 

Use dot1x critical eapol to configure the device to send EAP-Success packets to 802.1X users in 
the critical VLAN. 

Use undo dot1x critical eapol to restore the default. 

Syntax 

dot1x critical eapol 

undo dot1x critical eapol 

Default 

The device does not send EAP-Success packets to 802.1X users in the critical VLAN. 

Views 

Layer 2 Ethernet interface view 

Predefined user roles 

network-admin 

Usage guidelines 

This command allows specific 802.1X users in the critical VLAN to perform reauthentication directly 
when the device detects a reachable server. The device sends EAP-Success packets to the 802.1X 
clients that cannot respond to the EAP-Request packets of the device (for example, the Windows 
built-in 802.1X client). 

Examples 

# Configure GigabitEthernet 1/0/1 to send EAP-Success packets to 802.1X users in the critical VLAN. 

<Sysname> system-view 

[Sysname] interface gigabitethernet1/0/1 

[Sysname-GigabitEthernet1/0/1] dot1x critical eapol 

New feature: Setting port security's limit on the number 
of secure MAC addresses for specific VLANs 

Setting port security's limit on the number of secure MAC addresses 
for specific VLANs 

You can set the maximum number of secure MAC addresses that port security allows for specific 
VLANs on a port when the port security mode is autoLearn. When the maximum number is exceeded, 
intrusion protection will be triggered in the specified VLANs. 
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To set the maximum number of secure MAC addresses allowed for specific VLANs on a port: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter Ethernet interface 
view. 

interface interface-type 
interface-number 

N/A 

3. Set the maximum number of 
secure MAC addresses 
allowed for specific VLANs. 

port-security max-mac-count 
max-count [ vlan [ vlan-id-list ] ] 

By default, port security does not 
limit the number of secure MAC 
addresses for each VLAN on a 
port. 

 

Command reference 

port-security max-mac-count 

Use port-security max-mac-count max-count [ vlan [ vlan-id-list ] ] to set the maximum number of 
secure MAC addresses that port security allows for specific VLANs on a port. 

Use undo port-security max-mac-count max-count [ vlan [ vlan-id-list ] ] to restore the default 
setting for specific VLANs on a port. 

Syntax 

port-security max-mac-count max-count [ vlan [ vlan-id-list ] ] 

undo port-security max-mac-count max-count [ vlan [ vlan-id-list ] ] 

Default 

Port security does not limit the number of secure MAC addresses for each VLAN on a port. 

Views 

Ethernet interface view 

Predefined user roles 

network-admin 

Parameters 

vlan [ vlan-id-list ]: Specifies a space-separated list of up to 10 VLAN items. Each VLAN item specifies a 

VLAN ID or a range of VLAN IDs in the form of start-vlan-id to end-vlan-id. The end VLAN ID must be greater 

than the start VLAN ID. The value range for VLAN IDs is 1 to 4094. 

Usage guidelines 

If you use the vlan keyword without the vlan-id-list argument, this command sets the maximum 
number of secure MAC addresses for each VLAN on the port. 

If you use the vlan keyword with the vlan-id-list argument, this command sets the maximum number 
of secure MAC addresses for the specified VLANs on the port. 

This command takes effects only when the port is operating in autoLearn mode. 

The maximum number of secure MAC addresses allowed on a port cannot be less than the number 
of MAC addresses already stored on the port. 

The maximum number of secure MAC addresses allowed on a VLAN cannot be less than the number 
of MAC addresses already stored on the VLAN. 

If you execute this command multiple times for a VLAN, the most recent configuration takes effect. 
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Examples 

# Configure GigabitEthernet 1/0/1 to allow a maximum of 100 secure MAC addresses for VLAN 100. 

<Sysname> system-view 

[Sysname] vlan 100 

[Sysname-vlan100] quit 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] port-security max-mac-count 100 vlan 100 

New feature:ND Snooping 

Configuring ND snooping 

About ND snooping 

The ND snooping feature is used in Layer 2 switching networks. It learns the source MAC addresses, 
source IPv6 addresses, input interfaces, and VLANs of arriving ND messages and data packets to 
build ND snooping table. ND snooping entries can be used by ND detection and IPv6 source guard 
to prevent spoofing attacks. ND detection processes the ND messages received on ND trusted and 
untrusted interfaces as follows: 

 ND detection forwards all ND messages received on an ND trusted interface. 

 ND detection compares all ND messages received on an ND untrusted interface with the ND 
snooping entries except for RA and redirect messages.  

ND snooping provides device liveness tracking so that the ND snooping table can be updated in a 
timely manner. After ND snooping is enabled for a VLAN, the device uses the following mechanisms 
to create, update, and delete ND snooping entries. The following example uses ND messages for 
illustration.  

 Creating an ND snooping entry 

Upon receiving an ND message or data packet from an unknown source, the device creates a 
tentative ND snooping entry and performs DAD for the source IPv6 address. The device 
sends NS messages out of the ND trusted interfaces in the VLAN every 250 milliseconds.  

 If the device does not receive an NA message within 500 milliseconds, it validates the 
entry.  

 If the device receives an NA message within 500 milliseconds, it deletes the entry. 

 Updating an ND snooping entry 

When the receiving ND untrusted interface of an ND message is different from that in the 
entry for an IPv6 address, the device performs DAD for the entry. It sends NS messages 
every 250 milliseconds.  

 If the device does not receive an NA message within 500 milliseconds, it updates the entry 
with the new receiving interface. 

 If the device receives an NA message within 500 milliseconds, the ND snooping entry 
remains unchanged. 

 Deleting an ND snooping entry 

 When an ND trusted interface in the VLAN receives an ND message from the IPv6 
address in a learned ND snooping entry, it performs DAD for the entry. The device sends 
NS messages every 250 milliseconds.  

 If the device does not receive an NA message within 500 milliseconds, it deletes the 
entry. 

 If the device receives an NA message within 500 milliseconds, the ND snooping entry 
remains unchanged. 
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 If an ND snooping entry has no matching ND messages within 5 minutes, the device 
performs DAD for the entry. The device sends NS messages out of the interface in the 
entry every 250 milliseconds.  

 If the device does not receive an NA message within 500 milliseconds, it deletes the 
entry. 

 If the device receives an NA message within 500 milliseconds, the ND snooping entry 
remains unchanged. 

Configuration procedure 

To configure ND snooping: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter VLAN view. vlan vlan-id N/A 

3. Enable ND snooping for 
IPv6 addresses. 

 For global unicast addresses: 
ipv6 nd snooping enable 
global 

 For link-local addresses: 
ipv6 nd snooping enable link-
local 

You can enable ND snooping for 
both address types. 

By default, ND snooping is 
disabled for IPv6 global unicast 
addresses and link-local 
addresses. 

4. (Optional.) Enable ND 
snooping for data 
packets from unknown 
sources. 

ipv6 nd snooping glean source 
By default, ND snooping is 
disabled for data packets from 
unknown sources. 

5. Quit system view. quit N/A 

6. Enter Layer 2 Ethernet or 
aggregate interface view. 

interface interface-type interface-
number 

N/A 

7. (Optional.) Set the 
maximum number of ND 
snooping entries that an 
interface can learn. 

ipv6 nd snooping max-learning-
num max-number 

The default setting is 8192. 

ND snooping configuration example 

Network requirements 

As shown in Figure 5, Host A and Host B are connected to the gateway through Device B. Enable 
ND snooping on Device B to learn ND snooping entries about Host A and Host B. 
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Figure 5 Network diagram 

 
 

Configuration procedure 

1. Configure Device A: 

# Create VLAN 10. 

<DeviceA> system-view 

[DeviceA] vlan 10 

[DeviceA-vlan10] quit 

# Configure GigabitEthernet 1/0/3 to trunk VLAN 10. 

[DeviceA] interface gigabitethernet 1/0/3 

[DeviceA-GigabitEthernet1/0/3] port link-type trunk 

[DeviceA-GigabitEthernet1/0/3] port trunk permit vlan 10 

[DeviceA-GigabitEthernet1/0/3] quit 

# Assign IPv6 address 10::1/64 to VLAN-interface 10. 

[DeviceA] interface vlan-interface 10 

[DeviceA-Vlan-interface10] ipv6 address 10::1/64 

[DeviceA-Vlan-interface10] quit 

2. Configure Device B: 

# Create VLAN 10. 

[DeviceB] vlan 10 

[DeviceB-vlan10] quit 

# Configure GigabitEthernet 1/0/1, GigabitEthernet 1/0/2, and GigabitEthernet 1/0/3 to trunk 
VLAN 10. 

[DeviceB] interface gigabitethernet 1/0/1 

[DeviceB-GigabitEthernet1/0/1] port link-type access 

[DeviceB-GigabitEthernet1/0/1] port access vlan 10 

[DeviceB-GigabitEthernet1/0/1] quit 

[DeviceB] interface gigabitethernet 1/0/2 
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Vlan-int10 
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[DeviceB-GigabitEthernet1/0/2] port link-type access 

[DeviceB-GigabitEthernet1/0/2] port access vlan 10 

[DeviceB-GigabitEthernet1/0/2] quit 

[DeviceB] interface gigabitethernet 1/0/3 

[DeviceB-GigabitEthernet1/0/3] port link-type trunk 

[DeviceB-GigabitEthernet1/0/3] port trunk permit vlan 10 

[DeviceB-GigabitEthernet1/0/3] quit 

# Enable ND snooping for global unicast addresses and link-local addresses in VLAN 10. 

[DeviceB] vlan 10 

[DeviceB-vlan10] ipv6 nd snooping enable global 

[DeviceB-vlan10] ipv6 nd snooping enable link-local 

# Enable ND snooping for data packets from unknown sources in VLAN 10. 

[DeviceB-vlan10] ipv6 nd snooping glean source 

[DeviceB-vlan10] quit 

# Configure GigabitEthernet 1/0/3 as ND trusted interface. 

[DeviceB] interface gigabitethernet 1/0/3 

[DeviceB-GigabitEthernet1/0/3] ipv6 nd detection trust 

[DeviceB-GigabitEthernet1/0/3] quit 

# Configure GigabitEthernet 1/0/1 to learn a maximum number of 200 ND snooping entries. 

[DeviceB] interface gigabitethernet 1/0/1 

[DeviceB-GigabitEthernet1/0/1] ipv6 nd snooping max-learning-num 200 

[DeviceB-GigabitEthernet1/0/1] quit 

# Configure GigabitEthernet 1/0/2 to learn a maximum number of 200 ND snooping entries. 

[DeviceB] interface gigabitethernet 1/0/2 

[DeviceB-GigabitEthernet1/0/2] ipv6 nd snooping max-learning-num 200 

[DeviceB-GigabitEthernet1/0/2] quit 

Verifying the configuration 

# Verify that Device B has learned ND snooping entries for Host A and Host B. 

[DeviceB] display ipv6 nd snooping vlan 10 

IPv6 address              MAC address     VID  Interface     Status       Age 

10::5                     0001-0203-0405  10   GE1/0/1       VALID        157 

10::6                     0001-0203-0607  10   GE1/0/2       VALID        105 

 

Command References 

display ipv6 nd snooping 

Use display ipv6 nd snooping to display IPv6 ND snooping entries. 

Syntax 

display ipv6 nd snooping [ [ [ vlan vlan-id | interface interface-type interface-number ] [ global | 
link-local ] ] | ipv6-address ] [ verbose ] 

Views 

Any view 

Predefined user roles 

network-admin 
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network-operator 

Parameters 

vlan vlan-id: Displays ND snooping entries for the specified VLAN. The value range for the VLAN ID 
is 1 to 4094. 

interface interface-type interface-number: Displays ND snooping entries for the specified interface. 
The interface-type interface-number argument specifies an interface by its type and number. 

ipv6-address: Displays the ND snooping entry for the specified IPv6 address. 

global: Displays ND snooping entries for global unicast addresses. 

link-local: Displays ND snooping entries for link-local addresses. 

verbose: Displays detailed information about ND snooping entries. If you do not specify the keyword, 
this command displays brief information about ND snooping entries. 

Examples 

# Display IPv6 ND snooping entries for VLAN 1. 

<Sysname> display ipv6 nd snooping vlan 1 

IPv6 address              MAC address     VID  Interface     Status       Age 

1::2                      0000-1234-0c01  1    GE1/0/2        VALID        57 

# Display detailed information about IPv6 ND snooping entries for VLAN 1. 

<Sysname> display ipv6 nd snooping vlan 1 verbose 

IPv6 address: 1::2 

MAC address: 0000-1234-0c01 

Interface: GE0/0/2 

First VLAN ID: 1   Second VLAN ID: N/A 

Status: VALID   Age: 57 

Table 11 Command output 

Filed Description 

IPv6 address IPv6 address in the ND snooping entry. 

MAC address MAC address in the ND snooping entry. 

VID ID of the VLAN to which the ND snooping entry belongs. 

First VLAN ID ID of the SVLAN to which the ND snooping entry belongs. 

Second VLAN ID 
ID of the CVLAN to which the ND snooping entry belongs. If no CVLAN is configured, 
this field displays N/A. For more information about the SVLAN and CVLAN, see Layer 
2–LAN Switching Configuration Guide. 

Interface Input interface in the ND snooping entry. 

Status 

Status of the ND snooping entry: 

 TENTATIVE—The entry is ineffective. 

 VALID—The entry is effective. 

 TESTING TPLT—The entry is being tested by DAD. The device performs DAD 
for the entry in the following situations: 

 The entry ages out 

 An ND trusted interface in the VLAN receives an ND message from the IPv6 
address in the entry. 

 TESTING VP—The entry is being tested by DAD. The device performs DAD 

when an ND untrusted interface in the VLAN receives an ND message from the 
IPv6 address in the entry. 

Age ND snooping entry aging time in seconds. 
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display ipv6 nd snooping count 

Use display ipv6 nd snooping count to display the number of IPv6 ND snooping entries. 

Syntax 

display ipv6 nd snooping count [ interface interface-type interface-number ] 

Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Parameters 

interface interface-type interface-number: Specifies an interface by its type and number. If you do 
not specify an interface, this command displays the total number of ND snooping entries. 

Examples 

# Display the total number of IPv6 ND snooping entries. 

<Sysname> display ipv6 nd snooping count 

Total number of entries: 5 

# Display the total number of IPv6 ND snooping entries on GigabitEthernet 1/0/1. 

<Sysname> display ipv6 nd snooping count interface gigabitethernet 1/0/1 

Total number of entries on interface: 2 

ipv6 nd snooping enable global 

Use ipv6 nd snooping enable global to enable ND snooping for global unicast addresses. 

Use undo ipv6 nd snooping enable global to disable ND snooping for global unicast addresses. 

Syntax 

ipv6 nd snooping enable global 

undo ipv6 nd snooping enable global 

Default 

ND snooping is disabled for global unicast addresses. 

Views 

VLAN view 

Predefined user roles 

network-admin 

Examples 

# Enable ND snooping for global unicast addresses. 

<Sysname> system-view 

[Sysname] vlan 2 

[Sysname-vlan2] ipv6 nd snooping enable global 

ipv6 nd snooping enable link-local 

Use ipv6 nd snooping enable link-local to enable ND snooping for link-local addresses. 
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Use undo ipv6 nd snooping enable link-local to disable ND snooping for link-local addresses. 

Syntax 

ipv6 nd snooping enable link-local 

undo ipv6 nd snooping enable link-local 

Default 

ND snooping is disabled for link-local addresses. 

Views 

VLAN view 

Predefined user roles 

network-admin 

Examples 

# Enable ND snooping for link-local addresses. 

<Sysname> system-view 

[Sysname] vlan 2 

[Sysname-vlan2] ipv6 nd snooping enable link-local 

ipv6 nd snooping glean source 

Use ipv6 nd snooping glean source to enable ND snooping for data packets from unknown 
sources. 

Use undo ipv6 nd snooping glean source to disable ND snooping for data packets from unknown 
sources. 

Syntax 

ipv6 nd snooping glean source 

undo ipv6 nd snooping glean source 

Default 

ND snooping is disabled for data packets from unknown sources. 

Views 

VLAN view 

Predefined user roles 

network-admin 

Usage guidelines 

This command enables the device to learn ND snooping entries from data packets originated by 
unknown sources. 

For this command to take effect, execute the ipv6 nd snooping enable global command or the 
ipv6 nd snooping enable link-local command. 

Before enabling ND snooping entries learning from data packets for a VLAN, you must configure 
IPv6 source guard on all untrusted interfaces in the same VLAN. This operation ensures correct 
forwarding of the data packets received all these interfaces. 

Examples 

# Enable ND snooping for data packets from unknown sources. 

<Sysname> system-view 

[Sysname] vlan 2 
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[Sysname-vlan2] ipv6 nd snooping glean source 

ipv6 nd snooping max-learning-num 

Use ipv6 nd snooping max-learning-num to set the maximum number of ND snooping entries that 
an interface can learn. 

Use undo ipv6 nd snooping max-learning-num to restore the default. 

Syntax 

ipv6 nd snooping max-learning-num max-number 

undo ipv6 nd snooping max-learning-num 

Default 

The maximum number of ND snooping entries that an interface can learn is 8192. 

Views 

Layer 2 Ethernet interface view 

Layer 2 aggregate interface view 

Predefined user roles 

network-admin 

Parameters 

max-number: Specifies the maximum number of ND snooping entries that an interface can learn. 
The value range for the maximum number is 1 to 8192. 

Examples 

# Allow GigabitEthernet 1/0/1 to learn a maximum of 64 ND snooping entries. 

<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] ipv6 nd snooping max-learning-num 64 

reset ipv6 nd snooping 

Use reset ipv6 nd snooping to clear ND snooping entries. 

Syntax 

reset ipv6 nd snooping { [ vlan vlan-id ] [ global | link-local ] | vlan vlan-id ipv6-address } 

Views 

User view 

Predefined user roles 

network-admin 

Parameters 

ipv6-address: Clears ND snooping entries for the specified IPv6 address. 

vlan vlan-id: Clears ND snooping entries for the specified VLAN. The value range for the VLAN ID 
is 1 to 4094. 

global: Clears ND snooping entries for global unicast addresses. 

link-local: Clears ND snooping entries for link-local addresses. 
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Usage guidelines 

If no option is specified, this command clears all ND snooping entries. 

Examples 

# Clear all ND snooping entries. 

<Sysname> reset ipv6 nd snooping 

New feature: ND attack detection 

Configuring ND attack detection 

About ND attack detection 

ND attack detection checks incoming ND messages for user validity to prevent spoofing attacks. It 
is typically configured on access devices. 

ND attack detection defines the following types of interfaces: 

 ND trusted interface—The device directly forwards ND messages or data packets received 
by ND trusted interfaces. It does not perform user validity check. 

 ND untrusted interface—The device discards RA and redirect messages received by ND 
untrusted interfaces. For other types of ND messages received by the ND untrusted 
interfaces, the device checks the user validity. 

ND attack detection compares the source IPv6 address and the source MAC address in an incoming 
ND message against security entries from other modules. 

 If a match is found, the device verifies the user as legal in the receiving VLAN, and it forwards 
the packet. 

 If no match is found, the device verifies the user as illegal, and it discards the ND message. 

ND attack detection uses the following security entries for user validity check: 

 Static IPv6 source guard binding entries, which are created by using the ipv6 source binding 
command. For information about IPv6 source guard, see "Configuring IP source guard." 

 ND snooping entries. For information about ND snooping, see Layer 3–IP Services 
Configuration Guide. 

 DHCPv6 snooping entries. For information about DHCPv6 snooping, see Layer 3–IP Services 
Configuration Guide. 

Configuration guidelines 

Make sure one or more of the following features are configured to prevent ND untrusted interfaces 
from dropping all received ND messages: 

 IPv6 source guard static bindings. 

To make the bindings effective for ND attack detection, you must specify the vlan vlan-id 
option in the ipv6 source binding command, and enable ND attack detection for the same 
VLAN. 

 DHCPv6 snooping. 

 ND snooping. 

Configuration procedure 

To configure ND attack detection: 
 



93 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter VLAN view. vlan vlan-id N/A 

3. Enable ND attack detection. ipv6 nd detection enable 
By default, ND attack detection is 
disabled. 

4. Return to system view. quit N/A 

5. Enter Layer 2 Ethernet or 
aggregate interface view. 

interface interface-type 
interface-number 

N/A 

6. (Optional.) Configure the 
interface as ND trusted 
interface. 

ipv6 nd detection trust 
By default, all interfaces are ND 
untrusted interfaces. 

 

Displaying and maintaining ND attack detection 

Execute display commands in any view and reset commands in user view. 
 

Task Command 

Display statistics for ND messages 
dropped by ND attack detection. 

display ipv6 nd detection statistics [ interface interface-
type interface-number ] 

Clear ND attack detection statistics. 
reset ipv6 nd detection statistics [ interface interface-type 
interface-number ] 

 

ND attack detection configuration example 

Network requirements 

As shown in Figure 6, configure ND attack detection on Device B to check user validity for ND 
messages from Host A and Host B. 
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Figure 6 Network diagram 

 
 

Configuration procedure 

1. Configure Device A: 

# Create VLAN 10. 

<DeviceA> system-view 

[DeviceA] vlan 10 

[DeviceA-vlan10] quit 

# Configure GigabitEthernet 1/0/3 to trunk VLAN 10. 

[DeviceA] interface gigabitethernet 1/0/3 

[DeviceA-GigabitEthernet1/0/3] port link-type trunk 

[DeviceA-GigabitEthernet1/0/3] port trunk permit vlan 10 

[DeviceA-GigabitEthernet1/0/3] quit 

# Assign IPv6 address 10::1/64 to VLAN-interface 10. 

[DeviceA] interface vlan-interface 10 

[DeviceA-Vlan-interface10] ipv6 address 10::1/64 

[DeviceA-Vlan-interface10] quit 

2. Configure Device B: 

# Create VLAN 10. 

<DeviceB> system-view 

[DeviceB] vlan 10 

[DeviceB-vlan10] quit 

# Configure GigabitEthernet 1/0/1, GigabitEthernet 1/0/2, and GigabitEthernet 1/0/3 to trunk 
VLAN 10. 

[DeviceB] interface gigabitethernet 1/0/1 

[DeviceB-GigabitEthernet1/0/1] port link-type access 

[DeviceB-GigabitEthernet1/0/1] port access vlan 10 

[DeviceB-GigabitEthernet1/0/1] quit 
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[DeviceB] interface gigabitethernet 1/0/2 

[DeviceB-GigabitEthernet1/0/2] port link-type access 

[DeviceB-GigabitEthernet1/0/2] port access vlan 10 

[DeviceB-GigabitEthernet1/0/2] quit 

[DeviceB] interface gigabitethernet 1/0/3 

[DeviceB-GigabitEthernet1/0/3] port link-type trunk 

[DeviceB-GigabitEthernet1/0/3] port trunk permit vlan 10 

[DeviceB-GigabitEthernet1/0/3] quit 

# Enable ND attack detection for VLAN 10. 

[DeviceB] vlan 10 

[DeviceB-vlan10] ipv6 nd detection enable 

# Enable ND snooping for IPv6 global unicast addresses and ND snooping for IPv6 link-local 
addresses in VLAN 10. 

[DeviceB-vlan10] ipv6 nd snooping enable global 

[DeviceB-vlan10] ipv6 nd snooping enable link-local 

[DeviceB-vlan10] quit 

# Configure GigabitEthernet 1/0/3 as ND trusted interface. 

[DeviceB] interface gigabitethernet 1/0/3 

[DeviceB-GigabitEthernet1/0/3] ipv6 nd detection trust 

The configuration allows Device B to inspect all ND messages received by GigabitEthernet 1/0/1 
and GigabitEthernet 1/0/2 based on the ND snooping entries. 

ND attack detection commands 

display ipv6 nd detection statistics 

Use display ipv6 nd detection statistics to display statistics for ND messages dropped by ND 
attack detection. 

Syntax 

display ipv6 nd detection statistics [ interface interface-type interface-number ] 

Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Parameters 

interface interface-type interface-number: Specifies an interface by its type and number. If you do 
not specify an interface, this command displays statistics for ND messages dropped by ND attack 
detection on all interfaces. 

Examples 

# Display statistics for all ND messages dropped by ND attack detection. 

<Sysname> display ipv6 nd detection statistics 

ND packets dropped by ND detection: 

Interface          Packets dropped 

GE1/0/1            78 

GE1/0/2            0 
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GE1/0/3            0 

GE1/0/4            0 

Table 12 Command output 

Field Description 

Interface Input interface of the ND messages. 

Packets dropped Number of ND messages dropped by ND attack detection. 
 

ipv6 nd detection enable 

Use ipv6 nd detection enable to enable ND attack detection. This feature checks the ND message 
validity. 

Use undo ipv6 nd detection enable to disable ND attack detection. 

Syntax 

ipv6 nd detection enable 

undo ipv6 nd detection enable 

Default 

ND attack detection is disabled. 

Views 

VLAN view 

Predefined user roles 

network-admin 

Examples 

# Enable ND attack detection for VLAN 10. 

<Sysname> system-view 

[Sysname] vlan 10 

[Sysname-vlan10] ipv6 nd detection enable 

ipv6 nd detection trust 

Use ipv6 nd detection trust to configure an interface as an ND trusted interface. 

Use undo ipv6 nd detection trust to restore the default. 

Syntax 

ipv6 nd detection trust 

undo ipv6 nd detection trust 

Default 

All interfaces are ND untrusted interfaces. 

Views 

Layer 2 Ethernet interface view 

Layer 2 aggregate interface view 

Predefined user roles 

network-admin 
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Examples 

# Configure GigabitEthernet 1/0/1 as an ND trusted interface. 

<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] ipv6 nd detection trust 

# Configure Bridge-Aggregation 1 as an ND trusted interface. 

<Sysname> system-view 

[Sysname] interface bridge-aggregation 1 

[Sysname-Bridge-Aggregation1] ipv6 nd detection trust 

reset ipv6 nd detection statistics 

Use reset ipv6 nd detection statistics to clear ND attack detection statistics. 

Syntax 

reset ipv6 nd detection statistics [ interface interface-type interface-number ] 

Views 

User view 

Predefined user roles 

network-admin 

Parameters 

interface interface-type interface-number: Specifies an interface by its type and number. If you do 
not specify an interface, this command clears ND attack detection statistics for all interfaces. 

Examples 

# Clear all ND attack detection statistics. 

<Sysname> reset ipv6 nd detection statistics 

New feature: RA guard 

About RA guard 

RA guard allows Layer 2 access devices to analyze and block unwanted and forged RA messages. 

Upon receiving an RA message, the device makes the forwarding or dropping decision based on the 
role of the attached device or the RA guard policy. 

1. If the role of the device attached to the port is router, the device forwards all RA messages 
received on the port. If the role is host, the device directly drops all RA messages received on 
the port. 

2. If no role is set for the port, the device uses the RA guard policy to match the information 
found in the RA message. 

 If the RA message content matches every criterion in the policy, the device forwards the 
message. 

 If the RA message content is not validated, the device drops the message. 
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Specifying the role of the attached device 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter Layer 2 Ethernet or 
aggregate interface view. 

interface interface-type interface-
number 

N/A 

3. Specify the role of the 
device attached to the port. 

ipv6 nd raguard role { host | 
router } 

By default, the role of the device 
attached to the port is not 
specified. 

Make sure your setting is 
consistent with the device type.  

 

Configuring an RA guard policy 

Configure an RA guard policy if you do not specify a role for the attached device or if you want to 
filter the RA messages sent by a router. 

To configure an RA guard policy: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Create an RA guard policy 
and enter its view. 

ipv6 nd raguard policy 
policy-name 

By default, no RA guard policies exist. 

If the policy does not contain match 
criteria, the policy will not take effect 
and the device drops all received RA 
messages. 

3. (Optional.) Specify an ACL 
match criterion. 

if-match acl { ipv6-acl-
number | name ipv6-acl-
name } 

By default, no ACL match criterion 
exists. 

4. (Optional.) Specify a prefix 
match criterion. 

if-match prefix acl { ipv6-
acl-number | name ipv6-acl-
name } 

By default, no prefix match criterion 
exists. 

5. (Optional.) Specify a router 
preference match criterion. 

if-match router-preference 
maximum { high | low | 
medium } 

By default, no router preference match 
criterion exists. 

6. (Optional.) Specify an M 
flag match criterion. 

if-match autoconfig 
managed-address-flag { off 
| on } 

By default, no M flag match criterion 
exists. 

7. (Optional.) Specify an O 
flag match criterion. 

if-match autoconfig other-
flag { off | on } 

By default, no O flag match criterion 
exists. 

8. (Optional.) Specify a 
maximum or minimum hop 
limit match criterion. 

if-match hop-limit 

{ maximum | minimum } 
limit 

By default, no hop limit match criterion 
exists. 

9. Quit RA guard policy view. quit N/A 

10. Enter VLAN view. vlan vlan-number N/A 

11. Apply an RA guard policy to 
the VLAN. 

ipv6 nd raguard apply 
policy [ policy-name ] 

By default, no RA guard policy is 
applied to the VLAN. 
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Enabling the RA guard logging feature 

This feature allows a device to generate logs when it detects forged RA messages. Each log records 
the following information: 

 Name of the interface that received the forged RA message. 

 Source IP address of the forged RA message. 

 Number of RA messages dropped on the interface. 

The RA guard logging feature sends the log messages to the information center. The information 
center can then output log messages from different source modules to different destinations. For 
more information about the information center, see Network Management and Monitoring 
Configuration Guide. 

To enable the RA guard logging feature: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enable the RA guard 
logging feature. 

ipv6 nd raguard log enable 
By default, the RA guard logging 
feature is disabled. 

 

Displaying and maintaining RA guard 

Execute display commands in any view. 
 

Task Command 

Display the RA guard policy 
configuration. 

display ipv6 nd raguard policy [ policy-name ] 

Display RA guard statistics. 
display ipv6 nd raguard statistics [ interface interface-type 
interface-number ] 

Clear RA guard statistics. 
reset ipv6 nd raguard statistics [ interface interface-type 
interface-number ] 

 

RA guard configuration example 

Network requirements 

As shown in Figure 7, GigabitEthernet 1/0/1, GigabitEthernet 1/0/2, and GigabitEthernet 1/0/3 of 
Device B are in VLAN 10. 

Configure RA guard on Device B to filter forged and unwanted RA messages. 

 Configure an RA policy in VLAN 10 for GigabitEthernet 1/0/2 to filter all RA messages 
received from the unknown device. 

 Specify host as the role of the host. All RA messages received on GigabitEthernet 1/0/1 are 
dropped. 

 Specify router as the role of the Device A. All RA messages received on GigabitEthernet 
1/0/3 are forwarded. 



100 

Figure 7 Network diagram 

 
 

Configuration procedure 

# Create an RA guard policy named policy1. 

<DeviceB> system-view 

[DeviceB] ipv6 nd raguard policy policy1 

# Set the maximum router preference to high for the RA guard policy. 

[DeviceB-raguard-policy-policy1] if-match router-preference maximum high 

# Specify on as the M flag match criterion for the RA guard policy. 

[DeviceB-raguard-policy-policy1] if-match autoconfig managed-address-flag on 

# Specify on as the O flag match criterion for the RA guard policy. 

[DeviceB-raguard-policy-policy1] if-match autoconfig other-flag on 

# Set the maximum advertised hop limit to 120 for the RA guard policy. 

[DeviceB-raguard-policy-policy1] if-match hop-limit maximum 120 

# Set the minimum advertised hop limit to 100 for the RA guard policy. 

[DeviceB-raguard-policy-policy1] if-match hop-limit minimum 100 

[DeviceB-raguard-policy-policy1] quit 

# Assign GigabitEthernet 1/0/1 and GigabitEthernet 1/0/2 to VLAN 10. 

[DeviceB] interface gigabitethernet 1/0/1 

[DeviceB-GigabitEthernet1/0/1] port link-type access 

[DeviceB-GigabitEthernet1/0/1] port access vlan 10 

[DeviceB-GigabitEthernet1/0/1] quit 

[DeviceB] interface gigabitethernet 1/0/2 

[DeviceB-GigabitEthernet1/0/2] port link-type access 

[DeviceB-GigabitEthernet1/0/2] port access vlan 10 

[DeviceB-GigabitEthernet1/0/2] quit 

# Configure GigabitEthernet 1/0/3 to trunk VLAN 10. 

[DeviceB] interface gigabitethernet 1/0/3 

[DeviceB-GigabitEthernet1/0/3] port link-type trunk 

[DeviceB-GigabitEthernet1/0/3] port trunk permit vlan 10 

[DeviceB-GigabitEthernet1/0/3] quit 

# Apply the RA guard policy policy1 to VLAN 10. 

[DeviceB] vlan 10  

[DeviceB-vlan10] ipv6 nd raguard apply policy policy1 

[DeviceB-vlan10] quit 

Device A

Device B

Device CHost 

VLAN 10

GE1/0/1 GE1/0/2

GE1/0/3
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# Specify host as the role of the device attached to GigabitEthernet 1/0/1. 

[DeviceB] interface gigabitethernet 1/0/1 

[DeviceB-GigabitEthernet1/0/1] ipv6 nd raguard role host 

[DeviceB-GigabitEthernet1/0/1] quit 

# Specify router as the role of the device attached to GigabitEthernet 1/0/3. 

[DeviceB] interface gigabitethernet 1/0/3 

[DeviceB-GigabitEthernet1/0/3] ipv6 nd raguard role router 

[DeviceB-GigabitEthernet1/0/3] quit 

Verifying the configuration 

# Verify that the device forwards or drops RA messages received on GigabitEthernet 1/0/2 based on 
the RA guard policy. (Details not shown.) 

# Verify that the device drops RA messages received on GigabitEthernet 1/0/1. (Details not shown.) 

# Verify that the device forwards RA messages received on GigabitEthernet 1/0/3 to other ports in 
VLAN 10. (Details not shown.) 

RA guard commands 

display ipv6 nd raguard policy 

Use display ipv6 nd raguard policy to display the RA guard policy configuration. 

Syntax 

display ipv6 nd raguard policy [ policy-name ] 

Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Parameters 

policy-name: Specifies an RA guard policy by its name. The policy name is a case-sensitive string 
of 1 to 31 characters. If you do not specify a policy, this command displays the configuration of all 
RA guard policies. 

Examples 

# Display the configuration of all RA guard policies. 

<Sysname> display ipv6 nd raguard policy 

Total number of policies: 2 

RA Guard policy: policy1 

  if-match ACL 2001 

  if-match autoconfig managed-address-flag on 

  if-match autoconfig other-flag off 

  if-match hop-limit maximum 128 

  if-match hop-limit minimum 100 

  if-match prefix ACL name aa 

  if-match router-preference medium 

  applied to VLAN 1-3 7 

RA Guard policy: policy2 
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  if-match ACL name zdd 

  if-match prefix ACL 2200 

Table 13 Command output 

Field Description 

RA Guard policy Name of the RA guard policy. 

if-match ACL Number of the ACL in the ACL match criterion. 

if-match ACL name Name of the ACL in ACL match criterion. 

if-match autoconfig managed-
address-flag 

Match criterion of the advertised M flag: 

 on—The value of the advertised M flag is 1. 

 off—The value of the advertised M flag is 0. 

if-match autoconfig other-flag 

Match criterion of the advertised O flag: 

 on—The value of the advertised O flag is 1. 

 off—The value of the advertised O flag is 0. 

if-match hop-limit maximum The maximum advertised hop limit match criterion. 

if-match hop-limit minimum The minimum advertised hop limit match criterion. 

if-match prefix ACL Number of the ACL used to identify the prefix match criterion. 

if-match prefix ACL name Name of the ACL used to identify the prefix match criterion. 

applied to VLAN ID of the VLAN to which the RA guard policy is applied. 
 

Related commands 

ipv6 nd raguard policy 

display ipv6 nd raguard statistics 

Use display ipv6 nd raguard statistics to display RA guard statistics. 

Syntax 

display ipv6 nd raguard statistics [ interface interface-type interface-number ] 

Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Parameters 

interface interface-type interface-number: Specifies an interface by its type and number. If you do 
not specify an interface, this command displays RA guard statistics for all interfaces. 

Examples 

# Display RA guard statistics. 

<Sysname> display ipv6 nd raguard statistics 

RA messages dropped by RA guard: 

Interface     Dropped 

GE1/0/1       78 

GE1/0/2       0 

GE1/0/3       32 
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GE1/0/4       0 

Table 14 Command output 

Field Description 

Interface Receiving interface of the RA messages. 

Dropped Number of RA messages dropped on the interface. 
 

Related commands 

reset ipv6 nd raguard statistics 

if-match acl 

Use if-match acl to specify an ACL match criterion. 

Use undo if-match acl to delete the ACL match criterion. 

Syntax 

if-match acl { ipv6-acl-number | name ipv6-acl-name } 

undo if-match acl 

Default 

No ACL match criterion exists. 

Views 

RA guard policy view 

Predefined user roles 

network-admin 

Parameters 

ipv6-acl-number: Specifies an IPv6 basic ACL by its number in the range of 2000 to 2999. 

name ipv6-acl-name: Specifies an IPv6 basic ACL by its name, a case-insensitive string of 1 to 63 
characters. The name must start with an English letter. To avoid confusion, the name cannot be all. 

Usage guidelines 

RA guard uses the ACL match criterion to match the IP address of the RA message sender. If the 
sender IP address matches a permit rule, the message passes the check. 

If the specified ACL does not exist or does not contain a rule, the ACL match criterion does not take 
effect. 

Examples 

# Use IPv6 basic ACL 2001 as the ACL match criterion for the RA guard policy policy1. 

<Sysname> system-view 

[Sysname] ipv6 nd raguard policy policy1 

[Sysname-raguard-policy-policy1] if-match acl 2001 

if-match autoconfig managed-address-flag 

Use if-match autoconfig managed-address-flag to specify an M flag match criterion. 

Use undo if-match autoconfig managed-address-flag to delete the M flag match criterion. 
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Syntax 

if-match autoconfig managed-address-flag { off | on } 

undo if-match autoconfig managed-address-flag 

Default 

No M flag match criterion exists. 

Views 

RA guard policy view 

Predefined user roles 

network-admin 

Parameters 

off: Specifies the advertised M flag as 0 

on: Specifies the advertised M flag as 1. 

Usage guidelines 

The M flag in an RA message determines whether a receiving host uses stateful autoconfiguration 
to obtain an IPv6 address. 

 If the M flag is set to 1, the host uses stateful autoconfiguration, for example, uses a DHCPv6 
server. 

 If the M flag is set to 0, the host uses stateless autoconfiguration. In stateless 
autoconfiguration, the host generates an IPv6 address according to its link-layer address and 
the prefix information in the RA message. 

Examples 

# Specify on as the M flag match criterion for the RA guard policy policy1. 

<Sysname> system-view 

[Sysname] ipv6 nd raguard policy policy1 

[Sysname-raguard-policy-policy1] if-match autoconfig managed-address-flag on 

if-match autoconfig other-flag 

Use if-match autoconfig other-flag to specify an O flag match criterion. 

Use undo if-match autoconfig other-flag to delete the O flag match criterion. 

Syntax 

if-match autoconfig other-flag { off | on } 

undo if-match autoconfig other-flag 

Default 

No O flag match criterion exists. 

Views 

RA guard policy view 

Predefined user roles 

network-admin 

Parameters 

off: Specifies the advertised O flag as 0. 

on: Specifies the advertised O flag as 1. 
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Usage guidelines 

The O flag in an RA message determines whether a receiving host uses stateful autoconfiguration 
to obtain configuration information other than IPv6 address. 

 If the O flag is set to 1, the host uses stateful autoconfiguration, for example, uses a DHCPv6 
server. 

 If the O flag is set to 0, the host uses stateless autoconfiguration. 

Examples 

# Specify on as the M flag match criterion for the RA guard policy policy1. 

<Sysname> system-view 

[Sysname] ipv6 nd raguard policy policy1 

[Sysname-raguard-policy-policy1] if-match autoconfig other-flag on 

if-match hop-limit 

Use if-match hop-limit to specify a maximum or minimum hop limit match criterion. 

Use undo if-match hop-limit to delete the maximum or minimum hop limit match criterion. 

Syntax 

if-match hop-limit { maximum | minimum } limit 

undo if-match hop-limit { maximum | minimum } 

Default 

No maximum or minimum hop limit match criterion exists. 

Views 

RA guard policy view 

Predefined user roles 

network-admin 

Parameters 

maximum: Specifies the maximum advertised hop limit. An RA message passes the check if its 
current hop limit is not higher than the maximum advertised hop limit. 

minimum: Specifies the minimum advertised hop limit. An RA message passes the check if its 
current hop limit is not less than the minimum advertised hop limit. 

limit: Specifies the advertised hop limit in the range of 1 to 255. 

Usage guidelines 

If a hop limit match criterion is set, and the RA message's current hop limit is 0, the message will be 
dropped. 

Examples 

# Set the maximum hop limit match criterion to 128 for the RA guard policy policy1. 

<Sysname> system-view 

[Sysname] ipv6 nd raguard policy policy1 

[Sysname-raguard-policy-policy1] if-match hop-limit maximum 128 

if-match prefix 

Use if-match prefix to specify a prefix match criterion. 

Use undo if-match prefix to delete the prefix match criterion. 
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Syntax 

if-match prefix acl { ipv6-acl-number | name ipv6-acl-name } 

undo if-match prefix acl 

Default 

No prefix match criterion exists. 

Views 

RA guard policy view 

Predefined user roles 

network-admin 

Parameters 

ipv6-acl-number: Specifies an IPv6 basic ACL by its number in the range of 2000 to 2999. 

name ipv6-acl-name: Specifies an IPv6 basic ACL by its name, a case-insensitive string of 1 to 63 
characters. The name must start with an English letter. To avoid confusion, the name cannot be all. 

Usage guidelines 

An RA message passes the check if the advertised prefixes in the message match the prefixes set 
by the ACL. 

If the specified ACL does not exist or does not contain a rule, the prefix match criterion does not take 
effect. 

Examples 

# Use IPv6 basic ACL 2000 as the prefix match criterion for the RA guard policy policy1. 

<Sysname> system-view 

[Sysname] acl ipv6 basic 2000 

[Sysname-acl-ipv6-basic-2000] rule permit source 1001:: 64 

[Sysname-acl-ipv6-basic-2000] rule permit source 3124:1123:: 64 

[Sysname-acl-ipv6-basic-2000] rule deny source any 

[Sysname-acl-ipv6-basic-2000] quit 

[Sysname] ipv6 nd raguard policy policy1 

[Sysname-raguard-policy-policy1] if-match prefix acl 2000 

if-match router-preference 

Use if-match router-preference maximum to specify a router preference match criterion. 

Use undo if-match router-preference maximum to delete the router preference match criterion. 

Syntax 

if-match router-preference maximum { high | low | medium } 

undo if-match router-preference maximum 

Default 

No router preference match criterion exists. 

Views 

RA guard policy view 

Predefined user roles 

network-admin 
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Parameters 

high: Sets the maximum router preference to high. An RA message passes the check if its router 
preference is not higher than high. 

low: Sets the maximum router preference to low. An RA message passes the check if its router 
preference is not higher than low. 

medium: Sets the maximum router preference to medium. An RA message passes the check if its 
router preference is not higher than medium. 

Usage guidelines 

A host selects a router as the default gateway according to the router preference in received RA 
messages. If router preferences are the same, the host selects the default router from which the first 
RA message is received. 

An RA message will not pass the router preference check if the message does not have a preference 
value. This RA message will be dropped. 

Examples 

# Specify medium as the router preference match criterion for the RA guard policy policy1. 

<Sysname> system-view 

[Sysname] ipv6 nd raguard policy policy1 

[Sysname-raguard-policy-policy1] if-match router-preference maximum medium 

ipv6 nd raguard apply policy 

Use ipv6 nd raguard apply policy to apply an RA guard policy to a VLAN. 

Use undo ipv6 nd raguard apply policy to remove the RA guard policy from a VLAN. 

Syntax 

ipv6 nd raguard apply policy [ policy-name ] 

undo ipv6 nd raguard apply policy 

Default 

No RA guard policy is applied to a VLAN. 

Views 

VLAN view 

Predefined user roles 

network-admin 

Parameters 

policy-name: Specifies an RA guard policy by its name, a case-sensitive string of 1 to 31 characters. 
If you do not specify a policy, RA guard blocks RA messages on all ports in the VLAN except ports 
that are defined to be connected to routers. 

Usage guidelines 

If an RA message has multiple VLAN tags, RA guard uses the outermost VLAN tag to select the 
applied RA guard policy. 

If the specified RA guard policy does not exist, the command does not take effect. 

Examples 

# Apply the RA guard policy policy1 to VLAN 100. 

<Sysname> system-view 

[Sysname] vlan 100 
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[Sysname-vlan100] ipv6 nd raguard apply policy policy1 

Related commands 

ipv6 nd raguard policy 

ipv6 nd raguard log enable 

Use ipv6 nd raguard log enable to enable the RA guard logging feature. 

Use undo ipv6 nd raguard log enable to disable the RA guard logging feature. 

Syntax 

ipv6 nd raguard log enable 

undo ipv6 nd raguard log enable 

Default 

The RA guard logging feature is disabled. 

Views 

System view 

Predefined user roles 

network-admin 

Usage guidelines 

This feature allows a device to generate logs when it detects forged RA messages. Each log records 
the following information: 

 Name of the interface that received the forged RA message. 

 Source IP address of the forged RA message. 

 Number of RA messages dropped on the interface. 

The RA guard logging feature sends the log messages to the information center. The information 
center can then output log messages from different source modules to different destinations. For 
more information about the information center, see Network Management and Monitoring 
Configuration Guide. 

Examples 

# Enable the RA guard logging feature. 

<Sysname> system-view 

[Sysname] ipv6 nd raguard log enable 

ipv6 nd raguard policy 

Use ipv6 nd raguard policy to create an RA guard policy and enter its view, or enter the view of an 
existing RA guard policy. 

Use undo ipv6 nd raguard policy to delete an RA guard policy. 

Syntax 

ipv6 nd raguard policy policy-name 

undo ipv6 nd raguard policy policy-name 

Default 

No RA guard policies exist. 
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Views 

System view 

Predefined user roles 

network-admin 

Parameters 

policy-name: Assigns a name to the RA guard policy. The name is a case-sensitive string of 1 to 31 
characters. 

Examples 

# Create RA guard policy policy1 and enter its view. 

<Sysname> system-view 

[Sysname] ipv6 nd raguard policy policy1 

[Sysname-raguard-policy-policy1] 

Related commands 

display ipv6 nd raguard policy 

ipv6 nd raguard apply policy 

ipv6 nd raguard role 

Use ipv6 nd raguard role to specify the role of the device attached to the port. 

Use undo ipv6 nd raguard role to remove the role of the device attached to the port. 

Syntax 

ipv6 nd raguard role { host | router } 

undo ipv6 nd raguard role 

Default 

No role is specified for the device attached to the port. 

Views 

Layer 2 Ethernet interface view 

Layer 2 aggregate interface view 

Predefined user roles 

network-admin 

Parameters 

host: Specifies the host role. The port attached to a host drops all received RA messages. 

router: Specifies the router role. The port attached to a router forwards all received RA messages. 

Usage guidelines 

Make sure your setting is consistent with the device type. If you are not aware of the attached device 
type, do not specify a role for the device. 

Examples 

# Specify host as the role for the device attached to GigabitEthernet 1/0/1. 

<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] ipv6 nd raguard role host 



110 

reset ipv6 nd raguard statistics 

Use reset ipv6 nd raguard statistics to clear RA guard statistics. 

Syntax 

reset ipv6 nd raguard statistics [ interface interface-type interface-number ] 

Views 

User view 

Predefined user roles 

network-admin 

Parameters 

interface interface-type interface-number: Specifies an interface by its type and number. If you do 
not specify an interface, this command clears RA guard statistics for all interfaces. 

Examples 

# Clear RA guard statistics. 

<Sysname> reset ipv6 nd raguard statistics 

Related commands 

display ipv6 nd raguard statistics 

Modified feature: Specifying RADIUS servers 

Feature change description 

This release has the following changes: 

 The test-profile profile-name option was added to the primary authentication and secondary 
authentication commands in RADIUS scheme view. Use this option to specify a test profile for 
RADIUS server status detection. 

 The weight weight-value option was added to the following commands in RADIUS scheme 
view: 

 primary accounting. 

 primary authentication. 

 secondary accounting. 

 secondary authentication. 

Use this option to specify the weight value of a RADIUS server for the RADIUS server load 
sharing feature. 

Command changes 

Modified command: primary accounting 

Old syntax 

primary accounting { host-name | ipv4-address | ipv6 ipv6-address } [ port-number | key { cipher 
| simple } string | vpn-instance vpn-instance-name ] * 

New syntax 

primary accounting { host-name | ipv4-address | ipv6 ipv6-address } [ port-number | key { cipher 
| simple } string | vpn-instance vpn-instance-name | weight weight-value ] * 
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Views 

RADIUS scheme view 

Change description 

The weight weight-value option was added to this command. 

Modified command: primary authentication 

Old syntax 

primary authentication { host-name | ipv4-address | ipv6 ipv6-address } [ port-number | key 
{ cipher | simple } string | vpn-instance vpn-instance-name ] * 

New syntax 

primary authentication { host-name | ipv4-address | ipv6 ipv6-address } [ port-number | key 
{ cipher | simple } string | test-profile profile-name | vpn-instance vpn-instance-name | weight 
weight-value ] * 

Views 

RADIUS scheme view 

Change description 

The test-profile profile-name and weight weight-value options were added to this command. 

Modified command: secondary accounting 

Old syntax 

secondary accounting { host-name | ipv4-address | ipv6 ipv6-address } [ port-number | key 
{ cipher | simple } string | vpn-instance vpn-instance-name ] * 

New syntax 

secondary accounting { host-name | ipv4-address | ipv6 ipv6-address } [ port-number | key 
{ cipher | simple } string | vpn-instance vpn-instance-name | weight weight-value ] * 

Views 

RADIUS scheme view 

Change description 

The weight weight-value option was added to this command. 

Modified command: secondary authentication 

Old syntax 

secondary authentication { host-name | ipv4-address | ipv6 ipv6-address } [ port-number | key 
{ cipher | simple } string | vpn-instance vpn-instance-name ] * 

New syntax 

secondary authentication { host-name | ipv4-address | ipv6 ipv6-address } [ port-number | key 
{ cipher | simple } string | test-profile profile-name | vpn-instance vpn-instance-name | weight 
weight-value ] * 

Views 

RADIUS scheme view 
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Change description 

The test-profile profile-name and weight weight-value options were added to this command. 

Modified feature: Maximum number of secure MAC 
addresses on a port for port security 

Feature change description 

The maximum number of secure MAC addresses that port security allows on a port was changed. 

Command changes 

Modified command: port-security max-mac-count 

Syntax 

port-security max-mac-count max-count 

undo port-security max-mac-count max-count 

Views 

Ethernet interface view 

Change description 

Before modification: The value range for the max-count argument is 1 to 2048. 

After modification: The value range for the max-count argument is 1 to 2147483647. 
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Release 1118P02 

This release has the following changes: 

 New feature: MACsec 

New feature: MACsec 

Overview 

Media Access Control Security (MACsec) secures data communication on IEEE 802 LANs. MACsec 
provides services such as data encryption, frame integrity check, and data origin validation for 
frames on the MAC sublayer of the Data Link Layer. 

Basic concepts 

CA 

Connectivity association (CA) is a group of participants that use the same key and key algorithm. 
The encryption key used by the CA participants is called a connectivity association key (CAK). The 
following types of CAKs are available:  

 Pairwise CAK—Used by CAs that have two participants. 

 Group CAK—Used by CAs that have more than two participants. 

The pairwise CAK is used most often because MACsec is typically applied to point-to-point networks.  

A CAK can be an encryption key generated during 802.1X authentication or a user-configured 
preshared key. The user-configured preshared key takes precedence over the 802.1X-generated 
key. 

SA 

Secure association (SA) is an agreement negotiated by CA participants. The agreement includes a 
cipher suite and keys for integrity check. 

A secure channel can contain more than one SA. Each SA uses a unique secure association key 
(SAK). The SAK is generated from the CAK, and MACsec uses the SAK to encrypt data transmitted 
along the secure channel. 

MACsec Key Agreement (MKA) limits the number of packets that can be encrypted by an SAK. When 
the limit is exceeded, the SAK will be refreshed. For example, when packets with the minimum size 
are sent on a 10-Gbps link, an SAK rekey occurs about every 300 seconds. 

MACsec services 

MACsec provides the following services: 

 Data encryption—Enables a port to encrypt outbound frames and decrypt MACsec-
encrypted inbound frames. 

 Integrity check—Performs integrity check when the device receives a MACsec-encrypted 
frame. The integrity check uses the following process: 

a. Uses a key negotiated by MKA to calculate an integrity check value (ICV) for the frame. 

b. Compares the calculated ICV with the ICV in the frame trailer. 

 If the ICVs are the same, the device verifies the frame as legal. 
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 If the ICVs are different, the device determines whether to drop the frame based on 
the validation mode. 

 MACsec replay protection—When MACsec frames are transmitted over the network, frame 
disorder might occur. MACsec replay protection allows the device to accept the out-of-order 
packets within the replay protection window size and drop other out-of-order packets. 

MACsec applications 

MACsec supports the following application modes: 

 Client-oriented mode—Secures data transmission between the client and the access 
device. In this mode, the authentication server generates and distributes the CAK-related 
parameters to the client and the access device. In this mode, MACsec must operate with 
802.1X authentication. 

Figure 8 Client-oriented mode 

 
 

 NOTE: 

In client-oriented mode, an MKA-enabled port on the access device must perform port-based 
802.1X access control. The authentication method must be EAP relay. 

 

 Device-oriented mode—Secures data transmission between devices. In this mode, the 
devices do not perform identity authentication, and the same preshared key must be 
configured on the MACsec ports that connect the devices. The devices use the configured 
preshared key as the CAK. 

Figure 9 Device-oriented mode 

 
 

MACsec operating mechanism 

Operating mechanism for client-oriented mode 

Figure 10 illustrates how MACsec operates in client-oriented mode. 

Authentication serverClient Device

Device BDevice A
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Figure 10 MACsec interactive process in client-oriented mode 

 
 

The following shows the MACsec process: 

1. After the client passes 802.1X authentication, the RADIUS server distributes the generated 
CAK-related parameters to the client and the access device. 

2. After receiving the CAK, the client and the access device exchange EAPOL-MKA packets. 

The client and the access device exchange the MACsec capability and required parameters 
for session establishment. The parameters include MKA key server priority and MACsec 
desire. 

During the negotiation process, the access device automatically becomes the key server. The 
key server generates an SAK from the CAK for packet encryption, and it distributes the SAK 
to the client. 

3. The client and the access device use the SAK to encrypt packets, and they send and receive 
the encrypted packets in secure channels. 

4. When the access device receives a logoff request from the client, it immediately removes the 
associated secure session from the port. The remove operation prevents an unauthorized 
client from using the secure session established by the previous authorized client to access 
the network. 

The MKA protocol also defines a session keepalive timer. If one participant does not receive any 
MKA packets from the peer after the timer expires, the participant removes the established secure 
session. The keepalive time is 6 seconds. 
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Operating mechanism for device-oriented mode 

As shown in Figure 11, the devices use the configured preshared keys to start the session negotiation. 

In this mode, the session negotiation, secure communication, and session termination processes 
are the same as the processes in client-oriented mode. However, MACsec performs a key server 
selection in this mode. The port with higher MKA key server priority becomes the key server, which 
is responsible for the generation and distribution of SAKs. 

Figure 11 MACsec interactive process in device-oriented mode 

 
 

Protocols and standards 

 IEEE 802.1X-2010, Port-Based Network Access Control 

 IEEE 802.1X-2006, Media Access Control (MAC) Security 

Feature and hardware compatibility 

MACsec configuration task list 

 IMPORTANT: 

MKA cannot be enabled on MACsec-incapable interfaces. In this switch series, the following 
interfaces are MACsec-capable: 

 The leftmost eight interfaces (GigabitEthernet x/0/1 through GigabitEthernet x/0/8) on each 
switch.  

 The interfaces on LSWM2XGT2PM(JH156A) and LSWM2SP2PM(JH157A) interface modules 
installed on switch models except HPE 5510 24G SFP 4SFP+ HI 1-slot Switch (JH149A). The 
interface modules do not support hot swapping if MKA is enabled on such interfaces.  

 

In device-oriented mode, the MACsec configuration takes effect on Layer 2 and Layer 3 Ethernet 
ports. In client-oriented mode, the MACsec configuration takes effect only on 802.1X-enabled ports. 

To configure MACsec, perform the following tasks: 
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(Required.) Enabling MKA N/A 
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Tasks at a glance Remarks 

(Optional.) Enabling MACsec desire N/A 

(Optional.) Configuring a preshared key 
This task is required in device-
oriented mode. 

(Optional.) Configuring the MKA key server priority N/A 

(Optional.) Use one of the following methods to configure MACsec 
protection parameters: 

 Configuring MACsec protection parameters in interface view: 

 Configuring the MACsec confidentiality offset 

 Configuring MACsec replay protection 

 Configuring the MACsec validation mode 

 Configuring MACsec protection parameters by MKA policy: 

 Configuring an MKA policy 

 Applying an MKA policy 

N/A 

 

Enabling MKA 

MKA establishes and manages MACsec secure channels on a port. It also negotiates keys used by 
MACsec. 

You cannot enable MKA on a MACsec-incapable port. 

To enable MKA: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter interface view. 
interface interface-type interface-
number 

N/A 

3. Enable MKA. mka enable 
By default, MKA is disabled on 
the port. 

 

Enabling MACsec desire 

The MACsec desire feature expects MACsec protection for outbound frames. The key server 
determines whether MACsec protects the outbound frames. 

MACsec protects the outbound frames of a port when the following requirements are met: 

 The key server is MACsec capable. 

 Both the local participant and its peer are MACsec capable. 

 A minimum of one participant is enabled with MACsec desire. 

To enable MACsec desire: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter interface view. 
interface interface-type interface-
number 

N/A 
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Step Command Remarks 

3. Enable MACsec desire. macsec desire 
By default, the port does not 
expect MACsec protection for 
outbound frames. 

 

Configuring a preshared key 

In device-oriented mode, configure a preshared key as the CAK to be used during MKA negotiation. 
To successfully establish an MKA session between two devices, make sure the connected MACsec 
ports are configured with the same preshared key. 

A user-configured preshared key has higher priority than the 802.1X-generated CAK. To ensure a 
successful MKA session establishment, do not configure a preshared key in client-oriented mode. 

To configure a preshared key: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter interface view. 
interface interface-type interface-
number 

N/A 

3. Configure a preshared key. 
mka psk ckn name cak simple 
value 

By default, no MKA preshared 
key exists on the port. 

The MACsec cipher suite 
supported by HPE devices 
requires that the CKN and CAK 
each must be 32 characters long. 
If the configured CKN or CAK is 
not 32 characters long, the 
system performs the following 
operations when it runs the 
cipher suite: 

 Automatically increases the 
length of the CKN or CAK by 
zero padding if the CKN or 
CAK contains less than 32 
characters. 

 Uses only the first 32 
characters if the CKN or 
CAK contains more than 32 
characters. 

 

Configuring the MKA key server priority 

Configure an MKA key server priority for key server selection. The lower the priority value, the higher 
the priority. 

In client-oriented mode, the access device port automatically becomes the key server. You do not 
have to configure the MKA key server priority. 

In device-oriented mode, the port that has higher priority becomes the key server. If a port and its 
peers have the same priority, MACsec compares the secure channel identifier (SCI) values on the 
ports. The port with the lowest SCI value (a combination of MAC address and port ID) becomes the 
key server. 

A port with priority 255 cannot become the key server. For a successful key server selection, make 
sure a minimum of one participant's key server priority is not 255. 
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To configure the MKA key server priority: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter interface view. 
interface interface-type interface-
number 

N/A 

3. Configure the MKA key 
server priority. 

mka priority priority-value The default setting is 0. 

 

Configuring MACsec protection parameters in interface view 

If you configure a parameter in interface view after applying an MKA policy, the configuration in 
interface view overwrites the configuration of the parameter in the MKA policy. Your configuration 
also removes the MKA policy application from the port. However, other parameter settings of the 
MKA policy are effective on the port. 

If the parameter value in interface view is the same as the value in the MKA policy, your configuration 
does not take effect. The policy remains active on the port. 

Configuring the MACsec confidentiality offset 

The MACsec confidentiality offset specifies the number of bytes starting from the frame header. 
MACsec encrypts only the bytes after the offset in a frame. 

MACsec uses the confidentiality offset propagated by the key server. 

To configure the MACsec confidentiality offset: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter interface view. 
interface interface-type interface-
number 

N/A 

3. Configure the MACsec 
confidentiality offset. 

macsec confidentiality-offset 
offset-value 

The default setting is 0, and the 
entire frame needs to be 
encrypted. 

The offset value can be 0, 30, or 
50. 

 

Configuring MACsec replay protection 

The MACsec replay protection feature allows a MACsec port to accept a number of out-of-order or 
repeated inbound frames. The configured replay protection window size is effective only when 
MACsec replay protection is enabled. 

To configure MACsec replay protection: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter interface view. 
interface interface-type interface-
number 

N/A 

3. Enable MACsec replay macsec replay-protection By default, MACsec replay 
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Step Command Remarks 

protection. enable protection is enabled on the port. 

4. Set the MACsec replay 
protection window size. 

macsec replay-protection 
window-size size-value 

The default setting is 0, and 
frames are accepted only in the 
correct order. 

 

Configuring the MACsec validation mode 

The MACsec validation allows a port to perform integrity check based on the following validation 
modes:  

 check—Performs validation only, and does not drop illegal frames. 

 disabled—Does not perform validation. 

 strict—Performs validation, and drops illegal frames. 

In the current software version, only the strict mode is supported.  

To configure the MACsec validation mode: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter interface view. 
interface interface-type interface-
number 

N/A 

3. Configure the MACsec 
validation mode. 

macsec validation mode 
{ check | disabled | strict } 

In the current software version, 
only the strict mode is 
supported.  

 

Configuring MACsec protection parameters by MKA policy 

Configuring an MKA policy 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Create an MKA policy, and 
enter MKA policy view. 

mka policy policy-name 

By default, an MKA policy named 
default-policy exists. 

The settings for parameters in the 
default policy are the same as the 
default settings for the 
parameters on a port. 

You cannot delete or modify the 
default MKA policy. 

You can create multiple MKA 
policies. 

3. (Optional.) Configure the 
MACsec confidentiality 
offset. 

macsec confidentiality-offset 
offset-value 

The default setting is 0. 

MACsec uses the confidentiality 
offset propagated by the key 
server. 

4. (Optional.) Configure 
MACsec replay protection. 

a Enable MACsec replay 
protection: 
replay-protection enable 

By default, MACsec replay 
protection is enabled. 
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Step Command Remarks 

b Set the replay protection 
window size: 
replay-protection window-
size size-value 

The default replay protection 
window size is 0. Frames are 
accepted only in the correct 
order. 

5. Configure the MACsec 
validation mode. 

validation mode { check | 
disabled | strict } 

In the current software version, 
only the strict mode is 
supported.  

 

Applying an MKA policy 

MKA policy provides a centralized method to configure MACsec confidentiality offset, replay 
protection, and validation mode. An MKA policy can be applied to a port or multiple ports. When you 
apply an MKA policy to a port, follow these restrictions and guidelines: 

 The MACsec parameter settings configured in the MKA policy overwrite the MACsec 
parameters previously configured on the port. 

 Any modifications to the MKA policy take effect immediately. 

 When you remove an MKA policy application from the port, the MACsec parameter settings 
on the port restore to the default. 

 When you apply a nonexistent MKA policy to the port, the port automatically uses the default 
MKA policy. If you create the policy, the policy will be automatically applied to the port. 

To apply an MKA policy to a port: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enter interface view. 
interface interface-type interface-
number 

N/A 

3. Apply an MKA policy. mka apply policy policy-name 
By default, no MKA policy is 
applied to the port. 

 

Displaying and maintaining MACsec 

Execute display commands in any view and reset commands in user view. 
 

Task Command 

Display MACsec information on ports. 
display macsec [ interface interface-type interface-
number ] [ verbose ] 

Display MKA session information. 
display mka session [ interface interface-type 
interface-number | local-sci sci-id ] [ verbose ] 

Display MKA policy information. 
display mka { default-policy | policy [ name policy-
name ] } 

Display MKA statistics on ports. 
display mka statistics [ interface interface-type 
interface-number ] 

Reset MKA sessions on ports. 
reset mka session [ interface interface-type interface-
number ] 

Clear MKA statistics on ports. 
reset mka statistics [ interface interface-type 
interface-number ] 
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MACsec configuration examples 

Client-oriented MACsec configuration example 

Network requirements 

As shown in Figure 12, the host accesses the network through GigabitEthernet 1/0/1. The device 
performs RADIUS-based 802.1X authentication for the host to control user access to the Internet.  

To ensure secure communication between the host and device, perform the following tasks on the 
device: 

 Enable MACsec desire, and configure MKA to negotiate SAKs for packet encryption. 

 Set the MACsec confidentiality offset to 30 bytes. 

 Enable MACsec replay protection, and set the replay protection window size to 100. 

 Set the MACsec validation mode to strict. 

Figure 12 Network diagram 

 
 

Configuration procedure 

1. Configure the RADIUS server to provide authentication, authorization, and accounting 
services. Add a user account for the host. (Details not shown.) 

2. Configure IP addresses for the Ethernet ports. (Details not shown.) 

3. Configure AAA: 

# Enter system view. 

<Device> system-view 

# Configure RADIUS scheme radius1. 

[Device] radius scheme radius1 

[Device-radius-radius1] primary authentication 10.1.1.1 

[Device-radius-radius1] primary accounting 10.1.1.1 

[Device-radius-radius1] key authentication simple name 

[Device-radius-radius1] key accounting simple money 

[Device-radius-radius1] user-name-format without-domain 

[Device-radius-radius1] quit 

# Configure authentication domain bbb for 802.1X users. 

[Device] domain bbb 

[Device-isp-bbb] authentication lan-access radius-scheme radius1 

[Device-isp-bbb] authorization lan-access radius-scheme radius1 

[Device-isp-bbb] accounting lan-access radius-scheme radius1 

Internet

DeviceHost
192.168.1.2/24

GE1/0/1

192.168.1.1/24

RADIUS server
10.1.1.1/24

GE1/0/2

10.1.1.10/24
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[Device-isp-bbb] quit 

4. Configure 802.1X: 

# Enable 802.1X on GigabitEthernet 1/0/1. 

[Device] interface gigabitethernet 1/0/1 

[Device-GigabitEthernet1/0/1] dot1x 

# Implement port-based access control on GigabitEthernet 1/0/1. 

[Device-GigabitEthernet1/0/1] dot1x port-method portbased 

# Specify the mandatory authentication domain as bbb for 802.1X users on GigabitEthernet 
1/0/1. 

[Device-GigabitEthernet1/0/1] dot1x mandatory-domain bbb 

[Device-GigabitEthernet1/0/1] quit 

# Enable 802.1X globally, and sets the device to relay EAP packets. 

[Device] dot1x 

[Device] dot1x authentication-method eap 

5. Configure MACsec: 

# Create an MKA policy named pls. 

[Device] mka policy pls 

# Set the MACsec confidentiality offset to 30 bytes. 

[Device-mka-policy-pls] confidentiality-offset 30 

# Enable MACsec replay protection. 

[Device-mka-policy-pls] replay-protection enable 

# Set the MACsec replay protection window size to 100. 

[Device-mka-policy-pls] replay-protection window-size 100 

# Set the MACsec validation mode to strict. 

[Device-mka-policy-pls] validation mode strict 

[Device-mka-policy-pls] quit 

# Apply the MKA policy to GigabitEthernet 1/0/1. 

[Device] interface gigabitethernet 1/0/1 

[Device-GigabitEthernet1/0/1] mka apply policy pls 

# Configure MACsec desire and enable MKA on GigabitEthernet 1/0/1. 

[Device-GigabitEthernet1/0/1] macsec desire 

[Device-GigabitEthernet1/0/1] mka enable 

[Device-GigabitEthernet1/0/1] quit 

Verifying the configuration 

# Display MACsec information on GigabitEthernet 1/0/1. 
[Device] display macsec interface gigabitethernet 1/0/1 verbose 

Interface GigabitEthernet1/0/1 

  Protect frames         : Yes 

  Active MKA policy      : pls 

  Replay protection      : Enabled 

  Replay window size     : 100 frames 

  Confidentiality offset : 30 bytes 

  Validation mode        : Strict 

  Included SCI           : No 

  SCI conflict           : No 

  Cipher suite           : GCM-AES-128 

  Transmit secure channel: 

    SCI           : 00E00100000A0006 

      Elapsed time: 00h:02m:07s 

      Current SA  : AN 0        PN 1 

  Receive secure channels: 

    SCI           : 00E0020000000106 
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      Elapsed time: 00h:02m:03s 

      Current SA  : AN 0        LPN 1 

      Previous SA : AN N/A      LPN N/A 

# Display MKA session information on GigabitEthernet 1/0/1 after a user logs in. 
[Device] display mka session interface gigabitethernet 1/0/1 verbose 

Interface GigabitEthernet1/0/1 

Tx-SCI    : 00E00100000A0006 

Priority  : 0 

Capability: 3 

  CKN for participant: 1234 

    Key server            : Yes 

    MI (MN)               : A1E0D2897596817209CD2307 (2509) 

    Live peers            : 1 

    Potential peers       : 0 

    Principal actor       : Yes 

    MKA session status    : Secured 

    Confidentiality offset: 30 bytes 

    Current SAK status    : Rx & Tx 

    Current SAK AN        : 0 

    Current SAK KI (KN)   : A1E0D2897596817209CD230700000002 (2) 

    Previous SAK status   : N/A 

    Previous SAK AN       : N/A 

    Previous SAK KI (KN)  : N/A 

    Live peer list: 

    MI                        MN         Priority  Capability  Rx-SCI 

    B2CAF896C9BFE2ABFB135E63  2512       0         3           00E0020000000106 

Device-oriented MACsec configuration example 

Network requirements 

As shown in Figure 13, Device A is the MACsec key server. 

To secure data transmission between the two devices by MACsec, perform the following tasks on 
Device A and Device B, respectively: 

 Set the MACsec confidentiality offset to 30 bytes. 

 Enable MACsec replay protection, and set the replay protection window size to 100. 

 Set the MACsec validation mode to strict. 

 Configure the CAK name (CKN) and the CAK as E9AC and 09DB3EF1, respectively. 

Figure 13 Network diagram 

 
 

Configuration procedure 

1. Configure Device A: 

# Enter system view. 

<DeviceA> system-view 

# Enter GigabitEthernet 1/0/1 interface view. 

[DeviceA] interface gigabitethernet 1/0/1 

# Enable MACsec desire on GigabitEthernet 1/0/1. 

[DeviceA-GigabitEthernet1/0/1] macsec desire 

# Set the MKA key server priority to 5. 

[DeviceA-GigabitEthernet1/0/1] mka priority 5 

# Configure the CKN as E9AC and the CAK as 09DB3EF1 in plain text. 

Device BDevice A

GE1/0/1 GE1/0/1
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[DeviceA-GigabitEthernet1/0/1] mka psk ckn E9AC cak simple 09DB3EF1 

# Set the MACsec confidentiality offset to 30 bytes. 

[DeviceA-GigabitEthernet1/0/1] macsec confidentiality-offset 30 

# Enable MACsec replay protection. 

[DeviceA-GigabitEthernet1/0/1] macsec replay-protection enable 

# Set the MACsec replay protection window size to 100. 

[DeviceA-GigabitEthernet1/0/1] macsec replay-protection window-size 100 

# Set the MACsec validation mode to strict. 

[DeviceA-GigabitEthernet1/0/1] macsec validation mode strict 

# Enable MKA on GigabitEthernet 1/0/1. 

[DeviceA-GigabitEthernet1/0/1] mka enable 

[DeviceA-GigabitEthernet1/0/1] quit 

2. Configure Device B: 

# Enter system view. 

<DeviceB> system-view 

# Enter GigabitEthernet 1/0/1 interface view. 

[DeviceB] interface gigabitethernet 1/0/1 

# Enable MACsec desire on GigabitEthernet 1/0/1. 

[DeviceB-GigabitEthernet1/0/1] macsec desire 

# Set the MKA key server priority to 10. 

[DeviceB-GigabitEthernet1/0/1] mka priority 10 

# Configure the CKN as E9AC and the CAK as 09DB3EF1 in plain text. 

[DeviceB-GigabitEthernet1/0/1] mka psk ckn E9AC cak simple 09DB3EF1 

# Set the MACsec confidentiality offset to 30 bytes. 

[DeviceB-GigabitEthernet1/0/1] macsec confidentiality-offset 30 

# Enable MACsec replay protection. 

[DeviceB-GigabitEthernet1/0/1] macsec replay-protection enable 

# Set the MACsec replay protection window size to 100. 

[DeviceB-GigabitEthernet1/0/1] macsec replay-protection window-size 100 

# Set the MACsec validation mode to strict. 

[DeviceB-GigabitEthernet1/0/1] macsec validation mode strict 

# Enable MKA on GigabitEthernet 1/0/1. 

[DeviceB-GigabitEthernet1/0/1] mka enable 

[DeviceB-GigabitEthernet1/0/1] quit 

Verifying the configuration 

# Display MACsec information on GigabitEthernet 1/0/1 of Device A. 
[DeviceA] display macsec interface gigabitethernet 1/0/1 verbose 

Interface GigabitEthernet1/0/1 

  Protect frames         : Yes 

  Replay protection      : Enabled 

  Replay window size     : 100 frames 

  Confidentiality offset : 30 bytes 

  Validation mode        : Strict 

  Included SCI           : No 

  SCI conflict           : No 

  Cipher suite           : GCM-AES-128 

  Transmit secure channel: 

    SCI           : 00E00100000A0006 

      Elapsed time: 00h:05m:00s 

      Current SA  : AN 0        PN 1 

  Receive secure channels: 
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    SCI           : 00E0020000000106 

      Elapsed time: 00h:03m:18s 

      Current SA  : AN 0        LPN 1 

      Previous SA : AN N/A      LPN N/A 

# Display MKA session information on GigabitEthernet 1/0/1 of Device A. 
[DeviceA] display mka session interface gigabitethernet 1/0/1 verbose 

Interface GigabitEthernet1/0/1 

Tx-SCI    : 00E00100000A0006 

Priority  : 5 

Capability: 3 

  CKN for participant: E9AC 

    Key server            : Yes 

    MI (MN)               : 85E004AF49934720AC5131D3 (182) 

    Live peers            : 1 

    Potential peers       : 0 

    Principal actor       : Yes 

    MKA session status    : Secured 

    Confidentiality offset: 30 bytes 

    Current SAK status    : Rx & Tx 

    Current SAK AN        : 0 

    Current SAK KI (KN)   : 85E004AF49934720AC5131D300000003 (3) 

    Previous SAK status   : N/A 

    Previous SAK AN       : N/A 

    Previous SAK KI (KN)  : N/A 

    Live peer list: 

    MI                        MN         Priority  Capability  Rx-SCI 

12A1677D59DD211AE86A0128  182        10        3           00E0020000000106 

# Display MACsec information on GigabitEthernet 1/0/1 of Device B. 
[DeviceB] display macsec interface gigabitethernet 1/0/1 verbose 

Interface GigabitEthernet1/0/1 

  Protect frames         : Yes 

  Replay protection      : Enabled 

  Replay window size     : 100 frames 

  Confidentiality offset : 30 bytes 

  Validation mode        : Strict 

  Included SCI           : No 

  SCI conflict           : No 

  Cipher suite           : GCM-AES-128 

  Transmit secure channel: 

    SCI           : 00E0020000000106 

      Elapsed time: 00h:05m:36s 

      Current SA  : AN 0        PN 1 

  Receive secure channels: 

    SCI           : 00E00100000A0006 

      Elapsed time: 00h:03m:21s 

      Current SA  : AN 0        LPN 1 

      Previous SA : AN N/A      LPN N/A 

# Display MKA session information on GigabitEthernet 1/0/1 of Device B. 
[DeviceB] display mka session interface gigabitethernet 1/0/1 verbose 

Interface GigabitEthernet1/0/1 

Tx-SCI    : 00E0020000000106 

Priority  : 10 

Capability: 3 

  CKN for participant: E9AC 

    Key server            : No 

    MI (MN)               : 12A1677D59DD211AE86A0128 (1219) 

    Live peers            : 1 

    Potential peers       : 0 

    Principal actor       : Yes 

    MKA session status    : Secured 

    Confidentiality offset: 30 bytes 

    Current SAK status    : Rx & Tx 

    Current SAK AN        : 0 

    Current SAK KI (KN)   : 85E004AF49934720AC5131D300000003 (3) 

    Previous SAK status   : N/A 

    Previous SAK AN       : N/A 

    Previous SAK KI (KN)  : N/A 

    Live peer list: 
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    MI                        MN         Priority  Capability  Rx-SCI 

    85E004AF49934720AC5131D3  1216       5         3           00E00100000A0006 

Troubleshooting MACsec 

Symptom 

The devices cannot establish MKA sessions when the following conditions exist: 

 The link connecting the devices is up. 

 The ports at the ends of the link are MACsec capable. 

Analysis 

The symptom might occur for the following reasons: 

 The ports at the link are not enabled with MKA. 

 A port at the link is not configured with a preshared key or configured with a preshared key 
different from the peer. 

Solution 

To resolve the problem: 

1. Enter interface view. 

2. Use the display this command to check the MACsec configuration: 

 If MKA is not enabled on the port, execute the mka enable command. 

 If a preshared key is not configured or the preshared key is different from the peer, use the 
mka psk command to configure a preshared key. Make sure the preshared key is the 
same as the preshared key on the peer. 

3. If the problem persists, contact Hewlett Packard Enterprise support. 

Command References 

confidentiality-offset 

Use confidentiality-offset to set the MACsec confidentiality offset in an MKA policy. 

Use undo confidentiality-offset to restore the default. 

Syntax 

confidentiality-offset offset-value 

undo confidentiality-offset 

Default 

The MACsec confidentiality offset is 0. The entire frame is encrypted. 

Views 

MKA policy view 

Predefined user roles 

network-admin 

Parameters 

offset-value: Sets the confidentiality offset in bytes. The value can be 0, 30 or 50. 
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Usage guidelines 

The MACsec confidentiality offset specifies the number of bytes starting from the frame header. 
MACsec encrypts only the bytes after the offset in a frame. 

When an MKA policy is applied to a port, the MACsec confidentiality offset in the policy overwrites 
the confidentiality offset previously configured on the port. However, MACsec uses the confidentiality 
offset propagated by the key server. 

Examples 

# Set the MACsec confidentiality offset to 30 bytes in MKA policy abcd. 
<Sysname> system-view 

[Sysname] mka policy abcd 

[Sysname-mka-policy-abcd] confidentiality-offset 30 

Related commands 

 macsec confidentiality-offset 

 mka apply policy 

display macsec 

Use display macsec to display MACsec information on ports. 

Syntax 

display macsec [ interface interface-type interface-number ] [ verbose ] 

Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Parameters 

interface interface-type interface-number: Specifies a port by its type and number. If you do not 
specify a port, this command displays MACsec information on all ports. 

verbose: Displays detailed MACsec information. If you do not specify this keyword, the command 
displays brief MACsec information. 

Examples 

# Display brief MACsec information on GigabitEthernet 1/0/1. 
<Sysname> display macsec interface gigabitethernet 1/0/1 

Interface GigabitEthernet1/0/1 

  Protect frames         : Yes 

  Active MKA policy      : PL01 

  Replay protection      : Enabled 

  Replay window size     : 0 frames 

  Confidentiality offset : 0 bytes 

  Validation mode        : Strict 

# Display detailed MACsec information on GigabitEthernet 1/0/1. 
<Sysname> display macsec interface gigabitethernet 1/0/1 verbose 

Interface GigabitEthernet1/0/1 

  Protect frames         : Yes 

  Active MKA policy      : PL01 

  Replay protection      : Enabled 

  Replay window size     : 0 frames 

  Confidentiality offset : 0 bytes 

  Validation mode        : Strict 

  Included SCI           : No 

  SCI conflict           : No 
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  Cipher suite           : GCM-AES-128 

  Transmit secure channel: 

    SCI           : 000C29F6A4380004 

      Elapsed time: 00h:02m:19s 

      Current SA  : AN 0        PN 1 

  Receive secure channels: 

    SCI           : 000C29258D430124 

      Elapsed time: 00h:02m:17s 

      Current SA  : AN 0        LPN 1 

      Previous SA : AN N/A      LPN N/A 

Table 15 Command output 

Field Description 

Protect frames 

Status of MACsec desire on the port: 

 Yes. 

 No. 

If the port does not have an MKA principal actor, this field displays N/A. 

NOTE: 

MKA instance refers to the operation entity of the MKA protocol on a port. A 
port might have multiple MKA instances. The principal actor is the MKA 
instance in active state. 

Active MKA policy 

MKA policy applied to the port. 

This field displays N/A if the port is not enabled with MACsec desire. 

This field is not available if the port is enabled with MACsec desire but is not 
applied an MKA policy. 

Replay protection 

Status of replay protection on the port: 

 Enabled. 

 Disabled. 

If the port is not enabled with MACsec desire, this field displays N/A. 

Replay window size 

Replay protection window size in number of frames. 

This field displays N/A in the following situations: 

 The port is not enabled with MACsec desire. 

 The port is not enabled with replay protection. 

Confidentiality offset 
Confidentiality offset in bytes. 

If the port is not enabled with MACsec desire, this field displays N/A. 

Validation mode 

Validation mode. In the current software version, only the Strict mode is 
supported.  

If the port is not enabled with MACsec desire, this field displays N/A. 

Included SCI 

Whether the frame includes SCI tag: 

 Yes. 

 No. 

If the port is not enabled with MACsec desire, this field displays N/A. 

SCI conflict 

Whether the SCI in the received MKA packets is the same as the local SCI: 

 Yes—The SCI in the received MKA packets is the same as the local 

SCI. 

 No—No MKA packet is received, or the SCI in the received MKA 

packets is different from the local SCI. 

Cipher suite If the port is not enabled with MACsec desire, this field displays N/A. 

Transmit secure channel 
Information about the secure channel for outbound traffic. 

This field is not available if the port is not enabled with MACsec desire. 
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Field Description 

Receive secure channel 
Information about the secure channel for inbound traffic. 

This field is not available if the port is not enabled with MACsec desire. 

Elapsed time Lifetime of the secure channel. 

SCI A hexadecimal string that contains the MAC address and port ID. 

Current SA 

Current SA used by the secure channel. 

If no current SA is available, each of the AN, PN, and LPN fields for the 
current SA displays N/A. 

Previous SA 

Previous SA used by the secure channel. 

If no previous SA is available, each of the AN and LPN fields for the 
previous SA displays N/A. 

PN Packet number for outbound traffic. 

AN SA number. 

LPN The minimum received packet number allowed by SAK. 

 

Related commands 

mka apply policy 

display mka policy 

Use display mka policy to display MKA policy information. 

Syntax 

display mka { default-policy | policy [ name policy-name ] } 

Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Parameters 

default-policy: Specifies the default MKA policy. 

policy [ name policy-name ]: Specifies an MKA policy or all MKA policies. The policy-name argument 
represents the MKA policy name, a case-sensitive string of 1 to 16 characters. If you do not specify 
the name policy-name option, this command displays information about all MKA policies. 

Examples 

# Display information about all MKA policies. 
<Sysname> display mka policy 

PolicyName          ReplayProtection   WindowSize    ConfOffset    Validation 

default-policy      Yes                0             0             Strict 

policy1             Yes                0             30            Strict 

policy2             Yes                100           0             Strict 

policy3             No                 0             0             Strict 

policy4             Yes                200           50            Strict 

policy5             Yes                0             0             Strict 
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Table 16 Command output 

Field Description 

PolicyName Name of the MKA policy. 

ReplayProtection Whether the replay protection function is enabled. 

WindowSize Replay protection window size in number of frames. 

ConfOffset Confidentiality offset in bytes. 

Validation 
Validation mode. In the current software version, only the Strict mode is 
supported. 

 

Related commands 

 mka policy 

 mka apply policy 

display mka session 

Use display mka session to display MKA session information. 

Syntax 

display mka session [ interface interface-type interface-number | local-sci sci-id ] [ verbose ] 

Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Parameters 

interface interface-type interface-number: Specifies a port by its type and number. If you do not 
specify a port, this command displays MKA session information on all ports. 

local-sci sci-id: Specifies a local SCI, a case-insensitive hexadecimal string of 16 characters. 

verbose: Displays detailed MKA session information. If you do not specify this keyword, the 
command displays brief MKA session information. 

Examples 

# Display brief MKA session information on GigabitEthernet 1/0/1. 
<Sysname> display mka session interface gigabitethernet 1/0/1 

Interface GigabitEthernet1/0/1 

Tx-SCI    : 000C29F6A4380004 

Priority  : 0 

Capability: 3 

  CKN for participant: ABCD 

    Key server            : Yes 

    MI (MN)               : D7B00EDA353242704CC6B0DB (7) 

    Live peers            : 1 

    Potential peers       : 0 

    Principal actor       : Yes 

    MKA session status    : Secured 

    Confidentiality offset: 30 bytes 

# Display detailed MKA session information on GigabitEthernet 1/0/1. 
<Sysname> display mka session interface gigabitethernet 1/0/1 verbose 

Interface GigabitEthernet1/0/1 
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Tx-SCI    : 000C29F6A4380004 

Priority  : 0 

Capability: 3 

  CKN for participant: ABCD 

    Key server            : Yes 

    MI (MN)               : D7B00EDA353242704CC6B0DB (7) 

    Live peers            : 1 

    Potential peers       : 0 

    Principal actor       : Yes 

    MKA session status    : Secured 

    Confidentiality offset: 30 bytes 

    Current SAK status    : Rx & Tx 

    Current SAK AN        : 0 

    Current SAK KI (KN)   : 4273791304C1C26259C94C3400000001 (1) 

    Previous SAK status   : N/A 

    Previous SAK AN       : N/A 

    Previous SAK KI (KN)  : N/A 

    Live peer list: 

    MI                        MN         Priority  Capability  Rx-SCI 

    EA58DC3F8715953DBC6593F0  840        100       3           00E0020000000106 

 

    Potential peer list: 

    MI                        MN         Priority  Capability  Rx-SCI 

    DA58DC3Q4573543DBC6699F0  3          200       3           00E0021200000107 

Table 17 Command output 

Field Description 

Tx-SCI SCI for outbound traffic, in hexadecimal notation. 

Priority  Key server priority, in the range of 0 to 255. 

Capability 

MACsec capability: 

 0—The port is MACsec incapable. 

 1—The port supports integrity check only. 

 2—The port supports integrity check and packet encryption. The 
confidentiality offset must be 0. 

 3—The port supports integrity check and packet encryption. The 
confidentiality offset can be 0, 30, or 50. 

CKN for participant CAK name of the MKA instance. 

Key server Whether the local end is the key server. 

MI Member identifier in hexadecimal notation. 

MN Message number. 

Live peers Numbers of peers that have already been learned. 

Potential peers Numbers of peers that are being negotiated. 

Principal actor Whether the MKA instance is the principal actor. 

MKA session status 

MKA session status: 

 Unknown. 

 Pending. 

 Unauthenticated—The port has not been authenticated. 

 Authenticated—The port has passed the 802.1X authentication. 

 Secured—The session will be secured. 

If the MKA instance is not the principal actor, this field displays N/A. 

Confidentiality offset Confidentiality offset issued by the key server. 
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Field Description 

This field displays N/A in the following situations: 

 The packet is transmitted in plain text. 

 The MKA instance is not the principal actor. 

Current SAK status 

Status of the current SAK: 

 Tx—The SAK is used to send packets. 

 Rx—The SAK is used to receive packets. 

This field displays N/A in the following situations: 

 The MKA instance is not the principal actor. 

 The SAK does not exist. 

Current SAK AN 

SA number of the current SAK in use. 

This field displays N/A in the following situations: 

 The MKA instance is not the principal actor. 

 The SAK does not exist. 

Current SAK KI 

Key identifier of the current SAK in use, a string of hexadecimal digits that 
contains the key server's 12-byte MI and KN. 

This field displays N/A in the following situations: 

 The MKA instance is not the principal actor. 

 The SAK does not exist. 

KN 

SAK number. 

This field displays N/A in the following situations: 

 The MKA instance is not the principal actor. 

 The SAK does not exist. 

Previous SAK status 

Status of the previous SAK: 

 Tx—The SAK is used to send packets. 

 Rx—The SAK is used to receive packets. 

This field displays N/A in the following situations: 

 The MKA instance is not the principal actor. 

 The SAK does not exist. 

Previous SAK AN 

SA number of the previous SAK. 

This field displays N/A in the following situations: 

 The MKA instance is not the principal actor. 

 The SAK does not exist. 

Previous SAK KI 

Key identifier of the previous SAK, a string of hexadecimal digits that 
contains the key server's 12-byte MI and KN. 

This field displays N/A in the following situations: 

 The MKA instance is not the principal actor. 

 The SAK does not exist. 

Live peer list 
List of peers that have participated in the MKA session. 

This field is not available if no live peer exists. 

Potential peer list 
List of peers that are being negotiated. 

This field is not available if no potential peer exists. 

Rx-SCI SCI for inbound traffic, in hexadecimal notation. 

 

Related commands 

reset mka session 
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display mka statistics 

Use display mka statistics to display MKA statistics on ports. 

Syntax 

display mka statistics [ interface interface-type interface-number ] 

Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Parameters 

interface interface-type interface-number: Specifies a port by its type and number. If you do not 
specify a port, this command displays MKA statistics on all ports. 

Examples 

# Display MKA statistics on GigabitEthernet 1/0/1. 
<Sysname> display mka statistics interface gigabitethernet 1/0/1 

Interface GigabitEthernet1/0/1 statistics 

MKPDUs with invalid CKN : 0 

MKPDUs with invalid ICV : 0 

MKPDUs with Rx error    : 0 

CKN for participant     : ABCD 

  Tx MKPDUs             : 2379 

  Rx MKPDUs             : 2375 

  MKPDUs with invalid MN: 0 

  MKPDUs with Tx error  : 0 

  SAKs distributed      : 0 

  SAKs received         : 5 

Table 18 Command output 

Field Description 

MKPDUs with invalid CKN Number of received MKA packets with invalid CKNs. 

MKPDUs with invalid ICV Number of MKA packets that failed ICV check. 

MKPDUs with Rx error Number of received error MKA packets. 

CKN for participant CAK name of the MKA instance. 

Tx MKPDUs Number of the MKA packets sent by the MKA instance. 

Rx MKPDUs Number of the MKA packets received by the MKA instance. 

MKPDUs with invalid MN Number of MKA packets with illegal MNs received by the MKA instance. 

MKPDUs with Tx error Number of error MKA packets sent by the MKA instance. 

SAKs distributed Number of SAKs distributed by the MKA instance. 

SAKs received Number of SAKs received by the MKA instance. 

 

Related commands 

reset mka statistics 
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macsec confidentiality-offset 

Use macsec confidentiality-offset to set the MACsec confidentiality offset on a port. 

Use undo macsec confidentiality-offset to restore the default. 

Syntax 

macsec confidentiality-offset offset-value 

undo macsec confidentiality-offset 

Default 

The MACsec confidentiality offset on the port is 0. The entire frame is encrypted. 

Views 

Ethernet interface view 

Predefined user roles 

network-admin 

Parameters 

offset-value: Sets the confidentiality offset in bytes. The value can be 0, 30 or 50. 

Usage guidelines 

The MACsec confidentiality offset specifies the number of bytes starting from the frame header. 
MACsec encrypts only the bytes after the offset in a frame. 

If you execute this command on a port to which an MKA policy has been applied, the configuration 
overwrites the confidentiality offset in the MKA policy. The MKA policy application is removed from 
the port. However, other settings (settings for parameters except the confidentiality offset) of the 
MKA policy are effective on the port. 

MACsec uses the MACsec confidentiality offset propagated by the key server. 

Examples 

# Set the MACsec confidentiality offset to 30 bytes on GigabitEthernet 1/0/1. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] macsec confidentiality-offset 30 

Related commands 

 confidentiality-offset 

 display macsec 

 display mka session 

 mka apply policy 

macsec desire 

Use macsec desire to enable MACsec desire. The port expects MACsec protection for outbound 
frames. 

Use undo macsec desire to restore the default. 

Syntax 

macsec desire 

undo macsec desire 
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Default 

MACsec desire is disabled. A port does not expect MACsec protection for outbound frames. 

Views 

Ethernet interface view 

Predefined user roles 

network-admin 

Usage guidelines 

This command allows a MACsec port to expect MACsec protection for outbound frames. The key 
server determines whether MACsec protects the outbound frames. 

MACsec protects the outbound frames of the port when the following requirements are met: 

 The key server is MACsec capable. 

 Both the local participant and its peer are MACsec capable. 

 A minimum of one participant is enabled with the MACsec desire feature. 

Examples 

# Enable MACsec desire on GigabitEthernet 1/0/1. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] macsec desire 

macsec replay-protection enable 

Use macsec replay-protection enable to enable MACsec replay protection on a port. 

Use undo macsec replay-protection enable to disable MACsec replay protection on a port. 

Syntax 

macsec replay-protection enable 

undo macsec replay-protection enable 

Default 

MACsec replay protection is enabled on the port. 

Views 

Ethernet interface view 

Predefined user roles 

network-admin 

Usage guidelines 

This function allows a MACsec port to accept a number of out-of-order or repeated inbound frames. 

If you execute this command on a port to which an MKA policy has been applied, the configuration 
overwrites the MACsec replay protection configuration in the MKA policy. The MKA policy application 
is removed from the port. However, other settings (settings for parameters except MACsec replay 
protection) of the MKA policy are effective on the port. 

Examples 

# Enable MACsec replay protection on GigabitEthernet 1/0/1. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] macsec replay-protection enable 
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Related commands 

 display macsec 

 macsec replay-protection window-size 

 mka apply policy 

 replay-protection enable 

macsec replay-protection window-size 

Use macsec replay-protection window-size to set the MACsec replay protection window size on 
a port. 

Use undo macsec replay-protection window-size to restore the default. 

Syntax 

macsec replay-protection window-size size-value 

undo macsec replay-protection window-size 

Default 

The MACsec replay protection window size is 0 on a port. Frames are accepted only in the correct 
order. 

Views 

Ethernet interface view 

Predefined user roles 

network-admin 

Parameters 

size-value: Sets the replay protection window size, in the range of 0 to 4294967295 frames. 

Usage guidelines 

To allow a MACsec port to accept a number of out-of-order frames, enable replay protection and 
specify a replay protection window size on the port. 

For example, the replay protection window size is a on a port. After the port receives a packet with 
packet number (PN) x, it can accept only packets whose PN is greater than or equal to x-a. 

The replay protection window size takes effect only when the replay protection function is enabled 
on the port. 

Set a replay protection window size based on the forwarding path of frames. If the frames might be 
forwarded multiple times, set a large replay protection window size. 

If you execute this command on a port to which an MKA policy has been applied, the configuration 
overwrites the replay protection window size in the MKA policy. The MKA policy application is 
removed from the port. However, other settings (settings for parameters except the replay protection 
window size) of the MKA policy are effective on the port. 

Examples 

# Set the MACsec replay protection window size to 100 on GigabitEthernet 1/0/1. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] macsec replay-protection window-size 100 

Related commands 

 display macsec 

 macsec replay-protection enable 
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 mka apply policy 

 replay-protection window-size 

macsec validation mode 

Use macsec validation mode to configure the MACsec validation mode on a port. 

Use undo macsec validation mode to restore the default. 

Syntax 

macsec validation mode { check | disabled | strict } 

undo macsec validation mode 

Views 

Ethernet interface view 

Predefined user roles 

network-admin 

Parameters 

check: Performs validation only and does not drop illegal frames. 

disabled: Does not perform validation.  

strict: Performs validation and drops illegal frames. 

Usage guidelines 

In the current software version, only the strict mode is supported.  

If you execute this command on a port to which an MKA policy has been applied, the configuration 
overwrites the validation mode in the MKA policy. The MKA policy application is removed from the 
port. However, other settings (settings for parameters except the validation mode) of the MKA policy 
are effective on the port. 

Examples 

# Set the MACsec validation mode to strict on GigabitEthernet 1/0/1. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] macsec validation mode strict 

Related commands 

 display macsec 

 mka apply policy 

 validation mode 

mka apply policy 

Use mka apply policy to apply an MKA policy to a port. 

Use undo mka apply policy to remove the MKA policy from a port. 

Syntax 

mka apply policy policy-name 

undo mka apply policy 

Default 

No MKA policy is applied to the port. 
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Views 

Ethernet interface view 

Predefined user roles 

network-admin 

Parameters 

policy-name: Specifies the name of an MKA policy, a case-sensitive string of 1 to 16 characters. 

Usage guidelines 

An MKA policy defines MACsec parameters, including confidentiality offset, validation mode, replay 
protection, and replay protection window size.  

When you apply an MKA policy to a port, the MACsec parameter settings in the policy overwrite the 
MACsec parameters previously configured on the port. Any modifications to the MKA policy take 
effect immediately. 

When you remove the MKA policy from a port, the MACsec parameter settings on the port restore 
to the default. 

When you delete an MKA policy, ports that use the policy automatically use the default MKA policy 
named default-policy. 

When you apply a nonexistent MKA policy to a port, the port automatically uses the default MKA 
policy. After you create the specified policy, the policy will be automatically applied to the port. 

Examples 

# Apply MKA policy abcd to GigabitEthernet 1/0/1. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] mka apply policy abcd 

Related commands 

 confidentiality-offset 

 display mka policy 

 replay-protection enable 

 replay-protection window-size 

 validation mode 

mka enable 

Use mka enable to enable MKA on a port. 

Use undo mka enable to disable MKA on a port. 

Syntax 

mka enable 

undo mka enable 

Default 

MKA is disabled on a port. 

Views 

Ethernet interface view 

Predefined user roles 

network-admin 
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Usage guidelines 

MKA establishes and manages MACsec secure channels on a port. It also negotiates encryption 
keys used by MACsec. 

The enabling of MKA on a port triggers MKA negotiation. After MKA negotiation succeeds, an MKA 
session is successfully established. 

Examples 

# Enable MKA on GigabitEthernet 1/0/1. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] mka enable 

Related commands 

display mka session 

mka policy 

Use mka policy to create an MKA policy, and enter MKA policy view. If the MKA policy already exists, 
the command enters MKA policy view directly. 

Use undo mka policy to delete an MKA policy. 

Syntax 

mka policy policy-name 

undo mka policy policy-name 

Default 

The default MKA policy default-policy exists. 

Views 

System view 

Predefined user roles 

network-admin 

Parameters 

policy-name: Specifies the name of an MKA policy, a case-sensitive string of 1 to 16 characters. 

Usage guidelines 

MKA policy provides a centralized method for configuring MACsec confidentiality offset, validation 
mode, replay protection, and replay protection window size. An MKA policy can be applied to multiple 
ports. 

You cannot delete or modify the default MKA policy. 

Examples 

# Create an MKA policy named abcd, and enter MKA policy view. 
<Sysname> system-view 

[Sysname] mka policy abcd 

[Sysname-mka-policy-abcd] 

Related commands 

 confidentiality-offset 

 display mka policy 

 mka apply policy 

 replay-protection enable 
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 replay-protection window-size 

 validation mode 

mka priority 

Use mka priority to configure the MKA key server priority. 

Use undo mka priority to restore the default. 

Syntax 

mka priority priority-value 

undo mka priority 

Default 

The MKA key server priority is 0. 

Views 

Ethernet interface view 

Predefined user roles 

network-admin 

Parameters 

priority-value: Sets the priority value, in the range of 0 to 255. The priority is inversely related to its 
value. 

Usage guidelines 

If you use 802.1 X-generated CAK, the access device port automatically becomes the key server. 

If you use a preshared key as the CAK, the port that has higher priority (lower priority value) becomes 
the key server. If the port and its peers have the same priority, MACsec compares the SCI values on 
the ports. The port with the lowest SCI value becomes the key server. 

A port with priority 255 cannot become the key server. For a successful key server selection, make 
sure a minimum of one participant's key server priority is not 255. 

Examples 

# Set the MKA key server priority to 2 on GigabitEthernet 1/0/1. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] mka priority 2 

Related commands 

display mka session 

mka psk 

Use mka psk to configure a preshared key as the CAK. 

Use undo mka psk to delete the configured preshared key. 

Syntax 

mka psk ckn name cak simple value 

undo mka psk 

Default 

No preshared key exists. 
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Views 

Ethernet interface view 

Predefined user roles 

network-admin 

Parameters 

ckn name: Specifies the preshared key name, a hexadecimal string with an even number of case-
insensitive characters. The name length is in the range of 2 to 64 characters. 

cak: Specifies the preshared key. 

simple: Specifies a plaintext preshared key. 

value: Specifies the plaintext key, a hexadecimal string with an even number of case-insensitive 
characters. The key length is in the range of 2 to 64 characters. 

Usage guidelines 

The CAK can be either generated during 802.1X or manually configured at the CLI. The manually 
configured CAK takes precedence over the 802.1X-generated key. To ensure a successful MKA 
session establishment, do not configure a preshared key in client-oriented mode. 

In device-oriented mode, you must execute this command to configure a preshared key on each 
MACsec port. Make sure the local port and peer ports are configured with the same key. If the 
connected ports are configured with different keys, they cannot successfully establish MKA sessions. 

To delete the configured keys for MKA sessions that have been established, perform the following 
tasks: 

1. Execute the undo mka psk command on the key server. 

2. Execute the undo mka psk command on the non-key server. 

The deletion operation deletes the established MKA sessions at the same time. 

The MACsec cipher suite supported by HPE devices requires that the configured CKN and CAK 
each must be 32 characters long. If the configured CKN or CAK is not 32 characters long, the system 
performs the following operations when it runs the cipher suite: 

 Automatically increases the length of the CKN or CAK by zero padding if the CKN or CAK 
contains less than 32 characters. 

 Uses only the first 32 characters if the CKN or CAK contains more than 32 characters. 

Examples 

# Configure the CAK name as AB, and set the CAK to 1234 in plain text on Gigabit Ethernet 1/0/1. 
<Sysname> system-view 

[Sysname] interface gigabitethernet 1/0/1 

[Sysname-GigabitEthernet1/0/1] mka psk ckn AB cak simple 1234 

replay-protection enable 

Use replay-protection enable to enable MACsec replay protection in an MKA policy. 

Use undo replay-protection enable to disable MACsec replay protection. 

Syntax 

replay-protection enable 

undo replay-protection enable 

Default 

MACsec replay protection is enabled. 
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Views 

MKA policy view 

Predefined user roles 

network-admin 

Usage guidelines 

This function allows a MACsec port to accept a number of out-of-order or repeated inbound frames. 

When an MKA policy is applied to a port, the replay protection configuration in the policy overwrites 
the replay protection function already used by the port. 

Examples 

# Enable MACsec replay protection in MKA policy abcd. 
<Sysname> system-view 

[Sysname] mka policy abcd 

[Sysname-mka-policy-abcd] replay-protection enable 

Related commands 

 macsec replay-protection enable 

 mka apply policy 

 replay-protection window-size 

replay-protection window-size 

Use replay-protection window-size to set the MACsec replay protection window size in an MKA 
policy. 

Use undo replay-protection window-size to restore the default. 

Syntax 

replay-protection window-size size-value 

undo replay-protection window-size 

Default 

The MACsec replay protection window size in an MKA policy is 0. Frames are accepted only in the 
correct order. 

Views 

MKA policy view 

Predefined user roles 

network-admin 

Parameters 

size-value: Sets the replay protection window size, in the range of 0 to 4294967295 frames. 

Usage guidelines 

The MACsec replay protection window size allows a MACsec port to accept a number of out-of-order 
inbound frames. 

For example, the replay protection window size is a on a port. After the port receives a packet with 
PN x, it can accept only packets whose PN is greater than or equal to x-a. 

The replay protection window size takes effect only when the replay protection function is enabled 
on the port. 
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Set a replay protection window size based on the forwarding path of frames. If the frames might be 
forwarded multiple times, set a large replay protection window size. 

When an MKA policy is applied to a port, the replay protection window size in the policy overwrites 
the window size already configured on the port. 

Examples 

# Set the MACsec replay protection window size to 100 in MKA policy abcd. 
<Sysname> system-view 

[Sysname] mka policy abcd 

[Sysname-mka-policy-abcd] replay-protection window-size 100 

Related commands 

 macsec replay-protection window-size 

 macsec replay-protection enable 

 mka apply policy 

reset mka session 

Use reset mka session to reset MKA sessions on ports. 

Syntax 

reset mka session [ interface interface-type interface-number ] 

Views 

User view 

Predefined user roles 

network-admin 

Parameters 

interface interface-type interface-number: Specifies a port by its type and number. If you do not 
specify a port, this command resets MKA sessions on all ports. 

Usage guidelines 

This command first clears MKA sessions, and then immediately triggers a new session establishment 
negotiation. 

Examples 

# Reset MKA sessions on GigabitEthernet 1/0/1. 
<Sysname> reset mka session interface gigabitethernet 1/0/1 

Related commands 

display mka session 

reset mka statistics 

Use reset mka statistics to clear MKA statistics on ports. 

Syntax 

reset mka statistics [ interface interface-type interface-number ] 

Views 

User view 

Predefined user roles 

network-admin 
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Parameters 

interface interface-type interface-number: Specifies a port by its type and number. If you do not 
specify a port, this command clears MKA statistics on all ports. 

Examples 

# Clear MKA statistics on GigabitEthernet 1/0/1. 
<Sysname> reset mka statistics interface gigabitethernet 1/0/1 

Related commands 

display mka statistics 

validation mode 

Use validation mode to configure the MACsec validation mode in an MKA policy. 

Use undo validation mode to restore the default. 

Syntax 

validation mode { check | disabled | strict } 

undo validation mode 

Views 

MKA policy view 

Predefined user roles 

network-admin 

Parameters 

check: Performs validation only and does not drop illegal frames. 

disabled: Does not perform validation.  

strict: Performs validation and drops illegal frames. 

Usage guidelines 

In the current software version, only the strict mode is supported.  

When an MKA policy is applied to a port, the MACsec validation mode in the policy overwrites the 
MACsec validation mode already configured on the port. 

Examples 

# Set the MACsec validation mode to strict in MKA policy abcd. 
<Sysname> system-view 

[Sysname] mka policy abcd 

[Sysname-mka-policy-abcd] validation mode strict 

Related commands 

 macsec validation mode 

 mka apply policy 
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Release 1118 

This release has the following changes: 

 New feature: Disable SSL session renegotiation for the SSL server 

 New feature: IPsec support for Suite B 

 New feature: SSH support for Suite B 

 New feature: Public key management support for Suite B 

 New feature: PKI support for Suite B 

 New feature: SSL support for Suite B 

 Modified feature: FIPS self-tests 

New feature: Disable SSL session renegotiation for the 
SSL server 

Disable SSL session renegotiation for the SSL server 

The SSL session renegotiation feature enables the SSL client and server to reuse a previously 
negotiated SSL session for an abbreviated handshake. 

Disabling session renegotiation causes more computational overhead to the system but it can avoid 
potential risks. Disable SSL session renegotiation only when explicitly required. 

To enable the login delay: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Disable SSL session 
renegotiation for the SSL 
server. 

ssl renegotiation disable 
By default, SSL session 
renegotiation is enabled. 

 

Command reference 

ssl renegotiation disable 

Use ssl renegotiation disable to disable SSL session renegotiation. 

Use undo ssl renegotiation disable to restore the default. 

Syntax 

ssl renegotiation disable 

undo ssl renegotiation disable 

Default 

SSL session renegotiation is enabled. 

Views 

System view 
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Predefined user roles 

network-admin 

Usage guidelines 

The SSL session renegotiation feature enables the SSL client and server to reuse a previously 
negotiated SSL session for an abbreviated handshake. 

Disabling session renegotiation causes more computational overhead to the system but it can avoid 
potential risks. Disable SSL session renegotiation only when explicitly required. 

Examples 

#Disable SSL session renegotiation. 
<Sysname> system-view 

[Sysname] ssl renegotiation disable 

New feature: IPsec support for Suite B 

Suite B contains a set of encryption and authentication algorithms that meet high security 
requirements. IPsec provide stronger protection by supporting IKEv2 and Suite B. 

Overview 

Internet Key Exchange version 2 (IKEv2) is an enhanced version of IKEv1. The same as IKEv1, 
IKEv2 has a set of self-protection mechanisms and can be used on insecure networks for reliable 
identity authentication, key distribution, and IPsec SA negotiation. IKEv2 provides stronger protection 
against attacks and higher key exchange ability and needs less message exchanges than IKEv1. 

IKEv2 negotiation process 

Compared with IKEv1, IKEv2 simplifies the negotiation process and is much more efficient. 

IKEv2 defines three types of exchanges: initial exchanges, CREATE_CHILD_SA exchange, and 
INFORMATIONAL exchange. 

As shown in Figure 1, IKEv2 uses two exchanges during the initial exchange process: IKE_SA_INIT 
and IKE_AUTH, each with two messages. 

 IKE_SA_INIT exchange—Negotiates IKE SA parameters and exchanges keys. 

 IKE_AUTH exchange—Authenticates the identity of the peer and establishes IPsec SAs. 

After the four-message initial exchanges, IKEv2 sets up one IKE SA and one pair of IPsec SAs. For 
IKEv1 to set up one IKE SA and one pair of IPsec SAs, it must go through two phases that use a 
minimum of six messages. 

To set up one more pair of IPsec SAs within the IKE SA, IKEv2 goes on to perform an additional two-
message exchange—the CREATE_CHILD_SA exchange. One CREATE_CHILD_SA exchange 
creates one pair of IPsec SAs. IKEv2 also uses the CREATE_CHILD_SA exchange to rekey IKE 
SAs and Child SAs. 

IKEv2 uses the INFORMATIONAL exchange to convey control messages about errors and 
notifications. 
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Figure 1 IKEv2 Initial exchange process 
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IKEv2 message retransmission 

Unlike IKEv1 messages, IKEv2 messages appear in request/response pairs. IKEv2 uses the 
Message ID field in the message header to identify the request/response pair. If an initiator sends a 
request but receives no response with the same Message ID value within a specific period of time, 
the initiator retransmits the request. 

It is always the IKEv2 initiator that initiates the retransmission, and the retransmitted message must 
use the same Message ID value. 

Protocols and standards 

 RFC 2408, Internet Security Association and Key Management Protocol (ISAKMP) 

 RFC 4306, Internet Key Exchange (IKEv2) Protocol 

 RFC 4718, IKEv2 Clarifications and Implementation Guidelines 

 RFC 2412, The OAKLEY Key Determination Protocol 

 RFC 5996, Internet Key Exchange Protocol Version 2 (IKEv2) 

IKEv2 configuration task list 

Determine the following parameters prior to IKEv2 configuration: 

 The strength of the algorithms for IKEv2 negotiation, including the encryption algorithms, 
integrity protection algorithms, PRF algorithms, and DH groups. Different algorithms provide 
different levels of protection. A stronger algorithm means better resistance to decryption of 
protected data but requires more resources. Typically, the longer the key, the stronger the 
algorithm. 

 The local and remote identity authentication methods. 

 To use the pre-shared key authentication method, you must determine the pre-shared key. 

 To use the RSA digital signature authentication method, you must determine the PKI 
domain for the local end to use. For information about PKI, see "Configuring PKI." 

To configure IKEv2, perform the following tasks: 
 

Tasks at a glance Remarks 

(Required.) Configuring an IKEv2 profile N/A 

(Required.) Configuring an IKEv2 policy N/A 

(Optional.) Configuring an IKEv2 proposal 
If you specify an IKEv2 proposal in an 
IKEv2 policy, you must configure the 
IKEv2 proposal. 

Configuring an IKEv2 keychain 
Required when either end or both ends 
use the pre-shared key authentication 
method. 

Configure global IKEv2 parameters 

 (Optional.) Enabling the cookie challenging feature 

 (Optional.) Configuring the IKEv2 DPD feature 

 (Optional.) Configuring the IKEv2 NAT keepalive feature 

The cookie challenging feature takes 
effect only on IKEv2 responders. 

 

Configuring an IKEv2 profile 

An IKEv2 profile is intended to provide a set of parameters for IKEv2 negotiation. To configure an 
IKEv2 profile, perform the following tasks: 
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1. Specify the local and remote identity authentication methods. 

The local and remote identity authentication methods must both be specified and they can be 
different. You can specify only one local identity authentication method and multiple remote 
identity authentication methods. 

2. Configure the IKEv2 keychain or PKI domain for the IKEv2 profile to use: 

 To use digital signature authentication, configure a PKI domain. 

 To use pre-shared key authentication, configure an IKEv2 keychain. 

3. Configure the local ID, the ID that the device uses to identify itself to the peer during IKEv2 
negotiation: 

 For digital signature authentication, the device can use an ID of any type. If the local ID is 
an IP address that is different from the IP address in the local certificate, the device uses 
the FQDN as the local ID. The FQDN is the device name configured by using the 
sysname command. 

 For pre-shared key authentication, the device can use an ID of any type other than the 
DN. 

4. Configure peer IDs. 

The device compares the received peer ID with the peer IDs of its local IKEv2 profiles. If a 
match is found, it uses the IKEv2 profile with the matching peer ID for IKEv2 negotiation. 
IKEv2 profiles will be compared in descending order of their priorities. 

5. Specify a local interface or IP address for the IKEv2 profile so the profile can be applied only 
to the specified interface or IP address. For this task, specify the local address configured in 
IPsec policy or IPsec policy template view (using the local-address command). If no local 
address is configured, specify the IP address of the interface that uses the IPsec policy. 

6. Specify a priority number for the IKEv2 profile. To determine the priority of an IKEv2 profile: 

a. First, the device examines the existence of the match local command. An IKEv2 profile 
with the match local command configured has a higher priority. 

b. If a tie exists, the device compares the priority numbers. An IKEv2 profile with a smaller 
priority number has a higher priority. 

c. If a tie still exists, the device prefers an IKEv2 profile configured earlier. 

7. Specify a VPN instance for the IKEv2 profile. The IKEv2 profile is used for IKEv2 negotiation 
only on the interfaces that belong to the VPN instance. 

8. Configure the IKEv2 SA lifetime. 

The local and remote ends can use different IKEv2 SA lifetimes. They do not negotiate the 
lifetime. The end with a smaller SA lifetime will initiate an SA negotiation when the lifetime 
expires. 

9. Configure IKEv2 DPD to detect dead IKEv2 peers. You can also configure this feature in 
system view. If you configure IKEv2 DPD in both views, the IKEv2 DPD settings in IKEv2 
profile view apply. If you do not configure IKEv2 DPD in IKEv2 profile view, the IKEv2 DPD 
settings in system view apply. 

10. Specify an inside VPN instance. This setting determines where the device should forward 
received IPsec packets after it de-encapsulates them. If you specify an inside VPN instance, 
the device looks for a route in the specified VPN instance to forward the packets. If you do not 
specify an inside VPN instance, the internal and external networks are in the same VPN 
instance. The device looks for a route in this VPN instance to forward the packets. 

11. Configure the NAT keepalive interval. 

Configure this task when the device is behind a NAT gateway. The device sends NAT 
keepalive packets regularly to its peer to prevent the NAT session from being aged because 
of no matching traffic. 

12. Enable the configuration exchange feature. 
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The configuration exchange feature enables the local and remote ends to exchange 
configuration data, such as gateway address, internal IP address, and route. The exchange 
includes data request and response, and data push and response. 

This feature typically applies to scenarios where branches and the headquarters 
communicate through virtual tunnels. 

This feature enables the IPsec gateway at a branch to send IP address requests to the IPsec 
gateway at the headquarters. When the headquarters receives the request, it sends an IP 
address to the branch in the response packet. The headquarters can also actively push an IP 
address to the branch. The branch uses the allocated IP address as the IP address of the 
virtual tunnel to communicate with the headquarters. 

To configure an IKEv2 profile: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Create an IKEv2 profile 
and enter IKEv2 profile 
view. 

ikev2 profile profile-name By default, no IKEv2 profiles exist. 

3. Configure the local and 
remote identity 
authentication methods. 

authentication-method { local | 
remote } { dsa-signature | ecdsa-
signature | pre-share | rsa-
signature } 

By default, no local or remote 
identity authentication method is 
configured. 

4. Specify a keychain. keychain keychain-name 

By default, no keychain is specified 
for an IKEv2 profile. 

Perform this task when the pre-
shared key authentication method is 
specified. 

5. Specify a PKI domain. 
certificate domain domain-name 
[ sign | verify ] 

By default, the device uses PKI 
domains configured in system view. 

Perform this task when the digital 
signature authentication method is 
specified. 

6. Configure the local ID. 

identity local { address { ipv4-
address | ipv6 ipv6-address } | dn | 
email email-string | fqdn fqdn-
name | key-id key-id-string } 

By default, no local ID is configured, 
and the device uses the IP address 
of the interface where the IPsec 
policy applies as the local ID. 

7. Configure peer IDs. 

match remote { certificate policy-
name | identity { address { { ipv4-
address [ mask | mask-length ] | 
range low-ipv4-address high-ipv4-
address } | ipv6 { ipv6-address 
[ prefix-length ] | range low-ipv6-
address high-ipv6-address } } | 
fqdn fqdn-name | email email-
string | key-id key-id-string } } 

By default, no peer ID is configured. 

You must configure a minimum of 
one peer ID on each of the two 
peers. 

8. (Optional.) Specify the 
local interface or IP 
address to which the 
IKEv2 profile can be 
applied. 

match local address { interface-
type interface-number | { ipv4-
address | ipv6 ipv6-address } } 

By default, an IKEv2 profile can be 
applied to any local interface or IP 
address. 

9. (Optional.) Specify a 
priority for the IKEv2 
profile. 

priority priority 
By default, the priority of an IKEv2 
profile is 100. 

10. (Optional.) Specify a 
VPN instance for the 
IKEv2 profile. 

match vrf { name vrf-name | any } 
By default, an IKEv2 profile belongs 
to the public network. 
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Step Command Remarks 

11. (Optional.) Set the 
IKEv2 SA lifetime for 
the IKEv2 profile. 

sa duration seconds 
By default, the IKEv2 SA lifetime is 
86400 seconds. 

12. (Optional.) Configure 
the DPD feature for the 
IKEv2 profile. 

dpd interval interval [ retry 
seconds ] { on-demand | 
periodic } 

By default, DPD is disabled for an 
IKEv2 profile. The global DPD 
settings in system view are used. If 
DPD is also disabled in system 
view, the device does not perform 
DPD. 

13. (Optional.) Specify an 
inside VPN instance for 
the IKEv2 profile. 

inside-vrf vrf-name 

By default, no inside VPN instance 
is specified for an IKEv2 profile. The 
internal and external networks are in 
the same VPN instance. The device 
forwards protected data to this VPN 
instance. 

14. (Optional.) Set the 
IKEv2 NAT keepalive 
interval. 

nat-keepalive seconds 
By default, the global IKEv2 NAT 
keepalive setting is used. 

15. (Optional.) Enable the 
configuration exchange 
feature. 

config-exchange { request | set 
{ accept | send } } 

By default, all configuration 
exchange options are disabled. 

 

Configuring an IKEv2 policy 

During the IKE_SA_INIT exchange, each end tries to find a matching IKEv2 policy, using the IP 
address of the local security gateway as the matching criterion. 

 If IKEv2 policies are configured, IKEv2 searches for an IKEv2 policy that uses the IP address 
of the local security gateway. If no IKEv2 policy uses the IP address or the policy is using an 
incomplete proposal, the IKE_SA_INIT exchange fails. 

 If no IKEv2 policy is configured, IKEv2 uses the system default IKEv2 policy default. 

The device matches IKEv2 policies in the descending order of their priorities. To determine the 
priority of an IKEv2 policy: 

1. First, the device examines the existence of the match local address command. An IKEv2 
policy with the match local address command configured has a higher priority. 

2. If a tie exists, the device compares the priority numbers. An IKEv2 policy with a smaller 
priority number has a higher priority. 

3. If a tie still exists, the device prefers an IKEv2 policy configured earlier. 

To configure an IKEv2 policy: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Create an IKEv2 policy and 
enter IKEv2 policy view. 

ikev2 policy policy-name 
By default, an IKEv2 policy 
named default exists. 

3. Specify the local interface or 
address used for IKEv2 
policy matching. 

match local address { interface-
type interface-number | { ipv4-
address | ipv6 ipv6-address } } 

By default, no local interface or 
address is used for IKEv2 policy 
matching, and the policy matches 
any local interface or address. 

4. Specify a VPN instance for 
IKEv2 policy matching. 

match vrf { name vrf-name | 
any } 

By default, no VPN instance is 
specified for IKEv2 policy 
matching. The IKEv2 policy 
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Step Command Remarks 

matches all local addresses in 
the public network. 

5. Specify an IKEv2 proposal 
for the IKEv2 policy. 

proposal proposal-name 
By default, no IKEv2 proposal is 
specified for an IKEv2 policy. 

6. Specify a priority for the 
IKEv2 policy. 

priority priority 
By default, the priority of an 
IKEv2 policy is 100. 

 

Configuring an IKEv2 proposal 

An IKEv2 proposal contains security parameters used in IKE_SA_INIT exchanges, including the 
encryption algorithms, integrity protection algorithms, PRF algorithms, and DH groups. An algorithm 
specified earlier has a higher priority. 

A complete IKEv2 proposal must have at least one set of security parameters, including one 
encryption algorithm, one integrity protection algorithm, one PRF algorithm, and one DH group. 

You can specify multiple IKEv2 proposals for an IKEv2 policy. A proposal specified earlier has a 
higher priority. 

To configure an IKEv2 proposal: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Create an IKEv2 
proposal and enter IKEv2 
proposal view. 

ikev2 proposal proposal-name 

By default, an IKEv2 proposal 
named default exists. 

In non-FIPS mode, the default 
proposal uses the following 
settings: 

 Encryption algorithms AES-
CBC-128 and 3DES. 

 Integrity protection algorithms 
HMAC-SHA1 and HMAC-
MD5. 

 PRF algorithms HMAC-SHA1 
and HMAC-MD5. 

 DH groups 2 and 5. 

In FIPS mode, the default proposal 
uses the following settings: 

 Encryption algorithms AES-
CBC-128 and AES-CTR-128. 

 Integrity protection algorithms 
HMAC-SHA1 and HMAC-
SHA256. 

 PRF algorithms HMAC-SHA1 
and HMAC-SHA256. 

 DH groups 14 and 19. 

3. Specify the encryption 
algorithms. 

In non-FIPS mode: 

encryption { 3des-cbc | aes-cbc-
128 | aes-cbc-192 | aes-cbc-256 | 
aes-ctr-128 | aes-ctr-192 | aes-
ctr-256 | camellia-cbc-128 | 
camellia-cbc-192 | camellia-cbc-
256 | des-cbc } * 

By default, an IKEv2 proposal does 
not have any encryption algorithms. 
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In FIPS mode: 

encryption { aes-cbc-128 | aes-
cbc-192 | aes-cbc-256 | aes-ctr-
128 | aes-ctr-192 | aes-ctr-256 } * 

4. Specify the integrity 
protection algorithms. 

In non-FIPS mode: 

integrity { aes-xcbc-mac | md5 | 
sha1 | sha256 | sha384 | 
sha512 } * 

In FIPS mode: 

integrity { sha1 | sha256 | 
sha384 | sha512 } * 

By default, an IKEv2 proposal does 
not have any integrity protection 
algorithms. 

5. Specify the PRF 
algorithms. 

In non-FIPS mode: 

prf { aes-xcbc-mac | md5 | sha1 | 
sha256 | sha384 | sha512 } * 

In FIPS mode: 

prf { sha1 | sha256 | sha384 | 
sha512 } * 

By default, an IKEv2 proposal uses 
the integrity protection algorithms 
as the PRF algorithms. 

6. Specify the DH groups. 

In non-FIPS mode: 

dh { group1 | group14 | group2 | 
group24 | group5 | group19 | 
group20 } * 

In FIPS mode: 

dh { group14 | group24 | 
group19 | group20 } * 

By default, an IKEv2 proposal does 
not have any DH groups. 

 

Configuring an IKEv2 keychain 

An IKEv2 keychain specifies the pre-shared keys used for IKEv2 negotiation. 

An IKEv2 keychain can have multiple IKEv2 peers. Each peer has a symmetric pre-shared key or 
an asymmetric pre-shared key pair, and information for identifying the peer (such as the peer's host 
name, IP address or address range, or ID). 

An IKEv2 negotiation initiator uses the peer host name or IP address/address range as the matching 
criterion to search for a peer. A responder uses the peer host IP address/address range or ID as the 
matching criterion to search for a peer. 

To configure an IKEv2 keychain: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Create an IKEv2 keychain 
and enter IKEv2 keychain 
view. 

ikev2 keychain keychain-name 
By default, no IKEv2 keychains 
exist. 

3. Create an IKEv2 peer and 
enter IKEv2 peer view. 

peer name By default, no IKEv2 peers exist. 
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4. Configure the information 
for identifying the IKEv2 
peer. 

 To configure a host name for 
the peer: 
hostname host-name 

 To configure a host IP 
address or address range for 
the peer: 
address { ipv4-address [ 
mask | mask-length ] | ipv6 

ipv6-address [ prefix-length ] 
} 

 To configure an ID for the 
peer: 
identity { address { ipv4-
address | ipv6 { ipv6-
address } } | fqdn fqdn-name 
| email email-string | key-id 
key-id-string } 

By default, no hostname, host IP 
address, address range, or 
identity information is configured 
for an IKEv2 peer. 

You must configure different IP 
addresses/address ranges for 
different peers. 

5. Configure a pre-shared key 
for the peer. 

pre-shared-key [ local | remote ] 
{ ciphertext | plaintext } string 

By default, an IKEv2 peer does 
not have a pre-shared key. 

 

Configure global IKEv2 parameters 

Enabling the cookie challenging feature 

Enable cookie challenging on responders to protect them against DoS attacks that use a large 
number of source IP addresses to forge IKE_SA_INIT requests. 

To enable cookie challenging: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Enable cookie challenging. ikev2 cookie-challenge number 
By default, IKEv2 cookie 
challenging is disabled.. 

 

Configuring the IKEv2 DPD feature 

IKEv2 DPD detects dead IKEv2 peers in periodic or on-demand mode. 

 Periodic DPD—Verifies the liveness of an IKEv2 peer by sending DPD messages at regular 
intervals. 

 On-demand DPD—Verifies the liveness of an IKEv2 peer by sending DPD messages before 
sending data. 

 Before the device sends data, it identifies the time interval for which the last IPsec packet 
has been received from the peer. If the time interval exceeds the DPD interval, it sends a 
DPD message to the peer to detect its liveliness. 

 If the device has no data to send, it never sends DPD messages. 

If you configure IKEv2 DPD in both IKEv2 profile view and system view, the IKEv2 DPD settings in 
IKEv2 profile view apply. If you do not configure IKEv2 DPD in IKEv2 profile view, the IKEv2 DPD 
settings in system view apply. 

To configure global IKEv2 DPD: 
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1. Enter system view. system-view N/A 

2. Configure global IKEv2 
DPD. 

ikev2 dpd interval interval [ retry 
seconds ] { on-demand | periodic } 

By default, global DPD is 
disabled. 

 

Configuring the IKEv2 NAT keepalive feature 

Configure this feature on the IKEv2 gateway behind the NAT device. The gateway then sends NAT 
keepalive packets regularly to its peer to keep the NAT session alive, so that the peer can access 
the device. 

The NAT keepalive interval must be shorter than the NAT session lifetime. 

This feature takes effect after the device detects the NAT device. 

To configure the IKEv2 NAT keepalive feature: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Set the IKEv2 NAT 
keepalive interval. 

ikev2 nat-keepalive seconds 
By default, the IKEv2 NAT 
keepalive interval is 10 seconds. 

 

Displaying and maintaining IKEv2 

Execute display commands in any view and reset commands in user view. 
 

Task Command 

Display the IKEv2 proposal configuration. display ikev2 proposal [ name | default ] 

Display the IKEv2 policy configuration. display ikev2 policy [ policy-name | default ] 

Display the IKEv2 profile configuration. display ikev2 profile [ profile-name ] 

Display the IKEv2 SA information. 

display ikev2 sa  [ count | [ { local | remote } { ipv4-
address | ipv6 ipv6-address } [ vpn-instance vpn-
instance-name ] ] [ verbose [ tunnel tunnel-id ] ] ] 

Display IKEv2 statistics. display ikev2 statistics 

Delete IKEv2 SAs and the child SAs negotiated 
through the IKEv2 SAs. 

reset ikev2 sa [ [ { local | remote } { ipv4-address | 
ipv6 ipv6-address } [ vpn-instance vpn-instance-
name ] ] | tunnel tunnel-id ] [ fast ] 

Clear IKEv2 statistics. reset ikev2 statistics 

 

Command reference 

New command: address 

Use address to specify the IP address or IP address range of an IKEv2 peer. 

Use undo address to restore the default. 

Syntax 

address { ipv4-address [ mask | mask-length ] | ipv6 ipv6-address [ prefix-length ] } 
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undo address 

Default 

An IKEv2 peer's IP address or IP address range is not specified. 

Views 

IKEv2 peer view 

Predefined user roles 

network-admin 

Parameters 

ipv4-address: Specifies the IPv4 address of the IKEv2 peer. 

mask: Specifies the subnet mask of the IPv4 address. 

mask-length: Specifies the subnet mask length of the IPv4 address, in the range of 0 to 32. 

ipv6 ipv6-address: Specifies the IPv6 address of the IKEv2 peer. 

prefix-length: Specifies the prefix length of the IPv6 address, in the range of 0 to 128. 

Usage guidelines 

Both the initiator and the responder can look up an IKEv2 peer by IP address in IKEv2 negotiation. 

The IP addresses of different IKEv2 peers in the same IKEv2 keychain cannot be the same. 

Examples 

# Create an IKEv2 keychain named key1. 
<Sysname> system-view 

[Sysname] ikev2 keychain key1 

# Create an IKEv2 peer named peer1. 
[Sysname-ikev2-keychain-key1] peer peer1 

# Specify the IKEv2 peer's IP address 3.3.3.3 with the subnet mask 255.255.255.0. 
[Sysname-ikev2-keychain-key1-peer-peer1] address 3.3.3.3 255.255.255.0 

Related commands 

 ikev2 keychain 

 peer 

New command: authentication-method 

Use authentication-method to specify the local or remote identity authentication method. 

Use undo authentication-method to remove the local or remote identity authentication method. 

Syntax 

authentication-method { local | remote } { dsa-signature | ecdsa-signature | pre-share | rsa-
signature } 

undo authentication-method local 

undo authentication-method remote { dsa-signature | ecdsa-signature | pre-share | rsa-
signature } 

Default 

No local or remote identity authentication method is specified. 

Views 

IKEv2 profile view 
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Predefined user roles 

network-admin 

Parameters 

local: Specifies the local identity authentication method. 

remote: Specifies the remote identity authentication method. 

dsa-signature: Specifies the DSA signatures as the identity authentication method. 

ecdsa-signature: Specifies the ECDSA signatures as the identity authentication method. 

pre-share: Specifies the pre-shared key as the identity authentication method. 

rsa-signature: Specifies the RSA signatures as the identity authentication method. 

Usage guidelines 

The local and remote identity authentication methods must both be specified and they can be 
different. 

You can specify only one local identity authentication method. You can specify multiple remote 
identity authentication methods by executing this command multiple times when there are multiple 
remote ends whose authentication methods are unknown. 

If you use RSA, DSA, or ECDSA signature authentication, you must specify PKI domains for 
obtaining certificates. You can specify PKI domains by using the certificate domain command in 
IKEv2 profile view. If you do not specify PKI domains in IKEv2 profile view, the PKI domains 
configured by the pki domain command in system view will be used. 

If you specify the pre-shared key method, you must specify a pre-shared key for the IKEv2 peer in 
the keychain used by the IKEv2 profile. 

Examples 

# Create an IKEv2 profile named profile1. 
<Sysname> system-view 

[Sysname] ikev2 profile profile1 

# Specify the pre-shared key and RSA signatures as the local and remote authentication methods, 
respectively. 
[Sysname-ikev2-profile-profile1] authentication local pre-share 

[Sysname-ikev2-profile-profile1] authentication remote rsa-signature 

# Specify the PKI domain genl as the PKI domain for obtaining certificates. 
[Sysname-ikev2-profile-profile1] certificate domain genl 

# Specify the keychain keychain1. 
[Sysname-ikev2-profile-profile1] keychain keychain1 

Related commands 

 display ikev2 profile 

 certificate domain (IKEv2 profile view) 

 keychain (IKEv2 profile view) 

New command: certificate domain 

Use certificate domain to specify a PKI domain for signature authentication in IKEv2 negotiation. 

Use undo certificate domain to remove a PKI domain for signature authentication in IKEv2 
negotiation. 

Syntax 

certificate domain domain-name [ sign | verify ] 

undo certificate domain domain-name 
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Default 

PKI domains configured in system view are used. 

Views 

IKEv2 profile view 

Predefined user roles 

network-admin 

Parameters 

domain-name: Specifies a PKI domain by its name, a case-insensitive string of 1 to 31 characters. 

sign: Uses the local certificate in the PKI domain to generate a signature. 

verify: Uses the CA certificate in the PKI domain to verify the remote end's certificate. 

Usage guidelines 

If you do not specify the sign or verify keyword, the PKI domain is used for both sign and verify 
purposes. You can specify a PKI domain for each purpose by executing this command multiple times. 
If you specify the same PKI domain for both purposes, the later configuration takes effect. For 
example, if you execute certificate domain abc sign and certificate domain abc verify 
successively, the PKI domain abc will be used only for verification. 

If the local end uses RSA, DSA, or ECDSA signature authentication, you must specify a PKI domain 
for signature generation. If the remote end uses RSA, DSA, or ECDSA signature authentication, you 
must specify a PKI domain for verifying the remote end's certificate. If you do not specify PKI domains, 
the PKI domains configured in system view will be used. 

Examples 

# Create an IKEv2 profile named profile1. 
<Sysname> system-view 

[Sysname] ikev2 profile profile1 

# Specify the PKI domain abc for signature. Specify the PKI domain def for verification. 
[Sysname-ikev2-profile-profile1] certificate domain abc sign 

[Sysname-ikev2-profile-profile1] certificate domain def verify 

Related commands 

 authentication-method 

 pki domain 

New command: config-exchange 

Use config-exchange to enable the configuration exchange feature. 

Use undo config-exchange to disable the configuration exchange feature. 

Syntax 

config-exchange { request | set { accept | send } } 

undo config-exchange { request | set { accept | send } } 

Default 

Configuration exchange is disabled. 

Views 

IKEv2 profile view 

Predefined user roles 

network-admin 
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Parameters 

request: Enables the device to send request messages carrying the configuration request payload 
during the IKE_AUTH exchange. 

set: Specifies the configuration set payload exchange. 

accept: Enables the device to accept the configuration set payload carried in Info messages. 

send: Enables the device to send Info messages carrying the configuration set payload. 

Usage guidelines 

The configuration exchange feature enables the local and remote ends to exchange configuration 
data, such as gateway address, internal IP address, and route. The exchange includes data request 
and response, and data push and response. The enterprise center can push IP addresses to 
branches. The branches can request IP addresses, but the requested IP addresses cannot be used. 

You can specify both request and set for the device. 

If you specify request for the local end, the remote end will respond if it can obtain the requested 
data through AAA authorization. 

If you specify set send for the local end, you must specify set accept for the remote end. 

The device with set send specified pushes an IP address after the IKEv2 SA is set up if it does not 
receive any configuration request from the peer. 

Examples 

# Create an IKEv2 profile named profile1. 
<Sysname> system-view 

[Sysname] ikev2 profile profile1 

# Enable the local end to add the configuration request payload to the request message of 
IKE_AUTH exchange. 
[Sysname-ikev2-profile-profile1] config-exchange request 

Related commands 

 aaa authorization 

 configuration policy 

 display ikev2 profile 

New command: description 

Use description to configure a description for an IKE proposal. 

Use undo description to restore the default. 

Syntax 

description text 

undo description 

Default 

An IKE proposal does not have a description. 

Views 

IKE proposal view 

Predefined user roles 

network-admin 

Parameters 

text: Specifies a description, a case-sensitive string of 1 to 80 characters. 
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Usage guidelines 

If multiple IKE proposals exist, you can use this command to configure different descriptions for them 
to distinguish them. 

Examples 

# Configure the description test for the IKE proposal 1. 
<Sysname> system-view 

[Sysname] ike proposal 1 

[Sysname-ike-proposal-1] description test 

New command: display ike statistics 

Use display ike statistics to display IKE statistics. 

Syntax 

display ike statistics 

Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Examples 

# Display IKE statistics. 
<Sysname> display ike statistics 

IKE statistics: 

  No matching proposal: 0 

  Invalid ID information: 0 

  Unavailable certificate: 0 

  Unsupported DOI: 0 

  Unsupported situation: 0 

  Invalid proposal syntax: 0 

  Invalid SPI: 0 

  Invalid protocol ID: 0 

  Invalid certificate: 0 

  Authentication failure: 0 

  Invalid flags: 0 

  Invalid message id: 0 

  Invalid cookie: 0 

  Invalid transform ID: 0 

  Malformed payload: 0 

  Invalid key information: 0 

  Invalid hash information: 0 

  Unsupported attribute: 0 

  Unsupported certificate type: 0 

  Invalid certificate authority: 0 

  Invalid signature: 0 

  Unsupported exchange type: 0 

  No available SA: 0 

  Retransmit timeout: 0 

  Not enough memory: 0 

  Enqueue fails: 0 

New command: display ikev2 policy 

Use display ikev2 policy to display the IKEv2 policy configuration. 

Syntax 

display ikev2 policy [ policy-name | default ] 
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Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Parameters 

policy-name: Specifies an IKEv2 policy by its name, a case-insensitive string of 1 to 63 characters. 

default: Specifies the default IKEv2 policy. 

Usage guidelines 

If you do not specify any parameters, this command displays the configuration of all IKEv2 policies. 

Examples 

# Display the configuration of all IKEv2 policies. 
<Sysname> display ikev2 policy 

IKEv2 policy: 1 

  Priority: 100 

  Match local address: 1.1.1.1 

  Match local address ipv6: 1:1::1:1 

  Match VRF: vpn1 

  Proposal: 1 

  Proposal: 2 

IKEv2 policy: default 

  Match local address: Any 

  Match VRF: Any 

  Proposal: default 

Table 1 Command output 

Field Description 

IKEv2 policy Name of the IKEv2 policy. 

Priority Priority of the IKEv2 policy. 

Match local address IPv4 address to which the IKEv2 policy can be applied. 

Match local address ipv6 IPv6 address to which the IKEv2 policy can be applied. 

Match VRF VPN instance to which the IKEv2 policy can be applied. 

Proposal IKEv2 proposal that the IKEv2 policy uses. 
 

Related commands 

ikev2 policy 

New command: display ikev2 profile 

Use display ikev2 profile to display the IKEv2 profile configuration. 

Syntax 

display ikev2 profile [ profile-name ] 

Views 

Any view 

Predefined user roles 

network-admin 



163 

network-operator 

Parameters 

profile-name: Specifies an IKEv2 profile by its name, a case-insensitive string of 1 to 63 characters. 
If you do not specify an IKEv2 profile, this command displays the configuration of all IKEv2 profiles. 

Examples 

# Display the configuration of all IKEv2 profiles. 
<Sysname> display ikev2 profile 

IKEv2 profile: 1 

  Priority: 100 

  Match criteria:  

    Local address 1.1.1.1 

    Local address 1:1::1:1 

    Remote identity address 3.3.3.3/32 

    VRF vrf1 

  Local identity: address 1.1.1.1 

  Local authentication method: pre-share 

  Remote authentication methods: pre-share 

  Keychain: Keychain1 

  Sign certificate domain:  

     Domain1 

     abc 

  Verify certificate domain:  

     Domain2 

     yy 

  SA duration: 500 seconds 

  DPD: Interval 32 secs, retry-interval 23 secs, periodic 

  Config exchange: request, set accept, set send 

  NAT keepalive: 10 seconds 

  Inside VRF: vrf1 

  AAA authorization: Domain domain1, username ikev2 

Table 2 Command output 

Field Description 

IKEv2 profile Name of the IKEv2 profile. 

Priority Priority of the IKEv2 profile. 

Match criteria Criteria for looking up the IKEv2 profile. 

Local identity ID of the local end. 

Local authentication method Method that the local end uses for authentication. 

Remote authentication methods Methods that the remote end uses for authentication. 

Keychain IKEv2 keychain that the IKEv2 profile uses. 

Sign certificate domain PKI domain used for signature generation. 

Verify certificate domain PKI domain used for verifying the remote end's certificate. 

SA duration Lifetime of the IKEv2 SA. 

DPD 

DPD settings: 

 Detection interval in seconds. 

 Retry interval in seconds. 

 Detection mode, on demand or periodically. 

If DPD is disabled, this field displays Disabled. 

Config exchange 

Configuration exchange settings: 

 request—The local end sends request messages 

carrying the configuration request payload during the 
IKE_AUTH exchange. 

 set accept—The local end accepts the configuration set 
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Field Description 

payload carried in Info messages. 

 set send—The local end sends Info messages carrying 

the configuration set payload. 

NAT keepalive NAT keepalive interval in seconds. 

Inside vrf Inside VPN instance. 

AAA authorization 

AAA authorization settings: 

 ISP domain name. 

 Username. 
 

Related commands 

ikev2 profile 

New command: display ikev2 proposal 

Use display ikev2 proposal to display the IKEv2 proposal configuration. 

Syntax 

display ikev2 proposal [ name | default ] 

Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Parameters 

name: Specifies an IKEv2 proposal by its name, a case-insensitive string of 1 to 63 characters. 

default: Specifies the default IKEv2 proposal. 

Usage guidelines 

This command displays IKEv2 proposals in descending order of priorities. If you do not specify any 
parameters, this command displays the configuration of all IKEv2 proposals. 

Examples 

# Display the configuration of all IKEv2 proposals. 
<Sysname> display ikev2 proposal 

IKEv2 proposal: 1 

  Encryption: 3DES-CBC, AES-CBC-128, AES-CTR-192, CAMELLIA-CBC-128 

  Integrity: MD5, SHA256, AES-XCBC 

  PRF: MD5, SHA256, AES-XCBC 

  DH group: MODP1024/Group 2, MODP1536/Group 5 

 

IKEv2 proposal: default 

  Encryption: AES-CBC-128, 3DES-CBC 

  Integrity: SHA1, MD5 

  PRF: SHA1, MD5 

  DH group: MODP1536/Group 5, MODP1024/Group 2 

Table 3 Command output 

Field Description 

IKEv2 proposal Name of the IKEv2 proposal. 
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Field Description 

Encryption Encryption algorithms that the IKEv2 proposal uses. 

Integrity Integrity protection algorithms that the IKEv2 proposal uses. 

PRF PRF algorithms that the IKEv2 proposal uses. 

DH group DH groups that the IKEv2 proposal uses. 
 

Related commands 

ikev2 proposal 

New command: display ikev2 sa 

Use display ikev2 sa to display the IKEv2 SA information. 

Syntax 

display ikev2 sa [ count | [ { local | remote } { ipv4-address | ipv6 ipv6-address } [ vpn-instance 
vpn-instance-name ] ] [ verbose [ tunnel tunnel-id ] ] ] 

Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Parameters 

count: Displays the number of IKEv2 SAs. 

local: Displays IKEv2 SA information for a local IP address. 

remote: Displays IKEv2 SA information for a remote IP address. 

ipv4-address: Specifies a local or remote IPv4 address. 

ipv6 ipv6-address: Specifies a local or remote IPv6 address. 

vpn-instance vpn-instance-name: Displays information about the IKEv2 SAs in an MPLS L3VPN 
instance. The vpn-instance-name argument represents the VPN instance name, a case-sensitive 
string of 1 to 31 characters. If you do not specify a VPN instance, this command displays information 
about IKEv2 SAs for the public network. 

verbose: Displays detailed information. If you do not specify this keyword, the command displays 
the summary information. 

tunnel tunnel-id: Displays detailed IKEv2 SA information for an IPsec tunnel. The tunnel-id argument 
specifies an IPsec tunnel by its ID in the range of 1 to 2000000000. 

Usage guidelines 

If you do not specify any parameters, this command displays summary information about all IKEv2 
SAs. 

Examples 

# Display summary information about all IKEv2 SAs. 
<Sysname> display ikev2 sa 

     Tunnel ID          Local             Remote             Status 

  -------------------------------------------------------------------- 

     1                  1.1.1.1/500       1.1.1.2/500        EST 

     2                  2.2.2.1/500       2.2.2.2/500        EST 

  Status: 
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  IN-NEGO: Negotiating, EST: Established, DEL: Deleting 

# Display summary IKEv2 SA information for the remote IP address 1.1.1.2. 
<Sysname> display ikev2 sa remote 1.1.1.2 

     Tunnel ID          Local             Remote             Status 

  -------------------------------------------------------------------- 

     1                  1.1.1.1/500       1.1.1.2/500        EST 

  Status: 

  IN-NEGO: Negotiating, EST: Established, DEL: Deleting 

Table 4 Command output 

Field Description 

Tunnel ID ID of the IPsec tunnel to which the IKEv2 SA belongs. 

Local Local IP address of the IKEv2 SA. 

Remote Remote IP address of the IKEv2 SA. 

Status 

Status of the IKEv2 SA: 

 IN-NEGO (Negotiating)—The IKEv2 SA is under 
negotiation. 

 EST (Established)—The IKEv2 SA has been set up. 

 DEL (Deleting)—The IKEv2 SA is about to be deleted. 

 

# Display detailed information about all IKEv2 SAs. 
<Sysname> display ikev2 sa verbose 

  Tunnel ID: 1 

  Local IP/Port: 1.1.1.1/500 

  Remote IP/Port: 1.1.1.2/500 

  Outside VRF: - 

  Inside VRF: - 

  Local SPI: 8f8af3dbf5023a00 

  Remote SPI: 0131565b9b3155fa 

 

  Local ID type: FQDN 

  Local ID: router_a 

  Remote ID type: FQDN 

  Remote ID: router_b 

 

  Auth sign method: Pre-shared key 

  Auth verify method: Pre-shared key 

  Integrity algorithm: HMAC_MD5 

  PRF algorithm: HMAC_MD5 

  Encryption algorithm: AES-CBC-192 

 

  Life duration: 86400 secs 

  Remaining key duration: 85604 secs 

  Diffie-Hellman group: MODP1024/Group2 

  NAT traversal: Not detected 

  DPD: Interval 20 secs, retry interval 2 secs 

  Transmitting entity: Initiator 

 

  Local window: 1 

  Remote window: 1 

  Local request message ID: 2 

  Remote request message ID:2 

  Local next message ID: 0 

  Remote next message ID: 0 

 

  Pushed IP address: 192.168.1.5 

  Assigned IP address: 192.168.2.24 

 

# Display detailed IKEv2 SA information for the remote IP address 1.1.1.2. 
<Sysname> display ikev2 sa remote 1.1.1.2 verbose 

  Tunnel ID: 1 

  Local IP/Port: 1.1.1.1/500 
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  Remote IP/Port: 1.1.1.2/500 

  Outside VRF: - 

  Inside VRF: - 

  Local SPI: 8f8af3dbf5023a00 

  Remote SPI: 0131565b9b3155fa 

 

  Local ID type: FQDN 

  Local ID: router_a 

  Remote ID type: FQDN 

  Remote ID: router_b 

 

  Auth sign method: Pre-shared key 

  Auth verify method: Pre-shared key 

  Integrity algorithm: HMAC_MD5 

  PRF algorithm: HMAC_MD5 

  Encryption algorithm: AES-CBC-192 

 

  Life duration: 86400 secs 

  Remaining key duration: 85604 secs 

  Diffie-Hellman group: MODP1024/Group2 

  NAT traversal: Not detected 

  DPD: Interval 30 secs, retry 10 secs 

  Transmitting entity: Initiator 

 

  Local window: 1 

  Remote window: 1 

  Local request message ID: 2 

  Remote request message ID: 2 

  Local next message ID: 0 

  Remote next message ID: 0 

 

  Pushed IP address: 192.168.1.5 

  Assigned IP address: 192.168.2.24 

Table 5 Command output 

Field Description 

Tunnel ID ID of the IPsec tunnel to which the IKEv2 SA belongs. 

Local IP/Port IP address and port number of the local security gateway. 

Remote IP/Port IP address and port number of the remote security gateway. 

Outside VRF 

Name of the VPN instance to which the protected outbound 
data flow belongs. 

If the protected outbound data flow belongs to the public 
network, this field displays a hyphen (-). 

Inside VRF 

Name of the VPN instance to which the protected inbound 
data flow belongs. 

If the protected inbound data flow belongs to the public 
network, this field displays a hyphen (-). 

Local SPI SPI that the local end uses. 

Remote SPI SPI that the remote end uses. 

Local ID type ID type of the local security gateway. 

Local ID ID of the local security gateway. 

Remote ID type ID type of the remote security gateway. 

Remote ID ID of the remote security gateway. 

Auth sign method 
Signature method that the IKEv2 proposal uses in 
authentication. 

Auth verify method Verification method that the IKEv2 proposal uses in 
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Field Description 

authentication. 

Integrity algorithm Integrity protection algorithms that the IKEv2 proposal uses. 

PRF algorithm PRF algorithms that the IKEv2 proposal uses. 

Encryption algorithm Encryption algorithms that the IKEv2 proposal uses. 

Life duration Lifetime of the IKEv2 SA, in seconds. 

Remaining key duration Remaining lifetime of the IKEv2 SA, in seconds. 

Diffie-Hellman group DH groups used in IKEv2 key negotiation. 

NAT traversal 
Whether a NAT gateway is detected between the local and 
remote ends. 

DPD 

DPD settings: 

 Detection interval in seconds. 

 Retry interval in seconds. 

If DPD is disabled, this field displays Disabled. 

Transmitting entity 
Role of the local end in IKEv2 negotiation, initiator or 
responder. 

Local window Window size that the local end uses. 

Remote window Window size that the remote end uses. 

Local request message ID ID of the request message that the local end is about to send. 

Remote request message ID 
ID of the request message that the remote end is about to 
send. 

Local next message ID ID of the message that the local end expects to receive. 

Remote next message ID ID of the message that the remote end expects to receive. 

Pushed IP address IP address pushed to the local end by the remote end. 

Assigned IP address IP address assigned to the remote end by the local end . 
 

New command: display ikev2 statistics 

Use display ikev2 statistics to display IKEv2 statistics. 

Syntax 

display ikev2 statistics 

Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Examples 

# Display IKEv2 statistics. 
<Sysname> display ikev2 statistics 

IKEv2 statistics: 

  Unsupported critical payload: 0 

  Invalid IKE SPI: 0 

  Invalid major version: 0 
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  Invalid syntax: 0 

  Invalid message ID: 0 

  Invalid SPI: 0 

  No proposal chosen: 0 

  Invalid KE payload: 0 

  Authentication failed: 0 

  Single pair required: 0 

  TS unacceptable: 0 

  Invalid selectors: 0 

  Temporary failure: 0 

  No child SA: 0 

  Unknown other notify: 0 

  No enough resource: 0 

  Enqueue error: 0 

  No IKEv2 SA: 0 

  Packet error: 0 

  Other error: 0 

  Retransmit timeout: 0 

  DPD detect error: 0 

  Del child for IPsec message: 0 

  Del child for deleting IKEv2 SA: 0 

  Del child for receiving delete message: 0 

New command: dh 

Use dh to specify DH groups to be used in IKEv2 key negotiation. 

Use undo group to restore the default. 

Syntax 

In non-FIPS mode: 

dh { group1 | group14 | group2 | group24 | group5 | group19 | group20 } * 

undo dh 

In FIPS mode: 

dh { group14 | group24 | group19 | group20 } * 

undo dh 

Default 

No DH group is specified for an IKEv2 proposal. 

Views 

IKEv2 proposal view 

Predefined user roles 

network-admin 

Parameters 

group1: Uses the 768-bit Diffie-Hellman group. 

group2: Uses the 1024-bit Diffie-Hellman group. 

group5: Uses the 1536-bit Diffie-Hellman group. 

group14: Uses the 2048-bit Diffie-Hellman group. 

group24: Uses the 2048-bit Diffie-Hellman group with the 256-bit prime order subgroup. 

group19: Uses the 256-bit ECP Diffie-Hellman group. 

group20: Uses the 384-bit ECP Diffie-Hellman group. 
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Usage guidelines 

A DH group with a higher group number provides higher security but needs more time for processing. 
To achieve the best trade-off between processing performance and security, choose proper DH 
groups for your network. 

You must specify a minimum of one DH group for an IKEv2 proposal. Otherwise, the proposal is 
incomplete and useless. 

You can specify multiple DH groups for an IKEv2 proposal. A group specified earlier has a higher 
priority. 

Examples 

# Specify DH groups 1 for the IKEv2 proposal 1. 
<Sysname> system-view 

[Sysname] ikev2 proposal 1 

[Sysname-ikev2-proposal-1] dh group1 

Related commands 

ikev2 proposal 

New command: dpd 

Use dpd to configure the IKEv2 DPD feature. 

Use undo dpd to disable the IKEv2 DPD feature. 

Syntax 

dpd interval interval [ retry seconds ] { on-demand | periodic } 

undo dpd interval 

Default 

IKEv2 DPD is disabled. The global IKEv2 DPD settings are used. 

Views 

IKEv2 profile view 

Predefined user roles 

network-admin 

Parameters 

interval interval: Specifies a DPD triggering interval in the range of 10 to 3600 seconds. 

retry seconds: Specifies the DPD retry interval in the range of 2 to 60 seconds. The default is 5 
seconds. 

on-demand: Triggers DPD on demand. The device triggers DPD if it has IPsec traffic to send and 
has not received any IPsec packets from the peer for the specified interval. 

periodic: Triggers DPD at regular intervals. The device triggers DPD at the specified interval. 

Usage guidelines 

DPD is triggered periodically or on-demand. The on-demand mode is recommended when the device 
communicates with a large number of IKEv2 peers. For an earlier detection of dead peers, use the 
periodic triggering mode, which consumes more bandwidth and CPU. 

The triggering interval must be longer than the retry interval, so that the device will not trigger a new 
round of DPD during a DPD retry. 
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Examples 

# Configure on-demand IKEv2 DPD. Set the DPD triggering interval to 10 seconds and the retry 
interval to 5 seconds. 
<Sysname> system-view 

[Sysname] ikev2 profile profile1 

[Sysname-ikev2-profile-profile1] dpd interval 10 retry 5 on-demand 

Related commands 

ikev2 dpd 

New command: encryption 

Use encryption to specify encryption algorithms for an IKEv2 proposal. 

Use undo encryption to restore the default. 

Syntax 

In non-FIPS mode: 

encryption { 3des-cbc | aes-cbc-128 | aes-cbc-192 | aes-cbc-256 | aes-ctr-128 | aes-ctr-192 | 
aes-ctr-256 | camellia-cbc-128 | camellia-cbc-192 | camellia-cbc-256 | des-cbc } * 

undo encryption 

In FIPS mode: 

encryption { aes-cbc-128 | aes-cbc-192 | aes-cbc-256 | aes-ctr-128 | aes-ctr-192 | aes-ctr-256 } 
* 

undo encryption 

Default 

No encryption algorithm is specified for an IKEv2 proposal. 

Views 

IKEv2 proposal view 

Predefined user roles 

network-admin 

Parameters 

3des-cbc: Specifies the 3DES algorithm in CBC mode, which uses a 168-bit key. 

aes-cbc-128: Specifies the AES algorithm in CBC mode, which uses a 128-bit key. 

aes-cbc-192: Specifies the AES algorithm in CBC mode, which uses a 192-bit key. 

aes-cbc-256: Specifies the AES algorithm in CBC mode, which uses a 256-bit key. 

aes-ctr-128: Specifies the AES algorithm in CTR mode, which uses a 128-bit key. 

aes-ctr-192: Specifies the AES algorithm in CTR mode, which uses a 192-bit key. 

aes-ctr-256: Specifies the AES algorithm in CTR mode, which uses a 256-bit key. 

camellia-cbc-128: Specifies the Camellia algorithm in CBC mode, which uses a 128-bit key. 

camellia-cbc-192: Specifies the Camellia algorithm in CBC mode, which uses a 192-bit key. 

camellia-cbc-256: Specifies the Camellia algorithm in CBC mode, which uses a 256-bit key. 

des-cbc: Specifies the DES algorithm in CBC mode, which uses a 56-bit key. 



172 

Usage guidelines 

You must specify a minimum of one encryption algorithm for an IKEv2 proposal. Otherwise, the 
proposal is incomplete and useless. You can specify multiple encryption algorithms for an IKEv2 
proposal. An algorithm specified earlier has a higher priority. 

Examples 

# Specify the 168-bit 3DES algorithm in CBC mode as the encryption algorithm for the IKE proposal 
prop1. 
<Sysname> system-view 

[Sysname] ikev2 proposal prop1 

[Sysname-ikev2-proposal-prop1] encryption 3des-cbc 

Related commands 

ikev2 proposal 

New command: hostname 

Use hostname to specify the host name of an IKEv2 peer. 

Use undo hostname to restore the default. 

Syntax 

hostname name 

undo hostname 

Default 

An IKEv2 peer's host name is not specified. 

Views 

IKEv2 peer view 

Predefined user roles 

network-admin 

Parameters 

name: Specifies the host name of the IKEv2 peer, a case-insensitive string of 1 to 253 characters. 

Usage guidelines 

Only the initiator can look up an IKEv2 peer by host name in IKEv2 negotiation, and the initiator must 
use an IPsec policy rather than an IPsec profile. 

Examples 

# Create an IKEv2 keychain named key1. 
<Sysname> system-view 

[Sysname] ikev2 keychain key1 

# Create an IKEv2 peer named peer1. 
[Sysname-ikev2-keychain-key1] peer peer1 

# Specify the host name test of the IKEv2 peer. 
[Sysname-ikev2-keychain-key1-peer-peer1] hostname test 

Related commands 

 ikev2 keychain 

 peer 
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New command: identity 

Use identity to specify the ID of an IKEv2 peer. 

Use undo identity to restore the default. 

Syntax 

identity { address { ipv4-address | ipv6 { ipv6-address } } | fqdn fqdn-name | email email-string | 
key-id key-id-string } 

undo identity 

Default 

An IKEv2 peer's ID is not specified. 

Views 

IKEv2 peer view 

Predefined user roles 

network-admin 

Parameters 

ipv4-address: Specifies the IPv4 address of the peer. 

ipv6 ipv6-address: Specifies the IPv6 address of the peer. 

fqdn fqdn-name: Specifies the FQDN of the peer. The fqdn-name argument is a case-sensitive string 
of 1 to 255 characters, such as www.test.com. 

email email-string: Specifies the email address of the peer. The email-string argument is a case-
sensitive string of 1 to 255 characters in the format defined by RFC 822, such as esec@test.com. 

key-id key-id-string: Specifies the remote gateway's key ID. The key-id-string argument is a case-
sensitive string of 1 to 255 characters, and is usually a vendor-specific string for doing proprietary 
types of identification. 

Usage guidelines 

Only the responder can look up an IKEv2 peer by ID in IKEv2 negotiation. The initiator does not 
know the peer ID when initiating the IKEv2 negotiation, so it cannot use an ID for IKEv2 peer lookup. 

Examples 

# Create an IKEv2 keychain named key1. 
<Sysname> system-view 

[Sysname] ikev2 keychain key1 

# Create an IKEv2 peer named peer1. 
[Sysname-ikev2-keychain-key1] peer peer1 

# Specify the peer IPv4 address 1.1.1.2 as the ID of the IKEv2 peer. 
[Sysname-ikev2-keychain-key1-peer-peer1] identity address 1.1.1.2 

Related commands 

 ikev2 keychain 

 peer 

New command: identity local 

Use identity local to configure the local ID, the ID that the device uses to identify itself to the peer 
during IKEv2 negotiation.. 

Use undo identity local to restore the default. 
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Syntax 

identity local { address { ipv4-address | ipv6 ipv6-address } | dn | email email-string | fqdn fqdn-
name | key-id key-id-string } 

undo identity local 

Default 

No local ID is specified. The IP address of the interface to which the IPsec policy is applied is used 
as the local ID. 

Views 

IKEv2 profile view 

Predefined user roles 

network-admin 

Parameters 

address { ipv4-address | ipv6 ipv6-address }: Uses an IPv4 or IPv6 address as the local ID. 

dn: Uses the DN in the local certificate as the local ID. 

email email-string: Uses an email address as the local ID. The email-string argument is a case-
sensitive string of 1 to 255 characters in the format defined by RFC 822, such as sec@abc.com. 

fqdn fqdn-name: Uses an FQDN as the local ID. The fqdn-name argument is a case-sensitive string 
of 1 to 255 characters, such as www.test.com. 

key-id key-id-string: Uses the device's key ID as the local ID. The key-id-string argument is a case-
sensitive string of 1 to 255 characters, and is usually a vendor-specific string for doing proprietary 
types of identification. 

Usage guidelines 

Peers exchange local IDs for identifying each other in negotiation. 

Examples 

# Create an IKEv2 profile named profile1. 
<Sysname> system-view 

[Sysname] ikev2 profile profile1 

# Use the IP address 2.2.2.2 as the local ID. 
[Sysname-ikev2-profile-profile1] identity local address 2.2.2.2 

Related commands 

peer 

New command: ikev2 cookie-challenge 

Use ikev2 cookie-challenge to enable the cookie challenging feature. 

Use undo ikev2 cookie-challenge to disable the cookie challenging feature. 

Syntax 

ikev2 cookie-challenge number 

undo ikev2 cookie-challenge 

Default 

The cookie challenging feature is disabled. 

Views 

System view 
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Predefined user roles 

network-admin 

Parameters 

number: Specifies the threshold for triggering the cookie challenging feature. The value range for 
this argument is 0 to 1000 half-open IKE SAs. 

Usage guidelines 

When an IKEv2 responder maintains a threshold number of half-open IKE SAs, it starts the cookie 
challenging mechanism. The responder generates a cookie and includes it in the response sent to 
the initiator. If the initiator initiates a new IKE_SA_INIT request that carries the correct cookie, the 
responder considers the initiator valid and proceeds with the negotiation. If the carried cookie is 
incorrect, the responder terminates the negotiation. 

This feature can protect the responder against DoS attacks which aim to exhaust the responder's 
system resources by using a large number of IKE_SA_INIT requests with forged source IP 
addresses. 

Examples 

# Enable the cookie challenging feature and set the threshold to 450. 
<Sysname> system-view 

[Sysname] ikev2 cookie-challenge 450 

New command: ikev2 dpd 

Use ikev2 dpd to configure the global IKEv2 DPD feature. 

Use undo ikev2 dpd to disable the global IKEv2 DPD feature. 

Syntax 

ikev2 dpd interval interval [ retry seconds ] { on-demand | periodic } 

undo ikev2 dpd interval 

Default 

The global IKEv2 DPD feature is disabled. 

Views 

System view 

Predefined user roles 

network-admin 

Parameters 

interval interval: Specifies a DPD triggering interval in the range of 10 to 3600 seconds. 

retry seconds: Specifies the DPD retry interval in the range of 2 to 60 seconds. The default is 5 
seconds. 

on-demand: Triggers DPD on demand. The device triggers DPD if it has IPsec traffic to send and 
has not received any IPsec packets from the peer for the specified interval. 

periodic: Triggers DPD at regular intervals. The device triggers DPD at the specified interval. 

Usage guidelines 

DPD is triggered periodically or on-demand. The on-demand mode is recommended when the device 
communicates with a large number of IKEv2 peers. For an earlier detection of dead peers, use the 
periodic triggering mode, which consumes more bandwidth and CPU. 

The triggering interval must be longer than the retry interval, so that the device will not trigger a new 
round of DPD during a DPD retry. 
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You can configure IKEv2 DPD in both IKEv2 profile view and system view. The IKEv2 DPD settings 
in IKEv2 profile view apply. If you do not configure IKEv2 DPD in IKEv2 profile view, the IKEv2 DPD 
settings in system view apply. 

Examples 

# Configure the device to trigger IKEv2 DPD if it has IPsec traffic to send and has not received any 
IPsec packets from the peer for 15 seconds. 
<Sysname> system-view 

[Sysname] ikev2 dpd interval 15 on-demand 

# Configure the device to trigger IKEv2 DPD every 15 seconds. 
<Sysname> system-view 

[Sysname] ikev2 dpd interval 15 periodic 

Related commands 

dpd (IKEv2 profile view) 

New command: ikev2 keychain 

Use ikev2 keychain to create an IKEv2 keychain and enter its view, or enter the view of an existing 
IKEv2 keychain. 

Use undo ikev2 keychain to delete an IKEv2 keychain. 

Syntax 

ikev2 keychain keychain-name 

undo ikev2 keychain keychain-name 

Default 

No IKEv2 keychains exist. 

Views 

System view 

Predefined user roles 

network-admin 

Parameters 

keychain-name: Specifies a name for the IKEv2 keychain. The keychain name is a case-insensitive 
string of 1 to 63 characters and cannot contain a hyphen (-). 

Usage guidelines 

An IKEv2 keychain is required on both ends if either end uses pre-shared key authentication. The 
pre-shared key configured on both ends must be the same. 

You can configure multiple IKEv2 peers in an IKEv2 keychain. 

Examples 

# Create an IKEv2 keychain named key1 and enter IKEv2 keychain view. 
<Sysname> system-view 

[Sysname] ikev2 keychain key1 

[Sysname-ikev2-keychain-key1] 

New command: ikev2 nat-keepalive 

Use ikev2 nat-keepalive to set the NAT keepalive interval. 

Use undo ikev2 nat-keepalive to restore the default. 
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Syntax 

ikev2 nat-keepalive seconds 

undo ikev2 nat-keepalive 

Default 

The NAT keepalive interval is 10 seconds. 

Views 

System view 

Predefined user roles 

network-admin 

Parameters 

seconds: Specifies the NAT keepalive interval in seconds, in the range of 5 to 3600. 

Usage guidelines 

This command takes effect when the device resides in the private network behind a NAT device. The 
device must send NAT keepalive packets regularly to its peer to keep the NAT session alive, so that 
the peer can access the device. 

The NAT keepalive interval must be shorter than the NAT session lifetime. 

Examples 

# Set the NAT keepalive interval to 5 seconds. 
<Sysname> system-view 

[Sysname] ikev2 nat-keepalive 5 

New command: ikev2 policy 

Use ikev2 policy to create an IKEv2 policy and enter its view, or enter the view of an existing IKEv2 
policy. 

Use undo ikev2 policy to delete an IKEv2 policy. 

Syntax 

ikev2 policy policy-name 

undo ikev2 policy policy-name 

Default 

An IKEv2 policy named default exists, which uses the default IKEv2 proposal and matches any local 
addresses. 

Views 

System view 

Predefined user roles 

network-admin 

Parameters 

policy-name: Specifies a name for the IKEv2 policy. The policy name is a case-insensitive string of 
1 to 63 characters. 

Usage guidelines 

Each end must have an IKEv2 policy for the IKE_SA_INIT exchange. The initiator looks up an IKEv2 
policy by the IP address of the interface to which the IPsec policy is applied and the VPN instance 
to which the interface belongs. The responder looks up an IKEv2 policy by the IP address of the 
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interface that receives the IKEv2 packet and the VPN instance to which the interface belongs. An 
IKEv2 policy uses IKEv2 proposals to define the encryption algorithms, integrity protection 
algorithms, PRF algorithms, and DH groups to be used for negotiation. 

You can configure multiple IKEv2 policies. An IKEv2 policy must have a minimum of one IKEv2 
proposal. Otherwise, the policy is incomplete. 

If the initiator uses an IPsec policy that is bound to a source interface, the initiator looks up an IKEv2 
policy by the IP address of the source interface. 

You can set priorities to adjust the match order of IKEv2 policies that have the same match criteria. 

If no IKEv2 policy is configured, the default IKEv2 policy is used. You cannot enter the view of the 
default IKEv2 policy, nor modify it. 

Examples 

# Create an IKEv2 policy named policy1 and enter IKEv2 policy view. 
<Sysname> system-view 

[Sysname] ikev2 policy policy1 

[Sysname-ikev2-policy-policy1] 

Related commands 

display ikev2 policy 

New command: ikev2 profile 

Use ikev2 profile to create an IKEv2 profile and enter its view, or enter the view of an existing IKEv2 
profile. 

Use undo ikev2 profile to delete an IKEv2 profile. 

Syntax 

ikev2 profile profile-name 

undo ikev2 profile profile-name 

Default 

No IKEv2 profiles exist. 

Views 

System view 

Predefined user roles 

network-admin 

Parameters 

profile-name: Specifies a name for the IKEv2 profile. The profile name is a case-insensitive string of 
1 to 63 characters. 

Usage guidelines 

An IKEv2 profile contains the IKEv2 SA parameters that are not negotiated, such as the identity 
information and authentication methods of the peers, and the matching criteria for profile lookup. 

Examples 

# Create an IKEv2 profile named profile1 and enter IKEv2 profile view. 
<Sysname> system-view 

[Sysname] ikev2 profile profile1 

[Sysname-ikev2-profile-profile1] 

Related commands 

display ikev2 profile 
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New command: ikev2 proposal 

Use ikev2 proposal to create an IKEv2 proposal and enter its view, or enter the view of an existing 
IKEv2 proposal. 

Use undo ikev2 proposal to delete an IKEv2 proposal. 

Syntax 

ikev2 proposal proposal-name 

undo ikev2 proposal proposal-name 

Default 

An IKEv2 proposal named default exists, which has the lowest priority and uses the following 
settings: 

 In non-FIPS mode: 

 Encryption algorithm—AES-CBC-128 and 3DES. 

 Integrity protection algorithm—HMAC-SHA1 and HMAC-MD5. 

 PRF algorithm—HMAC-SHA1 and HMAC-MD5. 

 DH group—Group 5 and group 2. 

 In FIPS mode: 

 Encryption algorithm—AES-CBC-128 and AES-CTR-128. 

 Integrity protection algorithm—HMAC-SHA1 and HMAC-SHA256. 

 PRF algorithm—HMAC-SHA1 and HMAC-SHA256. 

 DH group—Group 14 and group 19. 

Views 

System view 

Predefined user roles 

network-admin 

Parameters 

proposal-name: Specifies a name for the IKEv2 proposal. The proposal name is a case-insensitive 
string of 1 to 63 characters and cannot be default. 

Usage guidelines 

An IKEv2 proposal contains security parameters used in IKE_SA_INIT exchanges, including the 
encryption algorithms, integrity protection algorithms, PRF algorithms, and DH groups. 

An IKEv2 proposal must have a minimum of one set of security parameters, including one encryption 
algorithm, one integrity protection algorithm, one PRF algorithm, and one DH group. 

In an IKEv2 proposal, you can specify multiple parameters of the same type. The parameters of 
different types combine and form multiple sets of security parameters. If you want to use only one 
set of security parameters, configure only one set of security parameters for the IKEv2 proposal. 

Examples 

# Create an IKEv2 proposal named prop1. Specify the encryption algorithm AES-CBC-128, integrity 
protection algorithm SHA1, PRF algorithm SHA1, and DH group 2. 
<Sysname> system-view 

[Sysname] ikev2 proposal prop1 

[Sysname-ikev2-proposal-prop1] encryption aes-cbc-128 

[Sysname-ikev2-proposal-prop1] integrity sha1 

[Sysname-ikev2-proposal-prop1] prf sha1 

[Sysname-ikev2-proposal-prop1] dh group2 
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Related commands  

 encryption 

 integrity 

 prf  

 dh 

New command: inside-vrf 

Use inside-vrf to specify an inside VPN instance. 

Use undo inside-vrf to restore the default. 

Syntax 

inside-vrf vrf-name 

undo inside-vrf 

Default 

No inside VPN instance is specified. The internal and external networks are in the same VPN 
instance. The device forwards protected data to this VPN instance. 

Views 

IKEv2 profile view 

Predefined user roles 

network-admin 

Parameters 

vrf-name: Specifies the VPN instance to which the protected data belongs. The vrf-name argument 
represents the VPN instance name, a case-sensitive string of 1 to 31 characters. 

Usage guidelines 

This command determines where the device should forward received IPsec packets after it de-
encapsulates them. If you configure this command, the device looks for a route in the specified VPN 
instance to forward the packets. If you do not configure this command, the internal and external 
networks are in the same VPN instance. The device looks for a route in this VPN instance to forward 
the packets. 

Examples 

# Create an IKEv2 profile named profile1. 
<Sysname> system-view 

[Sysname] ikev2 profile profile1 

# Specify the inside VPN instance vpn1. 
[Sysname-ikev2-profile-profile1] inside-vrf vpn1 

New command: integrity 

Use integrity to specify integrity protection algorithms for an IKEv2 proposal. 

Use undo integrity to restore the default. 

Syntax 

In non-FIPS mode: 

integrity { aes-xcbc-mac | md5 | sha1 | sha256 | sha384 | sha512 } * 

undo integrity 
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In FIPS mode: 

integrity { sha1 | sha256 | sha384 | sha512 } * 

undo integrity 

Default 

No integrity protection algorithm is specified for an IKEv2 proposal. 

Views 

IKEv2 proposal view 

Predefined user roles 

network-admin 

Parameters 

aes-xcbc-mac: Uses the HMAC-AES-XCBC-MAC algorithm. 

md5: Uses the HMAC-MD5 algorithm. 

sha1: Uses the HMAC-SHA1 algorithm. 

sha256: Uses the HMAC-SHA256 algorithm. 

sha384: Uses the HMAC-SHA384 algorithm. 

sha512: Uses the HMAC-SHA512 algorithm. 

Usage guidelines 

You must specify a minimum of one integrity protection algorithm for an IKEv2 proposal. Otherwise, 
the proposal is incomplete and useless. You can specify multiple integrity protection algorithms for 
an IKEv2 proposal. An algorithm specified earlier has a higher priority. 

Examples 

# Create an IKEv2 proposal named prop1. 
<Sysname> system-view 

[Sysname] ikev2 proposal prop1 

# Specify HMAC-SHA1 and HMAC-MD5 as the integrity protection algorithms, with HMAC-SHA1 
preferred. 
[Sysname-ikev2-proposal-prop1] integrity sha1 md5 

Related commands 

ikev2 proposal 

New command: keychain 

Use keychain to specify an IKEv2 keychain for pre-shared key authentication. 

Use undo keychain to restore the default. 

Syntax 

keychain keychain-name 

undo keychain 

Default 

No IKEv2 keychain is specified for an IKEv2 profile. 

Views 

IKEv2 profile view 
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Predefined user roles 

network-admin 

Parameters 

keychain-name: Specifies an IKEv2 keychain by its name. The keychain name is a case-insensitive 
string of 1 to 63 characters and cannot contain a hyphen (-). 

Usage guidelines 

An IKEv2 keychain is required on both ends if either end uses pre-shared key authentication. You 
can specify only one IKEv2 keychain for an IKEv2 profile. 

You can specify the same IKEv2 keychain for different IKEv2 profiles. 

Examples 

# Create an IKEv2 profile named profile1. 
<Sysname> system-view 

[Sysname] ikev2 profile profile1 

# Specify the IKEv2 keychain keychain1. 
[Sysname-ikev2-profile-profile1] keychain keychain1 

Related commands 

 display ikev2 profile 

 ikev2 keychain 

New command: match local (IKEv2 profile view) 

Use match local to specify a local interface or a local IP address to which an IKEv2 profile can be 
applied. 

Use undo match local to remove a local interface or a local IP address to which an IKEv2 profile 
can be applied. 

Syntax 

match local address { interface-type interface-number | { ipv4-address | ipv6 ipv6-address } } 

undo match local address { interface-type interface-number | { ipv4-address | ipv6 ipv6-address } } 

Default 

An IKEv2 profile can be applied to any local interface or IP address. 

Views 

IKEv2 profile view 

Predefined user roles 

network-admin 

Parameters 

address: Specifies a local interface or IP address to which an IKEv2 profile can be applied. 

interface-type interface-number: Specifies a local interface by its type and number. It can be any 
Layer 3 interface. 

ipv4-address: Specifies the IPv4 address of a local interface. 

ipv6 ipv6-address: Specifies the IPv6 address of a local interface. 
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Usage guidelines 

Use this command to specify which address or interface can use the IKEv2 profile for IKEv2 
negotiation. The interface is the interface that receives IKEv2 packets. The IP address is the IP 
address of the interface that receives IKEv2 packets. 

An IKEv2 profile configured earlier has a higher priority. To give an IKEv2 profile that is configured 
later a higher priority, you can configure the priority command or this command for the profile. For 
example, suppose you configured IKEv2 profile A before configuring IKEv2 profile B, and you 
configured the match remote identity address range 2.2.2.1 2.2.2.100 command for IKEv2 profile 
A and the match remote identity address range 2.2.2.1 2.2.2.10 command for IKEv2 profile B. For 
the local interface with the IP address 3.3.3.3 to negotiate with the peer 2.2.2.6, IKEv2 profile A is 
preferred because IKEv2 profile A was configured earlier. To use IKEv2 profile B, you can use this 
command to restrict the application scope of IKEv2 profile B to IPv4 address 3.3.3.3. 

You can specify multiple applicable local interfaces or IP addresses for an IKEv2 profile. 

Examples 

# Create an IKEv2 profile named profile1. 
<Sysname> system-view 

[Sysname] ikev2 profile profile1 

# Apply the IKEv2 profile profile1 to the interface whose IP address is 2.2.2.2. 
[Sysname-ikev2-profile-profile1] match local address 2.2.2.2 

Related commands 

match remote 

New command: match local address (IKEv2 policy view) 

Use match local address to specify a local interface or a local address that an IKEv2 policy matches. 

Use undo match local address to remove a local interface or a local address that an IKEv2 policy 
matches. 

Syntax 

match local address { interface-type interface-number | { ipv4-address | ipv6 ipv6-address } } 

undo match local address { interface-type interface-number | { ipv4-address | ipv6 ipv6-address } } 

Default 

No local interface or address is specified, and the IKEv2 policy matches any local interface or 
address. 

Views 

IKEv2 policy view 

Predefined user roles 

network-admin 

Parameters 

interface-type interface-number: Specifies a local interface by its type and number. It can be any 
Layer 3 interface. 

ipv4-address: Specifies the IPv4 address of a local interface. 

ipv6 ipv6-address: Specifies the IPv6 address of a local interface. 

Usage guidelines 

IKEv2 policies with this command configured are looked up before those that do not have this 
command configured. 



184 

Examples 

# Configure the IKEv2 policy policy1 to match the local address 3.3.3.3. 
<Sysname> system-view 

[Sysname] ikev2 policy policy1 

[Sysname-ikev2-policy-policy1] match local address 3.3.3.3 

Related commands 

 display ikev2 policy 

 match vrf 

New command: match remote 

Use match remote to configure a peer ID that an IKEv2 profile matches. 

Use undo match remote to delete a peer ID that an IKEv2 profile matches. 

Syntax 

match remote { certificate policy-name | identity { address { { ipv4-address [ mask | mask-length ] 
| range low-ipv4-address high-ipv4-address } | ipv6 { ipv6-address [ prefix-length ] | range low-ipv6-
address high-ipv6-address } } | fqdn fqdn-name | email email-string | key-id key-id-string } } 

undo match remote { certificate policy-name | identity { address { { ipv4-address [ mask |mask-
length ] | range low-ipv4-address high-ipv4-address } | ipv6 { ipv6-address [ prefix-length ] | range 
low-ipv6-address high-ipv6-address } } | fqdn fqdn-name | email email-string | key-id key-id-string } } 

Default 

No matching peer ID is configured for an IKEv2 profile. 

Views 

IKEv2 profile view 

Predefined user roles 

network-admin 

Parameters 

certificate policy-name: Uses the information in the peer's digital certificate as the peer ID for IKEv2 
profile matching. The policy-name argument specifies a certificate-based access control policy by its 
name, a case-insensitive string of 1 to 31 characters. 

identity: Uses the specified information as the peer ID for IKEv2 profile matching. The specified 
information is configured on the peer by using the identity local command. 

 address ipv4-address [ mask | mask-length ]: Uses an IPv4 host address or an IPv4 subnet 
address as the peer ID for IKEv2 profile matching. The value range for the mask-length 
argument is 0 to 32. 

 address range low-ipv4-address high-ipv4-address: Uses a range of IPv4 addresses as the 
peer ID for IKEv2 profile matching. The end address must be higher than the start address. 

 address ipv6 ipv6-address [ prefix-length ]: Uses an IPv6 host address or an IPv6 subnet 
address as the peer ID for IKEv2 profile matching. The value range for the prefix-length 
argument is 0 to 128. 

 address ipv6 range low-ipv6-address high-ipv6-address: Uses a range of IPv6 addresses as 
the peer ID for IKEv2 profile matching. The end address must be higher than the start 
address. 

 fqdn fqdn-name: Uses the peer's FQDN as the peer ID for IKEv2 profile matching. The fqdn-
name argument is a case-sensitive string of 1 to 255 characters, such as www.test.com. 
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 email email-string: Uses peer's email address as the peer ID for IKEv2 profile matching. The 
email-string argument is a case-sensitive string of 1 to 255 characters in the format defined by 
RFC 822, such as sec@abc.com. 

 key-id key-id-string: Uses the peer's key ID as the peer ID for IKEv2 profile matching. The 
key-id-string argument is a case-sensitive string of 1 to 255 characters, and is usually a 
vendor-specific string for doing proprietary types of identification. 

Usage guidelines 

The device compares the received peer ID with the peer IDs configured in local IKEv2 profiles. If a 
match is found, it uses the IKEv2 profile with the matching peer ID for IKEv2 negotiation. If you have 
configured the match local address and match vrf commands, the IKEv2 profile must also match 
the specified local interface or address and the specified VPN instance. 

To make sure only one IKEv2 profile is matched for a peer, do not configure the same peer ID for 
two or more IKEv2 profiles. If you configure the same peer ID for two or more IKEv2 profiles, which 
IKEv2 profile is selected for IKEv2 negotiation is unpredictable. 

You can configure an IKEv2 profile to match multiple peer IDs. A peer ID configured earlier has a 
higher priority. 

Examples 

# Create an IKEv2 profile named profile1. 
<Sysname> system-view 

[Sysname] ikev2 profile profile1 

# Configure the IKEv2 profile to match the peer ID that is the FQDN name www.test.com. 
[Sysname-ikev2-profile-profile1] match remote identity fqdn www.test.com 

# Configure the IKEv2 profile to match the peer ID that is the IP address 10.1.1.1. 
[Sysname-ikev2-profile-profile1]match remote identity address 10.1.1.1 

Related commands 

 identity local 

 match local address 

 match vrf 

New command: match vrf (IKEv2 policy view) 

Use match vrf to specify a VPN instance that an IKEv2 policy matches. 

Use undo match vrf to restore the default. 

Syntax 

match vrf { name vrf-name | any } 

undo match vrf 

Default 

No VPN instance is specified, and the IKEv2 policy matches all local IP addresses in the public 
network. 

Views 

IKEv2 policy view 

Predefined user roles 

network-admin 

Parameters 

name vrf-name: Specifies a VPN instance by its name, a case-sensitive string of 1 to 31 characters. 
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any: Specifies the public network and all VPN instances. 

Usage guidelines 

Each end must have an IKEv2 policy for the IKE_SA_INIT exchange. The initiator looks up an IKEv2 
policy by the IP address of the interface to which the IPsec policy is applied and the VPN instance 
to which the interface belongs. The responder looks up an IKEv2 policy by the IP address of the 
interface that receives the IKEv2 packet and the VPN instance to which the interface belongs. 

IKEv2 policies with this command configured are looked up before those that do not have this 
command configured. 

Examples 

# Create an IKEv2 policy named policy1. 
<Sysname> system-view 

[Sysname] ikev2 policy policy1 

# Configure the IKEv2 policy to match the VPN instance vpn1. 
[Sysname-ikev2-policy-policy1] match vrf name vpn1 

Related commands 

 display ikev2 policy 

 match local address 

New command: match vrf (IKEv2 profile view) 

Use match vrf to specify a VPN instance for an IKEv2 profile. 

Use undo match vrf to restore the default. 

Syntax 

match vrf { name vrf-name | any } 

undo match vrf 

Default 

An IKEv2 profile belongs to the public network. 

Views 

IKEv2 profile view 

Predefined user roles 

network-admin 

Parameters 

name vrf-name: Specifies a VPN instance by its name, a case-sensitive string of 1 to 31 characters. 

any: Specifies the public network and all VPN instances. 

Usage guidelines 

If an IKEv2 profile belongs to a VPN instance, only interfaces in the VPN instance can use the IKEv2 
profile for IKEv2 negotiation. The VPN instance is the VPN instance to which the interface that 
receives IKEv2 packets belongs. If you specify the any keyword, interfaces in any VPN instance can 
use the IKEv2 profile for IKEv2 negotiation. 

Examples 

# Create an IKEv2 profile named profile1. 
<Sysname> system-view 

[Sysname] ikev2 profile profile1 

# Specify vrf1 as the VPN instance that the IKEv2 profile belongs to. 
[Sysname-ikev2-profile-profile1] match vrf name vrf1 
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Related commands 

match remote 

New command: nat-keepalive 

Use nat-keepalive to set the NAT keepalive interval. 

Use ikev2 nat-keepalive to restore the default. 

Syntax 

nat-keepalive seconds 

undo nat-keepalive 

Default 

The NAT keepalive interval set in system view is used. 

Views 

IKEv2 profile view 

Predefined user roles 

network-admin 

Parameters 

seconds: Specifies the NAT keepalive interval in seconds, in the range of 5 to 3600. 

Usage guidelines 

This command takes effect when the device resides in the private network behind a NAT device. The 
device must send NAT keepalive packets regularly to its peer to keep the NAT session alive, so that 
the peer can access the device. 

The NAT keepalive interval must be shorter than the NAT session lifetime. 

Examples 

# Create an IKEv2 profile named profile1. 
<Sysname> system-view 

[Sysname] ikev2 profile profile1 

# Set the NAT keepalive interval to 1200 seconds. 
[Sysname-ikev2-profile-profile1]nat-keepalive 1200 

Related commands 

 display ikev2 profile 

 ikev2 nat-keepalive 

New command: peer 

Use peer to create an IKEv2 peer and enter its view, or enter the view of an existing IKEv2 peer. 

Use undo peer to delete an IKEv2 peer. 

Syntax 

peer name 

undo peer name 

Default 

No IKEv2 peers exist. 



188 

Views 

IKEv2 keychain view 

Predefined user roles 

network-admin 

Parameters 

name: Specifies a name for the IKEv2 peer. The peer name is a case-insensitive string of 1 to 63 
characters. 

Usage guidelines 

An IKEv2 peer contains a pre-shared key and the criteria for looking up the peer. The criteria for peer 
lookup include the peer's host name, IP address, IP address range, and ID. The IKEv2 negotiation 
initiator uses the peer's host name, IP address, or IP address range to look up its peer. The responder 
uses the peer's IP address, IP address range, or ID to look up its peer. 

Examples 

# Create an IKEv2 keychain named key1 and enter IKEv2 keychain view. 
<Sysname> system-view 

[Sysname] ikev2 keychain key1 

# Create an IKEv2 peer named peer1. 
[Sysname-ikev2-keychain-key1] peer peer1 

Related commands 

 address 

 hostname 

 identity 

 ikev2 keychain 

New command: pre-shared-key 

Use pre-shared-key to configure a pre-shared key. 

Use undo pre-shared-key to delete a pre-shared key. 

Syntax 

pre-shared-key [ local | remote ] { ciphertext | plaintext } string 

undo pre-shared-key [ local | remote ] 

Default 

No pre-shared key exists. 

Views 

IKEv2 peer view 

Predefined user roles 

network-admin 

Parameters 

local: Specifies a pre-shared key for certificate signing. 

remote: Specifies a pre-shared key for certificate authentication. 

ciphertext: Specifies a pre-shared key in encrypted form. 

plaintext: Specifies a pre-shared key in plaintext form. For security purposes, the key specified in 
plaintext form will be stored in encrypted form. 
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string: Specifies the pre-shared key. The key is case sensitive. In non-FIPS mode, its plaintext form 
is a string of 1 to 128 characters and its encrypted form is a string of 1 to 201 characters. In FIPS 
mode, its plaintext form is a string of 15 to 128 characters and its encrypted form is a string of 15 to 
201 characters. 

Usage guidelines 

If you specify the local or remote keyword, you configure an asymmetric key. If you specify neither 
the local nor the remote keyword, you configure a symmetric key. 

To delete a key by using the undo command, you must specify the correct key type. For example, if 
you configure a key by using the pre-shared-key local command, you cannot delete the key by 
using the undo pre-shared-key or undo pre-shared-key remote command. 

If you execute this command multiple times, the most recent configuration takes effect. 

Examples 

 On the initiator: 

# Create an IKEv2 keychain named key1. 

<Sysname> system-view 

[Sysname] ikev2 keychain key1 

# Create an IKEv2 peer named peer1. 

[Sysname-ikev2-keychain-key1] peer peer1 

# Configure the symmetric plaintext pre-shared key 111-key. 

[Sysname-ikev2-keychain-key1-peer-peer1] pre-shared-key plaintext 111-key 

[Sysname-ikev2-keychain-key1-peer-peer1] quit 

# Create an IKEv2 peer named peer2. 

[Sysname-ikev2-keychain-key1] peer peer2 

# Configure asymmetric plaintext pre-shared keys. The key for certificate signing is 111-key-a 
and the key for certificate authentication is 111-key-b. 

[Sysname-ikev2-keychain-key1-peer-peer2] pre-shared-key local plaintext 111-key-a 

[Sysname-ikev2-keychain-key1-peer-peer2] pre-shared-key remote plaintext 111-key-

b 

 On the responder: 

# Create an IKEv2 keychain named telecom. 

<Sysname> system-view 

[Sysname] ikev2 keychain telecom 

# Create an IKEv2 peer named peer1. 

[Sysname-ikev2-keychain-telecom] peer peer1 

# Configure the symmetric plaintext pre-shared key 111-key. 

[Sysname-ikev2-keychain-telecom-peer-peer1] pre-shared-key plaintext 111-key 

[Sysname-ikev2-keychain-telecom-peer-peer1] quit 

# Create an IKEv2 peer named peer2. 

[Sysname-ikev2-keychain-telecom] peer peer2 

# Configure asymmetric plaintext pre-shared keys. The key for certificate signing is 111-key-b 
and the key for certificate authentication is 111-key-a. 

[Sysname-ikev2-keychain-telecom-peer-peer2] pre-shared-key local plaintext 111-

key-b 

[Sysname-ikev2-keychain-telecom-peer-peer2] pre-shared-key remote plaintext 111-

key-a 

Related commands 

 ikev2 keychain 
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 peer 

New command: prf 

Use prf to specify pseudo-random function (PRF) algorithms for an IKEv2 proposal. 

Use undo prf to restore the default. 

Syntax 

In non-FIPS mode: 

prf { aes-xcbc-mac | md5 | sha1 | sha256 | sha384 | sha512 } * 

undo prf 

In FIPS mode: 

prf { sha1 | sha256 | sha384 | sha512 } * 

undo prf 

Default 

An IKEv2 proposal uses the integrity protection algorithms as the PRF algorithms. 

Views 

IKEv2 proposal view 

Predefined user roles 

network-admin 

Parameters 

aes-xcbc-mac: Uses the HMAC-AES-XCBC-MAC algorithm. 

md5: Uses the HMAC-MD5 algorithm. 

sha1: Uses the HMAC-SHA1 algorithm. 

sha256: Uses the HMAC-SHA256 algorithm. 

sha384: Uses the HMAC-SHA384 algorithm. 

sha512: Uses the HMAC-SHA512 algorithm. 

Usage guidelines 

You can specify multiple PRF algorithms for an IKEv2 proposal. An algorithm specified earlier has a 
higher priority. 

Examples 

# Create an IKEv2 proposal named prop1. 
<Sysname> system-view 

[Sysname] ikev2 proposal prop1 

# Specify HMAC-SHA1 and HMAC-MD5 as the PRF algorithms, with HMAC-SHA1 preferred. 
[Sysname-ikev2-proposal-prop1] prf sha1 md5 

Related commands 

 ikev2 proposal 

 integrity 

New command: priority (IKEv2 policy view) 

Use priority to set a priority for an IKEv2 policy. 
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Use undo priority to restore the default. 

Syntax 

priority priority 

undo priority 

Default 

The priority of an IKEv2 policy is 100. 

Views 

IKEv2 policy view 

Predefined user roles 

network-admin 

Parameters 

priority: Specifies the priority of the IKEv2 policy, in the range of 1 to 65535. A smaller number 
represents a higher priority. 

Usage guidelines 

The priority set by this command can only be used to adjust the match order of IKEv2 policies. 

Examples 

# Set the priority to 10 for the IKEv2 policy policy1. 
<Sysname> system-view 

[Sysname] ikev2 policy policy1 

[Sysname-ikev2-policy-policy1] priority 10 

Related commands 

display ikev2 policy 

New command: priority (IKEv2 profile view) 

Use priority to set a priority for an IKEv2 profile. 

Use undo priority to restore the default. 

Syntax 

priority priority 

undo priority 

Default 

The priority of an IKEv2 profile is 100. 

Views 

IKEv2 profile view 

Predefined user roles 

network-admin 

Parameters 

priority: Specifies the priority of the IKEv2 profile, in the range of 1 to 65535. A smaller number 
represents a higher priority. 

Usage guidelines 

The priority set by this command can only be used to adjust the match order of IKEv2 profiles. 
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Examples 

# Set the priority to 10 for the IKEv2 profile profile1. 
<Sysname> system-view 

[Sysname] ikev2 profile profile1 

[Sysname-ikev2-profile-profile1] priority 10 

New command: proposal 

Use proposal to specify an IKEv2 proposal for an IKEv2 policy. 

Use undo proposal to remove an IKEv2 proposal from an IKEv2 policy. 

Syntax 

proposal proposal-name 

undo proposal proposal-name 

Default 

No IKEv2 proposal is specified for an IKEv2 policy. 

Views 

IKEv2 policy view 

Predefined user roles 

network-admin 

Parameters 

proposal-name: Specifies an IKEv2 proposal by its name, a case-insensitive string of 1 to 63 
characters. 

Usage guidelines 

You can specify multiple IKEv2 proposals for an IKEv2 policy. A proposal specified earlier has a 
higher priority. 

Examples 

# Specify the IKEv2 proposal proposal1 for the IKEv2 policy policy1. 
<Sysname> system-view 

[Sysname] ikev2 policy policy1 

[Sysname-ikev2-policy-policy1] proposal proposal1 

Related commands 

 display ikev2 policy 

 ikev2 proposal 

New command: reset ikev2 sa 

Use reset ikev2 sa to delete IKEv2 SAs. 

Syntax 

reset ikev2 sa [ [ { local | remote } { ipv4-address | ipv6 ipv6-address } [ vpn-instance vpn-instance-
name ] ] | tunnel tunnel-id ] [ fast ] 

Views 

User view 

Predefined user roles 

network-admin 
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Parameters 

local: Deletes IKEv2 SAs for a local IP address. 

remote: Deletes IKEv2 SAs for a remote IP address. 

ipv4-address: Specifies a local or remote IPv4 address. 

ipv6 ipv6-address: Specifies a local or remote IPv6 address. 

vpn-instance vpn-instance-name: Deletes IKEv2 SAs in an MPLS L3VPN instance. The vpn-
instance-name argument represents the VPN instance name, a case-sensitive string of 1 to 31 
characters. If you do not specify a VPN instance, this command deletes IKEv2 SAs for the public 
network. 

tunnel tunnel-id: Deletes IKEv2 SAs for an IPsec tunnel. The tunnel-id argument specifies an IPsec 
tunnel by its ID in the range of 1 to 2000000000. 

fast: Notifies the peers of the deletion and deletes IKEv2 SAs directly before receiving the peers' 
responses. If you do not specify this keyword, the device notifies the peers of the deletion and deletes 
IKEv2 SAs after it receives the peers' responses. 

Usage guidelines 

Deleting an IKEv2 SA will also delete the child SAs negotiated through the IKEv2 SA. 

If you do not specify any parameters, this command deletes all IKEv2 SAs and the child SAs 
negotiated through the IKEv2 SAs. 

Examples 

# Display information about IKEv2 SAs. 
<Sysname> display ikev2 sa 

     Tunnel ID          Local             Remote             Status 

  -------------------------------------------------------------------- 

     1                  1.1.1.1/500       1.1.1.2/500        EST 

     2                  2.2.2.1/500       2.2.2.2/500        EST 

  Status: 

  IN-NEGO: Negotiating EST: Established, DEL: Deleting 

# Delete the IKEv2 SA whose remote IP address is 1.1.1.2. 
<Sysname> reset ikev2 sa remote 1.1.1.2 

# Display information about IKEv2 SAs again. Verify that the IKEv2 SA is deleted. 
<Sysname> display ikev2 sa 

     Tunnel ID          Local             Remote             Status 

  -------------------------------------------------------------------- 

     2                  2.2.2.1/500       2.2.2.2/500        EST 

  Status: 

  IN-NEGO: Negotiating EST: Established, DEL: Deleting     

Related commands 

display ikev2 sa 

New command: reset ikev2 statistics 

Use reset ikev2 statistics to clear IKEv2 statistics. 

Syntax 

reset ikev2 statistics 

Views 

User view 

Predefined user roles 

network-admin 
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Examples 

# Clear IKEv2 statistics. 
<Sysname> reset ikev2 statistics 

New command: sa duration 

Use sa duration to set the IKEv2 SA lifetime. 

Use undo sa duration to restore the default. 

Syntax 

sa duration seconds 

undo sa duration 

Default 

The IKEv2 SA lifetime is 86400 seconds. 

Views 

IKEv2 profile view 

Predefined user roles 

network-admin 

Parameters 

seconds: Specifies the IKEv2 SA lifetime in seconds, in the range of 120 to 86400. 

Usage guidelines 

An IKEv2 SA can be used for subsequent IKEv2 negotiations before its lifetime expires, saving a lot 
of negotiation time. However, the longer the lifetime, the higher the possibility that attackers collect 
enough information and initiate attacks. 

Two peers can have different IKEv2 SA lifetime settings, and they do not perform lifetime negotiation. 
The peer with a shorter lifetime always initiates the rekeying. 

Examples 

# Create an IKEv2 profile named profile1. 
<Sysname> system-view 

[Sysname] ikev2 profile profile1 

# Set the IKEv2 SA lifetime to 1200 seconds. 
[Sysname-ikev2-profile-profile1] sa duration 1200 

Related commands 

display ikev2 profile 

New command: esn enable 

Use esn enable to enable the Extended Sequence Number (ESN) feature. 

Use undo esn enable to disable the ESN feature. 

Syntax 

esn enable [ both ] 

undo esn enable 

Default 

ESN is disabled. 
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Views 

IPsec transform set view 

Predefined user roles 

network-admin 

Parameters 

both: Specifies IPsec to support both extended sequence number and traditional sequence number. 
If you do not specify this keyword, IPsec only supports extended sequence number. 

Usage guidelines 

The ESN feature extends the sequence number length from 32 bits to 64 bits. This feature prevents 
the sequence number space from being exhausted when large volumes of data are transmitted at 
high speeds over an IPsec SA. If the sequence number space is not exhausted, the IPsec SA does 
not need to be renegotiated. 

This feature must be enabled at both the initiator and the responder. 

Examples 

# Enable the ESN feature in the IPsec transform set tran1. 
<Sysname> system-view 

[Sysname] ipsec transform-set tran1 

[Sysname-ipsec-transform-set-tran1] esn enable 

Related commands 

display ipsec transform-set 

New command: ikev2-profile 

Use ikev2-profile to specify an IKEv2 profile for an IPsec policy or IPsec policy template. 

Use undo ikev2-profile to restore the default. 

Syntax 

ikev2-profile profile-name 

undo ikev2-profile 

Default 

No IKEv2 profile is specified. 

Views 

IPsec policy view, IPsec policy template view 

Predefined user roles 

network-admin 

Parameters 

profile-name: Specifies an IKEv2 profile by its name, a case-insensitive string of 1 to 63 characters. 

Usage guidelines 

The IKEv2 profile specified for an IPsec policy or IPsec policy template defines the parameters used 
for IKEv2 negotiation. 

You can specify only one IKEv2 profile for an IPsec policy or IPsec policy template. On the initiator, 
an IKEv2 profile is required. On the responder, an IKEv2 profile is optional. If you do not specify an 
IKEv2 profile, the responder can use any IKEv2 profile for negotiation. 
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Examples 

# Specify the IKEv2 profile profile1 for the IPsec policy policy1. 
<Sysname> system-view 

[Sysname] ipsec policy policy1 10 isakmp 

[Sysname-ipsec-policy-isakmp-policy1-10] ikev2-profile profile1 

Related commands 

 display ipsec ipv6-policy 

 display ipsec policy 

 ikev2 profile 

New command: tfc enable 

Use tfc enable to enable the Traffic Flow Confidentiality (TFC) padding feature. 

Use undo tfc enable to disable the TFC padding feature. 

Syntax 

tfc enable 

undo tfc enable 

Default 

TFC padding is disabled. 

Views 

IPsec policy view, IPsec policy template view 

Predefined user roles 

network-admin 

Usage guidelines 

The TFC padding feature can hide the length of the original packet, and might affect the packet 
encapsulation and de-encapsulation performance. This feature takes effect on UDP packets 
encapsulated by ESP in transport mode and on original IP packets encapsulated by ESP in tunnel 
mode. 

Examples 

# Enable TFC padding for the IPsec policy policy1. 
<Sysname> system-view 

[Sysname] ipsec policy policy1 10 isakmp 

[Sysname-ipsec-policy-isakmp-policy1-10] tfc enable 

Related commands 

 display ipsec ipv6-policy 

 display ipsec policy 

Modified command: ah authentication-algorithm 

Old syntax 

In non-FIPS mode: 

ah authentication-algorithm { md5 | sha1 } * 

undo ah authentication-algorithm 

In FIPS mode: 

ah authentication-algorithm sha1 



197 

undo ah authentication-algorithm 

New syntax 

In non-FIPS mode: 

ah authentication-algorithm { aes-xcbc-mac | md5 | sha1 | sha256 | sha384 | sha512 } * 

undo ah authentication-algorithm 

In FIPS mode: 

ah authentication-algorithm { sha1 | sha256 | sha384 | sha512 } * 

undo ah authentication-algorithm 

Views 

IPsec transform set view 

Change description 

The following keywords were added: 

 aes-xcbc-mac: Specifies the HMAC-AES-XCBC-MAC algorithm. 

 sha256: Specifies the HMAC-SHA256 algorithm. 

 sha384: Specifies the HMAC-SHA384 algorithm. 

 sha512: Specifies the HMAC-SHA512 algorithm. 

Modified command: dh 

Old syntax 

In FIPS mode: 

dh group14 

undo dh 

New syntax 

In FIPS mode: 

dh { group14 | group24 } 

undo dh 

Views 

IKE proposal view 

Change description 

The group24 keyword was added to the command in FIPS mode. The group24 keyword represents 
the 2048-bit Diffie-Hellman group with the 256-bit prime order subgroup. 

Modified command: display ipsec { ipv6-policy | policy } 

Syntax 

display ipsec { ipv6-policy | policy } [ policy-name [ seq-number ] ] 

Views 

Any view 

Change description 

The following fields were added to the command output: 
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 Traffic Flow Confidentiality—Whether Traffic Flow Confidentiality (TFC) padding is enabled. 

 IKEv2 profile—IKEv2 profile used by the IPsec policy. 

Modified command: display ipsec { ipv6-policy-template | policy-template } 

Syntax 

display ipsec { ipv6-policy-template | policy-template } [ template-name [ seq-number ] ] 

Views 

Any view 

Change description 

The following fields were added to the command output: 

 Traffic Flow Confidentiality—Whether Traffic Flow Confidentiality (TFC) padding is enabled. 

 Selector mode—Data flow protection mode of the IPsec policy template. 

 Local address—Local end IP address of the IPsec tunnel. 

 IKEv2 profile—IKEv2 profile used by the IPsec policy template. 

 SA idle time—Idle timeout of the IPsec SA, in seconds. 

Modified command: display ipsec sa 

Syntax 

display ipsec sa [ brief | count | interface interface-type interface-number | { ipv6-policy | policy } 
policy-name [ seq-number ] | profile profile-name | remote [ ipv6 ] ip-address ] 

Views 

Any view 

Change description 

The following fields were added to the command output: 

 Extended Sequence Number enable—Whether Extended Sequence Number (ESN) is 
enabled. 

 Traffic Flow Confidentiality enable—Whether Traffic Flow Confidentiality (TFC) padding is 
enabled. 

 Inside VRF—VPN instance to which the protected data flow belongs. 

The following values were added to the Perfect Forward Secrecy field: 

 dh-group19—256-bit ECP Diffie-Hellman group. 

 dh-group20—384-bit ECP Diffie-Hellman group. 

Modified command: display ipsec transform-set 

Syntax 

display ipsec transform-set [ transform-set-name ] 

Views 

Any view 

Change description 

The following fields were added to the command output: 

 ESN—Whether Extended Sequence Number (ESN) is enabled. 
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 PFS—Perfect Forward Secrecy (PFS) configuration. 

Modified command: display ipsec tunnel 

Syntax 

display ipsec tunnel { brief | count | tunnel-id tunnel-id } 

Views 

Any view 

Change description 

The following values were added to the Perfect Forward Secrecy field of the command output: 

 dh-group19—256-bit ECP Diffie-Hellman group. 

 dh-group20—384-bit ECP Diffie-Hellman group. 

Modified command: esp authentication-algorithm 

Old syntax 

In non-FIPS mode: 

esp authentication-algorithm { md5 | sha1 } * 

undo esp authentication-algorithm 

In FIPS mode: 

esp authentication-algorithm sha1 

undo esp authentication-algorithm 

New syntax 

In non-FIPS mode: 

esp authentication-algorithm { aes-xcbc-mac | md5 | sha1 | sha256 | sha384 | sha512 } * 

undo esp authentication-algorithm 

In FIPS mode: 

esp authentication-algorithm { sha1 | sha256 | sha384 | sha512 } * 

undo esp authentication-algorithm 

Views 

IPsec transform set view 

Change description 

The following keywords were added: 

 aes-xcbc-mac: Specifies the HMAC-AES-XCBC-MAC algorithm. 

 sha256: Specifies the HMAC-SHA256 algorithm. 

 sha384: Specifies the HMAC-SHA384 algorithm. 

 sha512: Specifies the HMAC-SHA512 algorithm. 

Modified command: esp encryption-algorithm 

Old syntax 

In non-FIPS mode: 
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esp encryption-algorithm { 3des-cbc | aes-cbc-128 | aes-cbc-192 | aes-cbc-256 | des-cbc | null } 
* 

undo esp encryption-algorithm 

In FIPS mode: 

esp encryption-algorithm { aes-cbc-128 | aes-cbc-192 | aes-cbc-256 }* 

undo esp encryption-algorithm 

New syntax 

In non-FIPS mode: 

esp encryption-algorithm { 3des-cbc | aes-cbc-128 | aes-cbc-192 | aes-cbc-256 | aes-ctr-128 | 
aes-ctr-192 | aes-ctr-256 | camellia-cbc-128 | camellia-cbc-192 | camellia-cbc-256 | des-cbc | 
gmac-128 | gmac-192 | gmac-256 | gcm-128 | gcm-192 | gcm-256 | null } * 

undo esp encryption-algorithm 

In FIPS mode: 

esp encryption-algorithm { aes-cbc-128 | aes-cbc-192 | aes-cbc-256 | aes-ctr-128 | aes-ctr-192 
| aes-ctr-256 | gmac-128 | gmac-192 | gmac-256 | gcm-128 | gcm-192 | gcm-256 }* 

undo esp encryption-algorithm 

Views 

IPsec transform set view 

Change description 

The following keywords were added: 

 aes-ctr-128: Uses the AES algorithm with a 128-bit key in CTR mode. This keyword is 
available only for IKEv2. 

 aes-ctr-192: Uses the AES algorithm with a 192-bit key in CTR mode. This keyword is 
available only for IKEv2. 

 aes-ctr-256: Uses the AES algorithm with a 256-bit key in CTR mode. This keyword is 
available only for IKEv2. 

 camellia-cbc-128: Uses the Camellia algorithm with a 128-bit key in CBC mode. This 
keyword is available only for IKEv2. 

 camellia-cbc-192: Uses the Camellia algorithm with a 192-bit key in CBC mode. This 
keyword is available only for IKEv2. 

 camellia-cbc-256: Uses the Camellia algorithm with a 256-bit key in CBC mode. This 
keyword is available only for IKEv2. 

 gmac-128: Uses the GMAC algorithm with a 128-bit key. This keyword is available only for 
IKEv2. 

 gmac-192: Uses the GMAC algorithm with a 192-bit key. This keyword is available only for 
IKEv2. 

 gmac-256: Uses the GMAC algorithm with a 256-bit key. This keyword is available only for 
IKEv2. 

 gcm-128: Uses the GCM algorithm with a 128-bit key. This keyword is available only for 
IKEv2. 

 gcm-192: Uses the GCM algorithm with a 192-bit key. This keyword is available only for 
IKEv2. 

 gcm-256: Uses the GCM algorithm with a 256-bit key. This keyword is available only for 
IKEv2. 
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Modified command: pfs 

Old syntax 

In non-FIPS mode: 

pfs { dh-group1 | dh-group2 | dh-group5 | dh-group14 | dh-group24 } 

undo pfs 

In FIPS mode: 

pfs dh-group14 

undo pfs 

New syntax 

In non-FIPS mode: 

pfs { dh-group1 | dh-group2 | dh-group5 | dh-group14 | dh-group19 | dh-group20 | dh-group24 } 

undo pfs 

In FIPS mode: 

pfs { dh-group14 | dh-group19 | dh-group20 | dh-group24 } 

undo pfs 

Views 

IPsec transform set view 

Change description 

The following keywords were added: 

 dh-group19: Uses 256-bit ECP Diffie-Hellman group. This keyword is available only for 
IKEv2. 

 dh-group20: Uses 384-bit ECP Diffie-Hellman group. This keyword is available only for 
IKEv2. 

New feature: SSH support for Suite B 

Configuring SSH based on Suite B algorithms 

Suite B contains a set of encryption and authentication algorithms that meet high security 
requirements. Table 6 lists all algorithms in Suite B. 

The SSH server and client support using the X.509v3 certificate for identity authentication in 
compliance with the algorithm, negotiation, and authentication specifications defined in RFC 6239.  

Table 6 Suite B algorithms 

Security 

level 

Key exchange 

algorithm 

Encryption algorithm 

and HMAC algorithm 
Public key algorithm 

128-bit ecdh-sha2-nistp256 AEAD_AES_128_GCM 
x509v3-ecdsa-sha2-nistp256 

x509v3-ecdsa-sha2-nistp384 

192-bit ecdh-sha2-nistp384 AEAD_AES_256_GCM x509v3-ecdsa-sha2-nistp384 

Both 
ecdh-sha2-nistp256 

ecdh-sha2-nistp384 

AEAD_AES_128_GCM 

AEAD_AES_256_GCM 

x509v3-ecdsa-sha2-nistp256 

x509v3-ecdsa-sha2-nistp384 
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Specifying a PKI domain for the SSH server 

The PKI domain specified for the SSH server has the following functions: 

 The SSH server uses the PKI domain to send its certificate to the client in the key exchange 
stage.  

 The SSH server uses the PKI domain to authenticate the client's certificate if no PKI domain 
is specified for the client authentication by using the ssh user command. 

To specify a PKI domain for the SSH server: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Specify a PKI domain for the 
SSH server. 

ssh server pki-domain domain-
name 

By default, no PKI domain is 
specified for the SSH server. 

 

Establishing a connection to an Stelnet server based on Suite B 

Task Command Remarks 

Establish a 
connection to an 
Stelnet server based 
on Suite B. 

 Establish a connection to an IPv4 Stelnet 
server based on Suite B: 
ssh2 server [ port-number ] [ vpn-instance 
vpn-instance-name ] suite-b [ 128-bit | 192-bit 
] pki-domain domain-name [ server-pki-
domain domain-name ] [ prefer-compress 
zlib ] [ dscp dscp-value | escape character | 
source { interface interface-type interface-
number | ip ip-address } ] * 

 Establish a connection to an IPv6 Stelnet 
server based on Suite B: 
ssh2 ipv6 server [ port-number ] [ vpn-
instance vpn-instance-name ] suite-b [ 128-bit 
| 192-bit ] pki-domain domain-name [ server-
pki-domain domain-name ] [ -i interface-type 
interface-number ] [ prefer-compress zlib ] [ 
dscp dscp-value | escape character | source { 
interface interface-type interface-number | 
ipv6 ipv6-address } ] * 

Available in user view. 

The client cannot establish 
connections to both IPv4 
and IPv6 Stelnet servers. 
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Establishing a connection to an SFTP server based on Suite B 

Task Command Remarks 

Establish a 
connection to an 
SFTP server based 
on Suite B. 

 Establish a connection to an IPv4 SFTP server 
based on Suite B: 
sftp server [ port-number ] [ vpn-instance vpn-
instance-name ] suite-b [ 128-bit | 192-bit ] 
pki-domain domain-name [ server-pki-
domain domain-name ] [ prefer-compress 
zlib ] [ dscp dscp-value | source { interface 
interface-type interface-number | ip ip-address 
} ] * 

 Establish a connection to an IPv6 SFTP server 
based on Suite B: 
sftp ipv6 server [ port-number ] [ vpn-instance 
vpn-instance-name ] suite-b [ 128-bit | 192-bit 
] pki-domain domain-name [ server-pki-
domain domain-name ] [ -i interface-type 
interface-number ] [ prefer-compress zlib ] [ 
dscp dscp-value | source { interface interface-
type interface-number | ipv6 ipv6-address } ] * 

Available in user view. 

The client cannot establish 
connections to both IPv4 
and IPv6 SFTP servers. 

 

Establishing a connection to an SCP server based on Suite B 

Task Command Remarks 

Establish a 
connection to an 
SCP server based on 
Suite B. 

 Establish a connection to an IPv4 SCP server 
based on Suite B: 
scp server [ port-number ] [ vpn-instance vpn-
instance-name ] { put | get } source-file-name [ 
destination-file-name ] suite-b [ 128-bit | 192-
bit ] pki-domain domain-name [ server-pki-
domain domain-name ] [ prefer-compress 
zlib ] [ source { interface interface-type 
interface-number | ip ip-address } ] * 

 Establish a connection to an IPv6 SCP server 
based on Suite B: 
scp ipv6 server [ port-number ] [ vpn-instance 
vpn-instance-name ] [ -i interface-type 
interface-number ] { put | get } source-file-
name [ destination-file-name ] suite-b [ 128-bit 
| 192-bit ] pki-domain domain-name [ server-
pki-domain domain-name ] [ prefer-compress 
zlib ] [ source { interface interface-type 
interface-number | ipv6 ipv6-address } ] * 

Available in user view. 

The client cannot establish 
connections to both IPv4 
and IPv6 SCP servers. 

 

Specifying algorithms for SSH2 

Perform this task to specify the following types of algorithms that the SSH2 client and server use for 
algorithm negotiation during the Stelnet, SFTP, or SCP session establishment: 

 Key exchange algorithms. 

 Public key algorithms. 

 Encryption algorithms. 

 MAC algorithms. 
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If you specify algorithms, SSH2 uses only the specified algorithms for algorithm negotiation. The 
client uses the specified algorithms to initiate the negotiation, and the server uses the matching 
algorithms to negotiate with the client. 

If multiple algorithms of the same type are specified, the algorithm specified earlier has a higher 
priority during negotiation. 

Table 7 Specifying key exchange algorithms for SSH2 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Specify key exchange 
algorithms for SSH2. 

 In non-FIPS mode: 
ssh2 algorithm key-
exchange { dh-group-
exchange-sha1 | dh-
group1-sha1 | dh-group14-
sha1 | ecdh-sha2-nistp256 
| ecdh-sha2-nistp384 } * 

 In FIPS mode: 
ssh2 algorithm key-
exchange { dh-group14-
sha1 | ecdh-sha2-nistp256 
| ecdh-sha2-nistp384 } * 

By default, SSH2 uses the key 
exchange algorithms ecdh-sha2-
nistp256, ecdh-sha2-nistp384, 
dh-group-exchange-sha1, dh-
group14-sha1, and dh-group1-
sha1 in descending order of 
priority for algorithm negotiation. 

 

Table 8 Specifying public key algorithms for SSH2 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Specify public key 
algorithms for SSH2. 

 In non-FIPS mode: 
ssh2 algorithm public-key { 
dsa | ecdsa | rsa | x509v3-
ecdsa-sha2-nistp384 | 
x509v3-ecdsa-sha2-nistp256 } 
* 

 In FIPS mode: 
ssh2 algorithm public-key { 
ecdsa | rsa | x509v3-ecdsa-
sha2-nistp384 | x509v3-
ecdsa-sha2-nistp256 } * 

By default, SSH2 uses the public 
key algorithms x509v3-ecdsa-
sha2-nistp256, x509v3-ecdsa-
sha2-nistp384, ecdsa, rsa, and 
dsa in descending order of 
priority for algorithm negotiation. 

 

Table 9 Specifying encryption algorithms for SSH2 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Specify encryption 
algorithms for SSH2. 

 In non-FIPS mode: 
ssh2 algorithm cipher { 
3des-cbc | aes128-cbc | 
aes256-cbc | des-cbc | 
aes128-ctr | aes192-ctr | 
aes256-ctr | aes128-gcm | 
aes256-gcm } * 

 In FIPS mode: 
ssh2 algorithm cipher { 
aes128-cbc | aes256-cbc | 
aes128-ctr | aes192-ctr | 
aes256-ctr | aes128-gcm | 
aes256-gcm } * 

By default, SSH2 uses the 
encryption algorithms aes128-
ctr, aes192-ctr, aes256-ctr, 
aes128-gcm, aes256-gcm, 
aes128-cbc, 3des-cbc, aes256-
cbc, and des-cbc in descending 
order of priority for algorithm 
negotiation. 
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Table 10 Specifying MAC algorithms for SSH2 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Specify MAC algorithms for 
SSH2. 

 In non-FIPS mode: 
ssh2 algorithm mac { md5 
| md5-96 | sha1 | sha1-96 | 
sha2-256 | sha2-512 } * 

 In FIPS mode: 
ssh2 algorithm mac { sha1 
| sha1-96 | sha2-256 | sha2-
512 } * 

By default, SSH2 uses the MAC 
algorithms sha2-256, sha2-512, 
sha1, md5, sha1-96, and md5-
96 in descending order of priority 
for algorithm negotiation. 

 

Command reference 

New command: ssh server pki-domain 

Use ssh server pki-domain to specify a PKI domain for the SSH server. 

Use undo ssh server pki-domain to delete the PKI domain of the SSH server. 

Syntax 

ssh server pki-domain domain-name 

undo ssh server pki-domain 

Default 

No PKI domain is specified for an SSH server. 

Views 

System view 

Predefined user roles 

network-admin 

Parameters 

domain-name: Specifies the name of a PKI domain, a case-insensitive string of 1 to 31 characters, 
excluding the characters listed in Table 11. 

Table 11 Invalid characters for a PKI domain name 

Character name Symbol Character name Symbol 

Tilde ~ Dot . 

Asterisk * Left angle bracket < 

Backslash \ Right angle bracket > 

Vertical bar | Quotation marks " 

Colon : Apostrophe ' 
 

Examples 

# Specify the PKI domain serverpkidomain for the SSH server. 
<Sysname> system-view 

[Sysname] ssh server pki-domain serverpkidomain 
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New command: scp ipv6 suite-b 

Use scp ipv6 suite-b to establish a connection to an IPv6 SCP server based on Suite B algorithms 
and transfer files with the server. 

Syntax 

scp ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] [ -i interface-type interface-
number ] { put | get } source-file-name [ destination-file-name ] suite-b [ 128-bit | 192-bit ] pki-
domain domain-name [ server-pki-domain domain-name ] [ prefer-compress zlib ] [ source 
{ interface interface-type interface-number | ipv6 ipv6-address } ] * 

Views 

User view 

Predefined user roles 

network-admin 

Parameters 

server: Specifies a server by its IPv6 address or host name, a case-insensitive string of 1 to 253 
characters. 

port-number: Specifies the port number of the server, in the range of 1 to 65535. The default is 22. 

vpn-instance vpn-instance-name: Specifies the MPLS L3VPN instance to which the server belongs. 
The vpn-instance-name argument represents the VPN instance name, a case-sensitive string of 1 
to 31 characters. 

-i interface-type interface-number: Specifies an output interface by its type and number for SCP 
packets. Specify this option when the server uses a link-local address to provide the SCP service for 
the client. The specified output interface on the SCP client must have a link-local address. 

get: Downloads the file. 

put: Uploads the file. 

source-file-name: Specifies the name of the source file. 

destination-file-name: Specifies the name of the target file. If you do not specify this argument, the 
target file uses the same file name as the source file. 

suite-b: Specifies the Suite B algorithms. If neither the 128-bit keyword nor the 192-bit keyword is 
specified, all algorithms in Suite B are used. For more information about the Suite B algorithms, see 
Table 12. 

128-bit: Specifies the 128-bit Suite B security level. 

192-bit: Specifies the 192-bit Suite B security level. 

pki-domain domain-name: Specifies the PKI domain of the client's certificate. The domain-name 
argument represents the PKI domain name, a case-insensitive string of 1 to 31 characters, excluding 
the characters listed in 1. 

1. Invalid characters for a PKI domain name 

Character name Symbol Character name Symbol 

Tilde ~ Dot . 

Asterisk * Left angle bracket < 

Backslash \ Right angle bracket > 

Vertical bar | Quotation marks " 

Colon : Apostrophe ' 
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server-pki-domain domain-name: Specifies the PKI domain for verifying the server's certificate. The 
domain-name argument represents the PKI domain name, a case-insensitive string of 1 to 31 
characters, excluding the characters listed in 1. 

prefer-compress: Specifies the preferred compression algorithm for data compression between the 
server and the client. By default, compression is not supported. 

zlib: Specifies the compression algorithm zlib. 

source: Specifies a source IPv6 address or source interface for IPv6 SCP packets. By default, the 
device automatically selects a source address for IPv6 SCP packets in compliance with RFC 3484. 
For successful SCP connections, use one of the following methods: 

 Specify the loopback interface as the source interface. 

 Specify the IPv6 address of the loopback interface as the source IPv6 address. 

interface interface-type interface-number: Specifies a source interface by its type and number. The 
IPv6 address of this interface is the source IPv6 address of the IPv6 SCP packets. 

ipv6 ipv6-address: Specifies a source IPv6 address. 

Usage guidelines 

Table 12 Suite B algorithms 

Security 

level 

Key exchange 

algorithm 

Encryption algorithm 

and HMAC algorithm 
Public key algorithm 

128-bit ecdh-sha2-nistp256 AEAD_AES_128_GCM 
x509v3-ecdsa-sha2-nistp256 

x509v3-ecdsa-sha2-nistp384 

192-bit ecdh-sha2-nistp384 AEAD_AES_256_GCM x509v3-ecdsa-sha2-nistp384 

Both 
ecdh-sha2-nistp256 

ecdh-sha2-nistp384 

AEAD_AES_128_GCM 

AEAD_AES_256_GCM 

x509v3-ecdsa-sha2-nistp256 

x509v3-ecdsa-sha2-nistp384 
 

If the client and the server have negotiated to use certificate authentication, the client must verify the 
server's certificate. For the client to correctly get the server's certificate, you must specify the server's 
PKI domain on the client by using the server-pki-domain domain-name option. The client uses the 
CA certificate stored in the specified PKI domain to verify the server's certificate and does not need 
to save the server's public key before authentication. If you do not specify the server's PKI domain, 
the client uses the PKI domain of its own certificate to verify the server's certificate. 

Examples 

# Use the 192-bit Suite B algorithms to establish a connection to the SCP sever 2000::1 and 
download the file abc.txt from the server. Specify the client's PKI domain and the server's PKI 
domain as clientpkidomain and serverpkidomain, respectively. 
<Sysname> scp ipv6 2000::1 get abc.txt suite-b 192-bit pki-domain clientpkidomain 

server-pki-domain serverpkidomain 

New command: scp suite-b 

Use scp suite-b to establish a connection to an SCP server based on Suite B algorithms and transfer 
files with the server. 

Syntax 

scp server [ port-number ] [ vpn-instance vpn-instance-name ] { put | get } source-file-name 
[ destination-file-name ] suite-b [ 128-bit | 192-bit ] pki-domain domain-name [ server-pki-domain 
domain-name ] [ prefer-compress zlib ] [ source { interface interface-type interface-number | ip 
ip-address } ] * 

Views 

User view 
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Predefined user roles 

network-admin 

Parameters 

server: Specifies a server by its IPv4 address or host name, a case-insensitive string of 1 to 253 
characters. 

port-number: Specifies the port number of the server, in the range of 1 to 65535. The default is 22. 

vpn-instance vpn-instance-name: Specifies the MPLS L3VPN instance to which the server belongs. 
The vpn-instance-name argument represents the VPN instance name, a case-sensitive string of 1 
to 31 characters. 

get: Downloads the file. 

put: Uploads the file. 

source-file-name: Specifies the name of the source file. 

destination-file-name: Specifies the name of the target file. If you do not specify this argument, the 
target file uses the same file name as the source file. 

suite-b: Specifies the Suite B algorithms. If neither the 128-bit keyword nor the 192-bit keyword is 
specified, all algorithms in Suite B are used. For more information about the Suite B algorithms, see 
Table 12. 

128-bit: Specifies the 128-bit Suite B security level. 

192-bit: Specifies the 192-bit Suite B security level. 

pki-domain domain-name: Specifies the PKI domain of the client's certificate. The domain-name 
argument represents the PKI domain name, a case-insensitive string of 1 to 31 characters, excluding 
the characters listed in 1. 

1. Invalid characters for a PKI domain name 

Character name Symbol Character name Symbol 

Tilde ~ Dot . 

Asterisk * Left angle bracket < 

Backslash \ Right angle bracket > 

Vertical bar | Quotation marks " 

Colon : Apostrophe ' 
 

server-pki-domain domain-name: Specifies the PKI domain for verifying the server's certificate. The 
domain-name argument represents the PKI domain name, a case-insensitive string of 1 to 31 
characters, excluding the characters listed in 1. 

prefer-compress: Specifies the preferred compression algorithm for data compression between the 
server and the client. By default, compression is not supported. 

zlib: Specifies the compression algorithm zlib. 

source: Specifies a source IP address or source interface for SCP packets. By default, the device 
uses the primary IPv4 address of the output interface in the routing entry as the source address of 
SCP packets. For successful SCP connections, use one of the following methods: 

 Specify the loopback interface as the source interface. 

 Specify the IPv4 address of the loopback interface as the source IPv4 address. 

interface interface-type interface-number: Specifies a source interface by its type and number. The 
IPv4 address of this interface is the source IPv4 address of the SCP packets. 

ip ip-address: Specifies a source IPv4 address. 
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Usage guidelines 

If the client and the server have negotiated to use certificate authentication, the client must verify the 
server's certificate. For the client to correctly get the server's certificate, you must specify the server's 
PKI domain on the client by using the server-pki-domain domain-name option. The client uses the 
CA certificate stored in the specified PKI domain to verify the server's certificate and does not need 
to save the server's public key before authentication. If you do not specify the server's PKI domain, 
the client uses the PKI domain of its own certificate to verify the server's certificate. 

Examples 

# Use the 128-bit Suite B algorithms to establish a connection to the SCP sever 200.1.1.1 and 
download the file abc.txt from the server. Specify the client's PKI domain and the server's PKI 
domain as clientpkidomain and serverpkidomain, respectively. 
<Sysname> scp 200.1.1.1 get abc.txt suite-b 128-bit pki-domain clientpkidomain server-

pki-domain serverpkidomain 

New command: sftp ipv6 suite-b 

Use sftp ipv6 suite-b to establish a connection to an IPv6 SFTP server based on Suite B algorithms 
and enter SFTP client view.  

Syntax 

sftp ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] suite-b [ 128-bit | 192-bit ] 
pki-domain domain-name [ server-pki-domain domain-name ] [ -i interface-type interface-number ] 
[ prefer-compress zlib ] [ dscp dscp-value | source { interface interface-type interface-number | 
ipv6 ipv6-address } ] * 

Views 

User view 

Predefined user roles 

network-admin 

Parameters 

server: Specifies a server by its IPv6 address or host name, a case-insensitive string of 1 to 253 
characters. 

port-number: Specifies the port number of the server, in the range of 1 to 65535. The default is 22. 

vpn-instance vpn-instance-name: Specifies the MPLS L3VPN instance to which the server belongs. 
The vpn-instance-name argument represents the VPN instance name, a case-sensitive string of 1 
to 31 characters. 

-i interface-type interface-number: Specifies an output interface by its type and number for IPv6 
SFTP packets. Specify this option when the server uses a link-local address to provide the SFTP 
service for the client. The specified output interface on the SFTP client must have a link-local address. 

suite-b: Specifies the Suite B algorithms. If neither the 128-bit keyword nor the 192-bit keyword is 
specified, all algorithms in Suite B are used. For more information about the Suite B algorithms, see 
Table 12. 

128-bit: Specifies the 128-bit Suite B security level. 

192-bit: Specifies the 192-bit Suite B security level. 

pki-domain domain-name: Specifies the PKI domain of the client's certificate. The domain-name 
argument represents the PKI domain name, a case-insensitive string of 1 to 31 characters, excluding 
the characters listed in Table 13. 
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Table 13 Invalid characters for a PKI domain name 

Character name Symbol Character name Symbol 

Tilde ~ Dot . 

Asterisk * Left angle bracket < 

Backslash \ Right angle bracket > 

Vertical bar | Quotation marks " 

Colon : Apostrophe ' 
 

server-pki-domain domain-name: Specifies the PKI domain for verifying the server's certificate. The 
domain-name argument represents the PKI domain name, a case-insensitive string of 1 to 31 
characters, excluding the characters listed in Table 13. 

prefer-compress: Specifies the preferred compression algorithm for data compression between the 
server and the client. By default, compression is not supported. 

zlib: Specifies the compression algorithm zlib. 

dscp dscp-value: Specifies the DSCP value in the IPv6 SFTP packets. The value range for the dscp-
value argument is 0 to 63, and the default value is 48. The DSCP value determines the transmission 
priority of the packet. 

source: Specifies a source IP address or source interface for IPv6 SFTP packets. By default, the 
device automatically selects a source address for IPv6 SFTP packets in compliance with RFC 3484. 
For successful IPv6 SFTP connections, use one of the following methods: 

 Specify the loopback interface as the source interface. 

 Specify the IPv6 address of the loopback interface as the source IPv6 address. 

interface interface-type interface-number: Specifies a source interface by its type and number. The 
IPv6 address of this interface is the source IP address of the IPv6 SFTP packets. 

ipv6 ipv6-address: Specifies a source IPv6 address. 

Usage guidelines 

If the client and the server have negotiated to use certificate authentication, the client must verify the 
server's certificate. For the client to correctly get the server's certificate, you must specify the server's 
PKI domain on the client by using the server-pki-domain domain-name option. The client uses the 
CA certificate stored in the specified PKI domain to verify the server's certificate and does not need 
to save the server's public key before authentication. If you do not specify the server's PKI domain, 
the client uses the PKI domain of its own certificate to verify the server's certificate. 

Examples 

# Use the 192-bit Suite B algorithms to establish a connection to the SFTP sever 2000::1. Specify 
the client's PKI domain and the server's PKI domain as clientpkidomain and serverpkidomain, 
respectively. 
<Sysname> sftp ipv6 2000::1 suite-b 192-bit pki-domain clientpkidomain server-pki-

domain serverpkidomain 

New command: sftp suite-b 

Use sftp suite-b to establish a connection to an IPv4 SFTP server based on Suite B algorithms and 
enter SFTP client view.  

Syntax 

sftp server [ port-number ] [ vpn-instance vpn-instance-name ] suite-b [ 128-bit | 192-bit ] pki-
domain domain-name [ server-pki-domain domain-name ] [ prefer-compress zlib ] [ dscp dscp-
value | source { interface interface-type interface-number | ip ip-address } ] * 
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Views 

User view 

Predefined user roles 

network-admin 

Parameters 

server: Specifies a server by its IPv4 address or host name, a case-insensitive string of 1 to 253 
characters. 

port-number: Specifies the port number of the server, in the range of 1 to 65535. The default is 22. 

vpn-instance vpn-instance-name: Specifies the MPLS L3VPN instance to which the server belongs. 
The vpn-instance-name argument represents the VPN instance name, a case-sensitive string of 1 
to 31 characters. 

suite-b: Specifies the Suite B algorithms. If neither the 128-bit keyword nor the 192-bit keyword is 
specified, all algorithms in Suite B are used. For more information about the Suite B algorithms, see 
Table 12. 

128-bit: Specifies the 128-bit Suite B security level. 

192-bit: Specifies the 192-bit Suite B security level. 

pki-domain domain-name: Specifies the PKI domain of the client's certificate. The domain-name 
argument represents the PKI domain name, a case-insensitive string of 1 to 31 characters, excluding 
the characters listed in 1. 

1. Invalid characters for a PKI domain name 

Character name Symbol Character name Symbol 

Tilde ~ Dot . 

Asterisk * Left angle bracket < 

Backslash \ Right angle bracket > 

Vertical bar | Quotation marks " 

Colon : Apostrophe ' 
 

server-pki-domain domain-name: Specifies the PKI domain for verifying the server's certificate. The 
domain-name argument represents the PKI domain name, a case-insensitive string of 1 to 31 
characters, excluding the characters listed in 1. 

prefer-compress: Specifies the preferred compression algorithm for data compression between the 
server and the client. By default, compression is not supported. 

zlib: Specifies the compression algorithm zlib. 

dscp dscp-value: Specifies the DSCP value in the IPv4 SFTP packets. The value range for the dscp-
value argument is 0 to 63, and the default value is 48. The DSCP value determines the transmission 
priority of the packet. 

source: Specifies a source IP address or source interface for the SFTP packets. By default, the 
device uses the primary IPv4 address of the output interface in the routing entry as the source 
address of SFTP packets. For successful SFTP connections, use one of the following methods: 

 Specify the loopback interface as the source interface. 

 Specify the IPv4 address of the loopback interface as the source IPv4 address. 

interface interface-type interface-number: Specifies a source interface by its type and number. The 
primary IPv4 address of this interface is the source IPv4 address of the SFTP packets. 

ip ip-address: Specifies a source IPv4 address. 
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Usage guidelines 

If the client and the server have negotiated to use certificate authentication, the client must verify the 
server's certificate. For the client to correctly get the server's certificate, you must specify the server's 
PKI domain on the client by using the server-pki-domain domain-name option. The client uses the 
CA certificate stored in the specified PKI domain to verify the server's certificate and does not need 
to save the server's public key before authentication. If you do not specify the server's PKI domain, 
the client uses the PKI domain of its own certificate to verify the server's certificate. 

Examples 

# Use the 128-bit Suite B algorithms to establish a connection to the SFTP sever 10.1.1.2. Specify 
the client's PKI domain and the server's PKI domain as clientpkidomain and serverpkidomain, 
respectively. 
<Sysname> sftp 10.1.1.2 suite-b 128-bit pki-domain clientpkidomain server-pki-domain 

serverpkidomain 

New command: ssh2 ipv6 suite-b 

Use ssh2 ipv6 suite-b to establish a connection to an IPv6 Stelnet server based on Suite B 
algorithms. 

Syntax 

ssh2 ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] suite-b [ 128-bit | 192-bit ] 
pki-domain domain-name [ server-pki-domain domain-name ] [ -i interface-type interface-number ] 
[ prefer-compress zlib ] [ dscp dscp-value | escape character | source { interface interface-type 
interface-number | ipv6 ipv6-address } ] * 

Views 

User view 

Predefined user roles 

network-admin 

Parameters 

server: Specifies a server by its IPv6 address or host name, a case-insensitive string of 1 to 253 
characters. 

port-number: Specifies the port number of the server, in the range 1 to 65535. The default is 22. 

vpn-instance vpn-instance-name: Specifies the MPLS L3VPN instance to which the server belongs. 
The vpn-instance-name argument represents the VPN instance name, a case-sensitive string of 1 
to 31 characters. 

-i interface-type interface-number: Specifies an output interface by its type and number for IPv6 SSH 
packets. Specify this option when the server uses a link-local address to provide the Stelnet service 
for the client. The specified output interface on the Stelnet client must have a link-local address. 

suite-b: Specifies the Suite B algorithms. If neither the 128-bit keyword nor the 192-bit keyword is 
specified, all algorithms in Suite B are used. For more information about the Suite B algorithms, see 
Table 12. 

128-bit: Specifies the 128-bit Suite B security level. 

192-bit: Specifies the 192-bit Suite B security level. 

pki-domain domain-name: Specifies the PKI domain of the client's certificate. The domain-name 
argument represents the PKI domain name, a case-insensitive string of 1 to 31 characters, excluding 
the characters listed in 1. 
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1. Invalid characters for a PKI domain name 

Character name Symbol Character name Symbol 

Tilde ~ Dot . 

Asterisk * Left angle bracket < 

Backslash \ Right angle bracket > 

Vertical bar | Quotation marks " 

Colon : Apostrophe ' 
 

server-pki-domain domain-name: Specifies the PKI domain for verifying the server's certificate. The 
domain-name argument represents the PKI domain name, a case-insensitive string of 1 to 31 
characters, excluding the characters listed in 1. 

prefer-compress: Specifies the preferred compression algorithm for data compression between the 
server and the client. By default, compression is not supported. 

zlib: Specifies the compression algorithm zlib. 

dscp dscp-value: Specifies the DSCP value in the IPv6 SSH packets. The value range for the dscp-
value argument is 0 to 63, and the default value is 48. The DSCP value determines the transmission 
priority of the packet. 

escape character: Specifies a case-sensitive escape character. By default, the escape character is 
a tilde (~). 

source: Specifies a source IP address or source interface for IPv6 SSH packets. By default, the 
device automatically selects a source address for IPv6 SSH packets in compliance with RFC 3484. 
For successful IPv6 Stelnet connections, use one of the following methods: 

 Specify the loopback interface as the source interface. 

 Specify the IPv6 address of the loopback interface as the source IPv6 address. 

interface interface-type interface-number: Specifies a source interface by its type and number. The 
IPv6 address of this interface is the source IP address of the IPv6 SSH packets. 

ipv6 ipv6-address: Specifies a source IPv6 address. 

Usage guidelines 

If the client and the server have negotiated to use certificate authentication, the client must verify the 
server's certificate. For the client to correctly get the server's certificate, you must specify the server's 
PKI domain on the client by using the server-pki-domain domain-name option. The client uses the 
CA certificate stored in the specified PKI domain to verify the server's certificate and does not need 
to save the server's public key before authentication. If you do not specify the server's PKI domain, 
the client uses the PKI domain of its own certificate to verify the server's certificate. 

The combination of an escape character and a dot (.) works as an escape sequence. This escape 
sequence is typically used to quickly terminate an SSH connection when the server reboots or 
malfunctions. 

For the escape sequence to take effect, you must enter it at the very beginning of a line. If you have 
entered other characters or performed operations in a line, enter the escape sequence in the next 
line. Hewlett Packard Enterprise recommends that you use the default escape character (~). Do not 
use any character in SSH usernames as the escape character. 

Examples 

# Use the 192-bit Suite B algorithms to establish a connection to the Stelnet sever 2000::1. Specify 
the client's PKI domain and the server's PKI domain as clientpkidomain and serverpkidomain, 
respectively. 
<Sysname> ssh2 ipv6 2000::1 suite-b 192-bit pki-domain clientpkidomain server-pki-

domain serverpkidomain 
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New command: ssh2 suite-b 

Use ssh2 suite-b to establish a connection to an IPv4 Stelnet server based on Suite B algorithms. 

Syntax 

ssh2 server [ port-number ] [ vpn-instance vpn-instance-name ] suite-b [ 128-bit | 192-bit ] pki-
domain domain-name [ server-pki-domain domain-name ] [ prefer-compress zlib ] [ dscp dscp-
value | escape character | source { interface interface-type interface-number | ip ip-address } ] * 

Views 

User view 

Predefined user roles 

network-admin 

Parameters 

server: Specifies a server by its IPv4 address or host name, a case-insensitive string of 1 to 253 
characters. 

port-number: Specifies the port number of the server, in the range 1 to 65535. The default is 22. 

vpn-instance vpn-instance-name: Specifies the MPLS L3VPN instance to which the server belongs. 
The vpn-instance-name argument represents the VPN instance name, a case-sensitive string of 1 
to 31 characters.| 

suite-b: Specifies the Suite B algorithms. If neither the 128-bit keyword nor the 192-bit keyword is 
specified, all algorithms in Suite B are used. For more information about the Suite B algorithms, see 
Table 12. 

128-bit: Specifies the 128-bit Suite B security level. 

192-bit: Specifies the 192-bit Suite B security level. 

pki-domain domain-name: Specifies the PKI domain of the client's certificate. The domain-name 
argument represents the PKI domain name, a case-insensitive string of 1 to 31 characters, excluding 
the characters listed in 1. 

1. Invalid characters for a PKI domain name 

Character name Symbol Character name Symbol 

Tilde ~ Dot . 

Asterisk * Left angle bracket < 

Backslash \ Right angle bracket > 

Vertical bar | Quotation marks " 

Colon : Apostrophe ' 
 

server-pki-domain domain-name: Specifies the PKI domain for verifying the server's certificate. The 
domain-name argument represents the PKI domain name, a case-insensitive string of 1 to 31 
characters, excluding the characters listed in 1. 

prefer-compress: Specifies the preferred compression algorithm for data compression between the 
server and the client. By default, compression is not supported. 

zlib: Specifies the compression algorithm zlib. 

dscp dscp-value: Specifies the DSCP value in the IPv4 SSH packets. The value range for the dscp-
value argument is 0 to 63, and the default value is 48. The DSCP value determines the transmission 
priority of the packet. 
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escape character: Specifies a case-sensitive escape character. By default, the escape character is 
a tilde (~). 

source: Specifies a source IP address or source interface for SSH packets. By default, the device 
uses the primary IPv4 address of the output interface in the routing entry as the source address of 
SSH packets. For successful Stelnet connections, use one of the following methods: 

 Specify the loopback interface as the source interface. 

 Specify the IPv4 address of the loopback interface as the source IPv4 address. 

interface interface-type interface-number: Specifies a source interface by its type and number. The 
primary IPv4 address of this interface is the source IPv4 address of the SSH packets. 

ip ip-address: Specifies a source IPv4 address. 

Usage guidelines 

If the client and the server have negotiated to use certificate authentication, the client must verify the 
server's certificate. For the client to correctly get the server's certificate, you must specify the server's 
PKI domain on the client by using the server-pki-domain domain-name option. The client uses the 
CA certificate stored in the specified PKI domain to verify the server's certificate and does not need 
to save the server's public key before authentication. If you do not specify the server's PKI domain, 
the client uses the PKI domain of its own certificate to verify the server's certificate. 

The combination of an escape character and a dot (.) works as an escape sequence. This escape 
sequence is typically used to quickly terminate an SSH connection when the server reboots or 
malfunctions.  

For the escape sequence to take effect, you must enter it at the very beginning of a line. If you have 
entered other characters or performed operations in a line, enter the escape sequence in the next 
line. Hewlett Packard Enterprise recommends that you use the default escape character (~). Do not 
use any character in SSH usernames as the escape character. 

Examples 

# Use the 128-bit Suite B algorithms to establish a connection to the SFTP sever 3.3.3.3. Specify 
the client's PKI domain and the server's PKI domain as clientpkidomain and serverpkidomain, 
respectively. 
<Sysname> ssh2 3.3.3.3 suite-b 128-bit pki-domain clientpkidomain server-pki-domain 

serverpkidomain 

New command: display ssh2 algorithm 

Use display ssh2 algorithm to display algorithms used by SSH2 in the algorithm negotiation stage. 

Syntax 

display ssh2 algorithm 

Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Examples 

# Display algorithms used by SSH2 in the algorithm negotiation stage. 
<Sysname> display ssh2 algorithm 

 Key exchange algorithms : ecdh-sha2-nistp256 ecdh-sha2-nistp384 dh-group-exchange-sha1 

dh-group14-sha1 dh-group1-sha1 

 Public key algorithms : x509v3-ecdsa-sha2-nistp256 x509v3-ecdsa-sha2-nistp384 ecdsa 

rsa dsa 
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 Encryption algorithms : aes128-ctr aes192-ctr aes256-ctr aes128-gcm aes256-gcm aes128-

cbc 3des-cbc aes256-cbc des-cbc 

 MAC algorithms : sha2-256 sha2-512 sha1 md5 sha1-96 md5-96 

1. Command output 

Field Description 

Key exchange algorithms 
Key exchange algorithms in descending order of priority for algorithm 
negotiation. 

Public key algorithms 
Public key algorithms in descending order of priority for algorithm 
negotiation. 

Encryption algorithms 
Encryption algorithms in descending order of priority for algorithm 
negotiation. 

MAC algorithms MAC algorithms in descending order of priority for algorithm negotiation. 

 

Related commands 

 ssh2 algorithm cipher 

 ssh2 algorithm key-exchange 

 ssh2 algorithm mac 

 ssh2 algorithm public-key 

New command: ssh2 algorithm cipher 

Use ssh2 algorithm cipher to specify encryption algorithms for SSH2. 

Use undo ssh2 algorithm cipher to restore the default. 

Syntax 

In non-FIPS mode: 

ssh2 algorithm cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | aes128-ctr | aes192-ctr 
| aes256-ctr | aes128-gcm | aes256-gcm } * 

undo ssh2 algorithm cipher 

In FIPS mode: 

ssh2 algorithm cipher { aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | aes256-ctr | aes128-
gcm | aes256-gcm } * 

undo ssh2 algorithm cipher 

Default 

SSH2 uses the encryption algorithms aes128-ctr, aes192-ctr, aes256-ctr, aes128-gcm, aes256-
gcm, aes128-cbc, 3des-cbc, aes256-cbc, and des-cbc in descending order of priority for algorithm 
negotiation. 

Views 

System view 

Predefined user roles 

network-admin 

Parameters 

3des-cbc: Specifies the encryption algorithm 3des-cbc. Support for this keyword depends on the 
device model. 

aes128-cbc: Specifies the encryption algorithm aes128-cbc. 
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aes256-cbc: Specifies the encryption algorithm aes256-cbc. 

des-cbc: Specifies the encryption algorithm des-cbc. 

aes128-ctr: Specifies the encryption algorithm aes128-ctr. 

aes192-ctr: Specifies the encryption algorithm aes192-ctr. 

aes256-ctr: Specifies the encryption algorithm aes256-ctr. 

aes256-gcm: Specifies the encryption algorithm aes256-gcm. 

aes128-gcm: Specifies the encryption algorithm aes128-gcm. 

Usage guidelines 

If you specify the encryption algorithms, SSH2 uses only the specified algorithms for algorithm 
negotiation. The algorithm specified earlier has a higher priority during negotiation. 

Examples 

# Specify the algorithm 3des-cbc as the encryption algorithm for SSH2. 
<Sysname> system-view 

[Sysname] ssh2 algorithm cipher 3des-cbc 

Related commands 

 display ssh2 algorithm 

 ssh2 algorithm key-exchange 

 ssh2 algorithm mac 

 ssh2 algorithm public-key 

New command: ssh2 algorithm key-exchange 

Use ssh2 algorithm key-exchange to specify key exchange algorithms for SSH2. 

Use undo ssh2 algorithm key-exchange to restore the default. 

Syntax 

In non-FIPS mode: 

ssh2 algorithm key-exchange { dh-group-exchange-sha1 | dh-group1-sha1 | dh-group14-sha1 
| ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } * 

undo ssh2 algorithm key-exchange  

In FIPS mode: 

ssh2 algorithm key-exchange { dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } 
* 

undo ssh2 algorithm key-exchange 

Default 

SSH2 uses the key exchange algorithms ecdh-sha2-nistp256, ecdh-sha2-nistp384, dh-group-
exchange-sha1, dh-group14-sha1, and dh-group1-sha1 in descending order of priority for 
algorithm negotiation. 

Views 

System view 

Predefined user roles 

network-admin 
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Parameters 

dh-group-exchange-sha1: Specifies the key exchange algorithm diffie-hellman-group-
exchange-sha1. 

dh-group1-sha1: Specifies the key exchange algorithm diffie-hellman-group1-sha1. 

dh-group14-sha1: Specifies the key exchange algorithm diffie-hellman-group14-sha1. 

ecdh-sha2-nistp256: Specifies the key exchange algorithm ecdh-sha2-nistp256. 

ecdh-sha2-nistp384: Specifies the key exchange algorithm ecdh-sha2-nistp384. 

Usage guidelines 

If you specify the key exchange algorithms, SSH2 uses only the specified algorithms for algorithm 
negotiation. The algorithm specified earlier has a higher priority during negotiation. 

Examples 

# Specify the algorithm dh-group1-sha1 as the key exchange algorithm for SSH2. 
<Sysname> system-view 

[Sysname] ssh2 algorithm key-exchange dh-group1-sha1 

Related commands 

 display ssh2 algorithm 

 ssh2 algorithm cipher 

 ssh2 algorithm mac 

 ssh2 algorithm public-key 

New command: ssh2 algorithm mac 

Use ssh2 algorithm mac to specify MAC algorithms for SSH2. 

Use undo ssh2 algorithm mac to restore the default. 

Syntax 

In non-FIPS mode: 

ssh2 algorithm mac { md5 | md5-96 | sha1 | sha1-96 | sha2-256 | sha2-512 } * 

undo ssh2 algorithm mac 

In FIPS mode: 

ssh2 algorithm mac { sha1 | sha1-96 | sha2-256 | sha2-512 } * 

undo ssh2 algorithm mac 

Default 

SSH2 uses the MAC algorithms sha2-256, sha2-512, sha1, md5, sha1-96, and md5-96 in 
descending order of priority for algorithm negotiation. 

Views 

System view 

Predefined user roles 

network-admin 

Parameters 

md5: Specifies the HMAC algorithm hmac-md5. 

md5-96: Specifies the HMAC algorithm hmac-md5-96. 

sha1: Specifies the HMAC algorithm hmac-sha1. 
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sha1-96: Specifies the HMAC algorithm hmac-sha1-96. 

sha2-256: Specifies the HMAC algorithm hmac-sha2-256. 

sha2-512: Specifies the HMAC algorithm hmac-sha2-512. 

Usage guidelines 

If you specify the MAC algorithms, SSH2 uses only the specified algorithms for algorithm negotiation. 
The algorithm specified earlier has a higher priority during negotiation. 

Examples 

# Specify the algorithm md5 as the MAC algorithm for SSH2. 
<Sysname> system-view 

[Sysname] ssh2 algorithm mac md5 

Related commands 

 display ssh2 algorithm 

 ssh2 algorithm cipher 

 ssh2 algorithm key-exchange 

 ssh2 algorithm public-key 

New command: ssh2 algorithm public-key 

Use ssh2 algorithm public-key to specify public key algorithms for SSH2. 

Use undo ssh2 algorithm public-key to restore the default. 

Syntax 

In non-FIPS mode: 

ssh2 algorithm public-key { dsa | ecdsa | rsa | x509v3-ecdsa-sha2-nistp384 | x509v3-ecdsa-
sha2-nistp256 } * 

undo ssh2 algorithm public-key 

In FIPS mode: 

ssh2 algorithm public-key { ecdsa | rsa | x509v3-ecdsa-sha2-nistp384 | x509v3-ecdsa-sha2-
nistp256 } * 

undo ssh2 algorithm public-key 

Default 

SSH2 uses the public key algorithms x509v3-ecdsa-sha2-nistp256, x509v3-ecdsa-sha2-nistp384, 
ecdsa, rsa, and dsa in descending order of priority for algorithm negotiation. 

Views 

System view 

Predefined user roles 

network-admin 

Parameters 

dsa: Specifies the public key algorithm dsa. 

ecdsa: Specifies the public key algorithm ecdsa. 

rsa: Specifies the public key algorithm rsa. 

x509v3-ecdsa-sha2-nistp256: Specifies the public key algorithm x509v3-ecdsa-sha2-nistp256. 

x509v3-ecdsa-sha2-nistp384: Specifies the public key algorithm x509v3-ecdsa-sha2-nistp384. 



220 

Usage guidelines 

If you specify the public key algorithms, SSH2 uses only the specified algorithms for algorithm 
negotiation. The algorithm specified earlier has a higher priority during negotiation. 

Examples 

# Specify the algorithm dsa as the public key algorithm for SSH2. 
<Sysname> system-view 

[Sysname] ssh2 algorithm public-key dsa 

Related commands 

 display ssh2 algorithm 

 ssh2 algorithm cipher 

 ssh2 algorithm key-exchange 

 ssh2 algorithm mac 

Modified command: display ssh server 

Syntax 

display ssh server status  

Views 

Any view 

Change description 

In the command output, the SSH Server PKI domain name field was added to represent the PKI 
domain of the SSH server. 

Modified command: ssh user 

Old syntax 

In non-FIPS mode: 

ssh user username service-type { all | netconf | scp | sftp | stelnet } authentication-type 
{ password | { any | password-publickey | publickey } assign { pki-domain domain-name | 
publickey keyname } } 

undo ssh user username 

In FIPS mode: 

ssh user username service-type { all | netconf | scp | sftp | stelnet } authentication-type 
{ password | password-publickey assign { pki-domain domain-name | publickey keyname } } 

undo ssh user username 

New syntax 

In non-FIPS mode: 

ssh user username service-type { all | netconf | scp | sftp | stelnet } authentication-type 
{ password | { any | password-publickey | publickey } [ assign { pki-domain domain-name | 
publickey keyname } ] } 

undo ssh user username 

In FIPS mode: 

ssh user username service-type { all | netconf | scp | sftp | stelnet } authentication-type 
{ password | password-publickey [ assign { pki-domain domain-name | publickey keyname } ] } 

undo ssh user username 
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Views 

System view 

Change description 

Before modification: The options assign { pki-domain domain-name | publickey keyname } are 
required for verifying the client. 

After modification: The options assign { pki-domain domain-name | publickey keyname } are 
optional for verifying the client. 

Modified command: scp 

Old syntax 

In non-FIPS mode: 

scp server [ port-number ] [ vpn-instance vpn-instance-name ] { put | get } source-file-name 
[ destination-file-name ] [ identity-key { dsa | ecdsa | rsa } | prefer-compress zlib | prefer-ctos-
cipher { 3des | aes128 | aes256 | des } | prefer-ctos-hmac { md5 | md5-96 | sha1 | sha1-96 } | 
prefer-kex { dh-group-exchange | dh-group1 | dh-group14 } | prefer-stoc-cipher { 3des | aes128 
| aes256 | des } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 } ] * [ public-key keyname | 
source { interface interface-type interface-number | ip ip-address } ] * 

In FIPS mode: 

scp server [ port-number ] [ vpn-instance vpn-instance-name ] { put | get } source-file-name 
[ destination-file-name ] [ identity-key { ecdsa | rsa } | prefer-compress zlib | prefer-ctos-cipher 
{ aes128 | aes256 } | prefer-ctos-hmac { sha1 | sha1-96 } | prefer-kex dh-group14 | prefer-stoc-
cipher { aes128 | aes256 } | prefer-stoc-hmac { sha1 | sha1-96 } ] * [ public-key keyname | source 
{ interface interface-type interface-number | ip ip-address } ] * 

New syntax 

In non-FIPS mode: 

scp server [ port-number ] [ vpn-instance vpn-instance-name ] { put | get } source-file-name 
[ destination-file-name ] [ identity-key { dsa | ecdsa | rsa | { x509v3-ecdsa-sha2-nistp384 | x509v3-
ecdsa-sha2-nistp256 } pki-domain domain-name } | prefer-compress zlib | prefer-ctos-cipher 
{ 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | aes128-ctr | aes192-ctr | aes256-ctr | aes128-
gcm | aes256-gcm } | prefer-ctos-hmac { md5 | md5-96 | sha1 | sha1-96 | sha2-256 | sha2-512 } 
| prefer-kex { dh-group-exchange-sha1 | dh-group1-sha1 | dh-group14-sha1 | ecdh-sha2-
nistp256 | ecdh-sha2-nistp384 } | prefer-stoc-cipher { 3des-cbc | aes128-cbc | aes256-cbc | 
des-cbc | aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-gcm } | prefer-stoc-hmac 
{ md5 | md5-96 | sha1 | sha1-96 | sha2-256 | sha2-512 } ] * [ { public-key keyname | server-pki-
domain domain-name } | source { interface interface-type interface-number | ip ip-address } ] * 

In FIPS mode: 

scp server [ port-number ] [ vpn-instance vpn-instance-name ] { put | get } source-file-name 
[ destination-file-name ] [ identity-key { ecdsa | rsa | { x509v3-ecdsa-sha2-nistp384 | x509v3-
ecdsa-sha2-nistp256 } pki-domain domain-name } | prefer-compress zlib | prefer-ctos-cipher 
{ aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-gcm } | 
prefer-ctos-hmac { sha1 | sha1-96 | sha2-256 | sha2-512 } | prefer-kex { dh-group14-sha1 | ecdh-
sha2-nistp256 | ecdh-sha2-nistp384 } | prefer-stoc-cipher { aes128-cbc | aes256-cbc | aes128-
ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-gcm } | prefer-stoc-hmac { sha1 | sha1-96 | 
sha2-256 | sha2-512 } ] * [ { public-key keyname | server-pki-domain domain-name } | source 
{ interface interface-type interface-number | ip ip-address } ] * 

Views 

User view 
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Change description 

The following keywords were added: 

 Keywords for specifying PKI domains used in certificate verification: 

 pki-domain domain-name: Specifies the PKI domain of the client's certificate. When the 
public key algorithm is x509v3 (x509v3-ecdsa-sha2-nistp256 or x509v3-ecdsa-sha2-
nistp384), you must specify this option for the client to get the correct local certificate. 

 server-pki-domain domain-name: Specifies the PKI domain for verifying the server's 
certificate. The domain-name argument represents the PKI domain name, a case-
insensitive string of 1 to 31 characters. If you do not specify the server's PKI domain, the 
client uses the PKI domain of its own certificate to verify the server's certificate. 

The PKI domain name cannot contain characters in the following table: 
 

Character name Symbol Character name Symbol 

Tilde ~ Dot . 

Asterisk * Left angle bracket < 

Backslash \ Right angle bracket > 

Vertical bar | Quotation marks " 

Colon : Apostrophe ' 
 

 Keywords for specifying the publickey algorithms used in publickey authentication: 

 x509v3-ecdsa-sha2-nistp256: Specifies the public key algorithm x509v3-ecdsa-sha2-
nistp256. 

 x509v3-ecdsa-sha2-nistp384: Specifies the public key algorithm x509v3-ecdsa-sha2-
nistp384.  

 Keywords for specifying the preferred client-to-server encryption algorithms: 

 aes128-ctr: Specifies the encryption algorithm aes128-ctr. 

 aes192-ctr: Specifies the encryption algorithm aes192-ctr. 

 aes256-ctr: Specifies the encryption algorithm aes256-ctr. 

 aes256-gcm: Specifies the encryption algorithm aes256-gcm. 

 aes128-gcm: Specifies the encryption algorithm aes128-gcm. 

 Keywords for specifying the preferred client-to-server HMAC algorithms: 

 sha2-256: Specifies the HMAC algorithm sha2-256. 

 sha2-512: Specifies the HMAC algorithm sha2-512. 

 Keywords for specifying the preferred key exchange algorithms: 

 ecdh-sha2-nistp256: Specifies the key exchange algorithm ecdh-sha2-nistp256. 

 ecdh-sha2-nistp384: Specifies the key exchange algorithm ecdh-sha2-nistp384. 

The following keywords were modified: 

 Keywords for the preferred client-to-server encryption algorithm prefer-ctos-cipher: 

 The 3des keyword was changed to 3des-cbc. 

 The aes128 keyword was changed to aes128-cbc. 

 The aes256 keyword was changed to aes256-cbc. 

 The des keyword was changed to des-cbc. 

 Keywords for the preferred key exchange algorithm prefer-kex: 

 The dh-group-exchange keyword was changed to dh-group-exchange-sha1. 

 The dh-group1 keyword was changed to dh-group1-sha1. 
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 The dh-group14 keyword was changed to dh-group14-sha1. 

 Keywords for the preferred server-to-client encryption algorithm prefer-stoc-cipher: 

 The 3des keyword was changed to 3des-cbc. 

 The aes128 keyword was changed to aes128-cbc. 

 The aes256 keyword was changed to aes256-cbc. 

 The des keyword was changed to des-cbc. 

The default settings for the following algorithms were changed: 

 For the preferred client-to-server encryption algorithm prefer-ctos-cipher: 

 Before modification: The default is aes128. 

 After modification: The default is aes128-ctr. 

 For the preferred client-to-server HMAC algorithm prefer-ctos-hmac: 

 Before modification: The default is sha1. 

 After modification: The default is sha2-256. 

 For the preferred key exchange algorithm prefer-kex: 

 Before modification: The default is dh-group-exchange in non-FIPS mode and is dh-
group14 in FIPS mode. 

 After modification: The default is ecdh-sha2-nistp256 in both non-FIPS mode and FIPS 
mode. 

 For the preferred server-to-client encryption algorithm prefer-stoc-cipher: 

 Before modification: The default is aes128. 

 After modification: The default is aes128-ctr. 

 For the preferred server-to-client HMAC algorithm prefer-stoc-hmac: 

 Before modification: The default is sha1. 

 After modification: The default is sha2-256. 

Modified command: scp ipv6 

Old syntax 

In non-FIPS mode: 

scp ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] [ -i interface-type interface-
number ] { put | get } source-file-name [ destination-file-name ] [ identity-key { dsa | ecdsa | rsa } | 
prefer-compress zlib | prefer-ctos-cipher { 3des | aes128 | aes256 | des } | prefer-ctos-hmac 
{ md5 | md5-96 | sha1 | sha1-96 } | prefer-kex { dh-group-exchange | dh-group1 | dh-group14 } 
| prefer-stoc-cipher { 3des | aes128 | aes256 | des } | prefer-stoc-hmac { md5 | md5-96 | sha1 | 
sha1-96 } ] * [ public-key keyname | source { interface interface-type interface-number | ipv6 ipv6-
address } ] * 

In FIPS mode: 

scp ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] [ -i interface-type interface-
number ] { put | get } source-file-name [ destination-file-name ] [ identity-key { ecdsa | rsa } | prefer-
compress zlib | prefer-ctos-cipher { aes128 | aes256 } | prefer-ctos-hmac { sha1 | sha1-96 } | 
prefer-kex dh-group14 | prefer-stoc-cipher { aes128 | aes256 } | prefer-stoc-hmac { sha1 | sha1-
96 } ] * [ public-key keyname | source { interface interface-type interface-number | ipv6 ipv6-
address } ] * 

New syntax 

In non-FIPS mode: 

scp ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] [ -i interface-type interface-
number ] { put | get } source-file-name [ destination-file-name ] [ identity-key { dsa | ecdsa | rsa | 



224 

{ x509v3-ecdsa-sha2-nistp384 | x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | 
prefer-compress zlib | prefer-ctos-cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | 
aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-gcm } | prefer-ctos-hmac { md5 | 
md5-96 | sha1 | sha1-96 | sha2-256 | sha2-512 } | prefer-kex { dh-group-exchange-sha1 | dh-
group1-sha1 | dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | prefer-stoc-
cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | aes128-ctr | aes192-ctr | aes256-ctr | 
aes128-gcm | aes256-gcm } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 | sha2-256 | 
sha2-512 } ] * [ { public-key keyname | server-pki-domain domain-name } | source { interface 
interface-type interface-number | ipv6 ipv6-address } ] * 

In FIPS mode: 

scp ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] [ -i interface-type interface-
number ] { put | get } source-file-name [ destination-file-name ] [ identity-key { ecdsa | rsa | 
{ x509v3-ecdsa-sha2-nistp384 | x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | 
prefer-compress zlib | prefer-ctos-cipher { aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | 
aes256-ctr | aes128-gcm | aes256-gcm } | prefer-ctos-hmac { sha1 | sha1-96 | sha2-256 | sha2-
512 } | prefer-kex { dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | prefer-stoc-
cipher { aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-
gcm } | prefer-stoc-hmac { sha1 | sha1-96 | sha2-256 | sha2-512 } ] * [ { public-key keyname | 
server-pki-domain domain-name } | source { interface interface-type interface-number | ipv6 ipv6-
address } ] * 

Views 

User view 

Change description 

The following keywords were added: 

 Keywords for specifying PKI domains used in certificate verification: 

 pki-domain domain-name: Specifies the PKI domain of the client's certificate. When the 
public key algorithm is x509v3 (x509v3-ecdsa-sha2-nistp256 or x509v3-ecdsa-sha2-
nistp384), you must specify this option for the client to get the correct local certificate. 

 server-pki-domain domain-name: Specifies the PKI domain for verifying the server's 
certificate. The domain-name argument represents the PKI domain name, a case-
insensitive string of 1 to 31 characters. If you do not specify the server's PKI domain, the 
client uses the PKI domain of its own certificate to verify the server's certificate. 

The PKI domain name cannot contain characters in the following table: 
 

Character name Symbol Character name Symbol 

Tilde ~ Dot . 

Asterisk * Left angle bracket < 

Backslash \ Right angle bracket > 

Vertical bar | Quotation marks " 

Colon : Apostrophe ' 
 

 Keywords for specifying the publickey algorithms used in publickey authentication: 

 x509v3-ecdsa-sha2-nistp256: Specifies the public key algorithm x509v3-ecdsa-sha2-
nistp256. 

 x509v3-ecdsa-sha2-nistp384: Specifies the public key algorithm x509v3-ecdsa-sha2-
nistp384.  

 Keywords for specifying the preferred client-to-server encryption algorithms: 

 aes128-ctr: Specifies the encryption algorithm aes128-ctr. 

 aes192-ctr: Specifies the encryption algorithm aes192-ctr. 
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 aes256-ctr: Specifies the encryption algorithm aes256-ctr. 

 aes256-gcm: Specifies the encryption algorithm aes256-gcm. 

 aes128-gcm: Specifies the encryption algorithm aes128-gcm. 

 Keywords for specifying the preferred client-to-server HMAC algorithms: 

 sha2-256: Specifies the HMAC algorithm sha2-256. 

 sha2-512: Specifies the HMAC algorithm sha2-512. 

 Keywords for specifying the preferred key exchange algorithms: 

 ecdh-sha2-nistp256: Specifies the key exchange algorithm ecdh-sha2-nistp256. 

 ecdh-sha2-nistp384: Specifies the key exchange algorithm ecdh-sha2-nistp384. 

The following keywords were modified: 

 Keywords for the preferred client-to-server encryption algorithm prefer-ctos-cipher: 

 The 3des keyword was changed to 3des-cbc. 

 The aes128 keyword was changed to aes128-cbc. 

 The aes256 keyword was changed to aes256-cbc. 

 The des keyword was changed to des-cbc. 

 Keywords for the preferred key exchange algorithm prefer-kex: 

 The dh-group-exchange keyword was changed to dh-group-exchange-sha1. 

 The dh-group1 keyword was changed to dh-group1-sha1. 

 The dh-group14 keyword was changed to dh-group14-sha1. 

 Keywords for the preferred server-to-client encryption algorithm prefer-stoc-cipher: 

 The 3des keyword was changed to 3des-cbc. 

 The aes128 keyword was changed to aes128-cbc. 

 The aes256 keyword was changed to aes256-cbc. 

 The des keyword was changed to des-cbc. 

The default settings for the following algorithms were changed: 

 For the preferred client-to-server encryption algorithm prefer-ctos-cipher: 

 Before modification: The default is aes128. 

 After modification: The default is aes128-ctr. 

 For the preferred client-to-server HMAC algorithm prefer-ctos-hmac: 

 Before modification: The default is sha1. 

 After modification: The default is sha2-256. 

 For the preferred key exchange algorithm prefer-kex: 

 Before modification: The default is dh-group-exchange in non-FIPS mode and is dh-
group14 in FIPS mode. 

 After modification: The default is ecdh-sha2-nistp256 in both non-FIPS mode and FIPS 
mode. 

 For the preferred server-to-client encryption algorithm prefer-stoc-cipher: 

 Before modification: The default is aes128. 

 After modification: The default is aes128-ctr. 

 For the preferred server-to-client HMAC algorithm prefer-stoc-hmac: 

 Before modification: The default is sha1. 

 After modification: The default is sha2-256. 
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Modified command: sftp 

Old syntax 

In non-FIPS mode: 

sftp server [ port-number ] [ vpn-instance vpn-instance-name ] [ identity-key { dsa | ecdsa | rsa } 
| prefer-compress zlib | prefer-ctos-cipher { 3des | aes128 | aes256 | des } | prefer-ctos-hmac 
{ md5 | md5-96 | sha1 | sha1-96 } | prefer-kex { dh-group-exchange | dh-group1 | dh-group14 } 
| prefer-stoc-cipher { 3des | aes128 | aes256 | des } | prefer-stoc-hmac { md5 | md5-96 | sha1 | 
sha1-96 } ] * [ dscp dscp-value | public-key keyname | source { interface interface-type interface-
number | ip ip-address } ] * 

In FIPS mode: 

sftp server [ port-number ] [ vpn-instance vpn-instance-name ] [ identity-key { ecdsa | rsa } | 
prefer-compress zlib | prefer-ctos-cipher { aes128 | aes256 } | prefer-ctos-hmac { sha1 | sha1-
96 } | prefer-kex dh-group14 | prefer-stoc-cipher { aes128 | aes256 } | prefer-stoc-hmac { sha1 
| sha1-96 } ] * [ public-key keyname | source { interface interface-type interface-number | ip ip-
address } ] * 

New syntax 

In non-FIPS mode: 

sftp server [ port-number ] [ vpn-instance vpn-instance-name ] [ identity-key { dsa | ecdsa | rsa | 
{ x509v3-ecdsa-sha2-nistp384 | x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | 
prefer-compress zlib | prefer-ctos-cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | 
aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-gcm } | prefer-ctos-hmac { md5 | 
md5-96 | sha1 | sha1-96 | sha2-256 | sha2-512 } | prefer-kex { dh-group-exchange-sha1 | dh-
group1-sha1 | dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | prefer-stoc-
cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | aes128-ctr | aes192-ctr | aes256-ctr | 
aes128-gcm | aes256-gcm } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 | sha2-256 | 
sha2-512 } ] * [ dscp dscp-value | { public-key keyname | server-pki-domain domain-name } | 
source { interface interface-type interface-number | ip ip-address } ] * 

In FIPS mode: 

sftp server [ port-number ] [ vpn-instance vpn-instance-name ] [ identity-key { ecdsa | rsa | 
{ x509v3-ecdsa-sha2-nistp384 | x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | 
prefer-compress zlib | prefer-ctos-cipher { aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | 
aes256-ctr | aes128-gcm | aes256-gcm } | prefer-ctos-hmac { sha1 | sha1-96 | sha2-256 | sha2-
512 } | prefer-kex { dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | prefer-stoc-
cipher { aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-
gcm } | prefer-stoc-hmac { sha1 | sha1-96 | sha2-256 | sha2-512 } ] * [ { public-key keyname | 
server-pki-domain domain-name } | source { interface interface-type interface-number | ip ip-
address } ] * 

Views 

User view 

Change description 

The following keywords were added: 

 Keywords for specifying PKI domains used in certificate verification: 

 pki-domain domain-name: Specifies the PKI domain of the client's certificate. When the 
public key algorithm is x509v3 (x509v3-ecdsa-sha2-nistp256 or x509v3-ecdsa-sha2-
nistp384), you must specify this option for the client to get the correct local certificate. 

 server-pki-domain domain-name: Specifies the PKI domain for verifying the server's 
certificate. The domain-name argument represents the PKI domain name, a case-
insensitive string of 1 to 31 characters. If you do not specify the server's PKI domain, the 
client uses the PKI domain of its own certificate to verify the server's certificate. 
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The PKI domain name cannot contain characters in the following table: 
 

Character name Symbol Character name Symbol 

Tilde ~ Dot . 

Asterisk * Left angle bracket < 

Backslash \ Right angle bracket > 

Vertical bar | Quotation marks " 

Colon : Apostrophe ' 
 

 Keywords for specifying the publickey algorithms used in publickey authentication: 

 x509v3-ecdsa-sha2-nistp256: Specifies the public key algorithm x509v3-ecdsa-sha2-
nistp256. 

 x509v3-ecdsa-sha2-nistp384: Specifies the public key algorithm x509v3-ecdsa-sha2-
nistp384.  

 Keywords for specifying the preferred client-to-server encryption algorithms: 

 aes128-ctr: Specifies the encryption algorithm aes128-ctr. 

 aes192-ctr: Specifies the encryption algorithm aes192-ctr. 

 aes256-ctr: Specifies the encryption algorithm aes256-ctr. 

 aes256-gcm: Specifies the encryption algorithm aes256-gcm. 

 aes128-gcm: Specifies the encryption algorithm aes128-gcm. 

 Keywords for specifying the preferred client-to-server HMAC algorithms: 

 sha2-256: Specifies the HMAC algorithm sha2-256. 

 sha2-512: Specifies the HMAC algorithm sha2-512. 

 Keywords for specifying the preferred key exchange algorithms: 

 ecdh-sha2-nistp256: Specifies the key exchange algorithm ecdh-sha2-nistp256. 

 ecdh-sha2-nistp384: Specifies the key exchange algorithm ecdh-sha2-nistp384. 

The following keywords were modified: 

 Keywords for the preferred client-to-server encryption algorithm prefer-ctos-cipher: 

 The 3des keyword was changed to 3des-cbc. 

 The aes128 keyword was changed to aes128-cbc. 

 The aes256 keyword was changed to aes256-cbc. 

 The des keyword was changed to des-cbc. 

 Keywords for the preferred key exchange algorithm prefer-kex: 

 The dh-group-exchange keyword was changed to dh-group-exchange-sha1. 

 The dh-group1 keyword was changed to dh-group1-sha1. 

 The dh-group14 keyword was changed to dh-group14-sha1. 

 Keywords for the preferred server-to-client encryption algorithm prefer-stoc-cipher: 

 The 3des keyword was changed to 3des-cbc. 

 The aes128 keyword was changed to aes128-cbc. 

 The aes256 keyword was changed to aes256-cbc. 

 The des keyword was changed to des-cbc. 

The default settings for the following algorithms were changed: 

 For the preferred client-to-server encryption algorithm prefer-ctos-cipher: 

 Before modification: The default is aes128. 
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 After modification: The default is aes128-ctr. 

 For the preferred client-to-server HMAC algorithm prefer-ctos-hmac: 

 Before modification: The default is sha1. 

 After modification: The default is sha2-256. 

 For the preferred key exchange algorithm prefer-kex: 

 Before modification: The default is dh-group-exchange in non-FIPS mode and is dh-
group14 in FIPS mode. 

 After modification: The default is ecdh-sha2-nistp256 in both non-FIPS mode and FIPS 
mode. 

 For the preferred server-to-client encryption algorithm prefer-stoc-cipher: 

 Before modification: The default is aes128. 

 After modification: The default is aes128-ctr. 

 For the preferred server-to-client HMAC algorithm prefer-stoc-hmac: 

 Before modification: The default is sha1. 

 After modification: The default is sha2-256. 

Modified command: sftp ipv6 

Old syntax 

In non-FIPS mode: 

sftp ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] [ -i interface-type interface-
number ] [ identity-key { dsa | ecdsa | rsa } | prefer-compress zlib | prefer-ctos-cipher { 3des | 
aes128 | aes256 | des } | prefer-ctos-hmac { md5 | md5-96 | sha1 | sha1-96 } | prefer-kex { dh-
group-exchange | dh-group1 | dh-group14 } | prefer-stoc-cipher { 3des | aes128 | aes256 | des } 
| prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 } ] * [ dscp dscp-value | public-key keyname 
| source { interface interface-type interface-number | ipv6 ipv6-address } ] * 

In FIPS mode: 

sftp ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] [ -i interface-type interface-
number ] [ identity-key { ecdsa | rsa } | prefer-compress zlib | prefer-ctos-cipher { aes128 | 
aes256 } | prefer-ctos-hmac { sha1 | sha1-96 } | prefer-kex dh-group14 | prefer-stoc-cipher 
{ aes128 | aes256 } | prefer-stoc-hmac { sha1 | sha1-96 } ] * [ public-key keyname | source 
{ interface interface-type interface-number | ipv6 ipv6-address } ] * 

New syntax 

In non-FIPS mode: 

sftp ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] [ -i interface-type interface-
number ] [ identity-key { dsa | ecdsa | rsa | { x509v3-ecdsa-sha2-nistp384 | x509v3-ecdsa-sha2-
nistp256 } pki-domain domain-name } | prefer-compress zlib | prefer-ctos-cipher { 3des-cbc | 
aes128-cbc | aes256-cbc | des-cbc | aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-
gcm } | prefer-ctos-hmac { md5 | md5-96 | sha1 | sha1-96 | sha2-256 | sha2-512 } | prefer-kex 
{ dh-group-exchange-sha1 | dh-group1-sha1 | dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-
sha2-nistp384 } | prefer-stoc-cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | aes128-
ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-gcm } | prefer-stoc-hmac { md5 | md5-96 | 
sha1 | sha1-96 | sha2-256 | sha2-512 } ] * [ dscp dscp-value | { public-key keyname | server-pki-
domain domain-name } | source { interface interface-type interface-number | ipv6 ipv6-address } ] 
* 

In FIPS mode: 

sftp ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] [ -i interface-type interface-
number ] [ identity-key { ecdsa | rsa | { x509v3-ecdsa-sha2-nistp384 | x509v3-ecdsa-sha2-
nistp256 } pki-domain domain-name } | prefer-compress zlib | prefer-ctos-cipher { aes128-cbc 
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| aes256-cbc | aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-gcm } | prefer-ctos-
hmac { sha1 | sha1-96 | sha2-256 | sha2-512 } | prefer-kex { dh-group14-sha1 | ecdh-sha2-
nistp256 | ecdh-sha2-nistp384 } | prefer-stoc-cipher { aes128-cbc | aes256-cbc | aes128-ctr | 
aes192-ctr | aes256-ctr | aes128-gcm | aes256-gcm } | prefer-stoc-hmac { sha1 | sha1-96 | sha2-
256 | sha2-512 } ] * [ { public-key keyname | server-pki-domain domain-name } | source { interface 
interface-type interface-number | ipv6 ipv6-address } ] * 

Views 

User view 

Change description 

The following keywords were added: 

 Keywords for specifying PKI domains used in certificate verification: 

 pki-domain domain-name: Specifies the PKI domain of the client's certificate. When the 
public key algorithm is x509v3 (x509v3-ecdsa-sha2-nistp256 or x509v3-ecdsa-sha2-
nistp384), you must specify this option for the client to get the correct local certificate. 

 server-pki-domain domain-name: Specifies the PKI domain for verifying the server's 
certificate. The domain-name argument represents the PKI domain name, a case-
insensitive string of 1 to 31 characters. If you do not specify the server's PKI domain, the 
client uses the PKI domain of its own certificate to verify the server's certificate. 

The PKI domain name cannot contain characters in the following table: 
 

Character name Symbol Character name Symbol 

Tilde ~ Dot . 

Asterisk * Left angle bracket < 

Backslash \ Right angle bracket > 

Vertical bar | Quotation marks " 

Colon : Apostrophe ' 
 

 Keywords for specifying the publickey algorithms used in publickey authentication: 

 x509v3-ecdsa-sha2-nistp256: Specifies the public key algorithm x509v3-ecdsa-sha2-
nistp256. 

 x509v3-ecdsa-sha2-nistp384: Specifies the public key algorithm x509v3-ecdsa-sha2-
nistp384.  

 Keywords for specifying the preferred client-to-server encryption algorithms: 

 aes128-ctr: Specifies the encryption algorithm aes128-ctr. 

 aes192-ctr: Specifies the encryption algorithm aes192-ctr. 

 aes256-ctr: Specifies the encryption algorithm aes256-ctr. 

 aes256-gcm: Specifies the encryption algorithm aes256-gcm. 

 aes128-gcm: Specifies the encryption algorithm aes128-gcm. 

 Keywords for specifying the preferred client-to-server HMAC algorithms: 

 sha2-256: Specifies the HMAC algorithm sha2-256. 

 sha2-512: Specifies the HMAC algorithm sha2-512. 

 Keywords for specifying the preferred key exchange algorithms: 

 ecdh-sha2-nistp256: Specifies the key exchange algorithm ecdh-sha2-nistp256. 

 ecdh-sha2-nistp384: Specifies the key exchange algorithm ecdh-sha2-nistp384. 

The following keywords were modified: 

 Keywords for the preferred client-to-server encryption algorithm prefer-ctos-cipher: 
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 The 3des keyword was changed to 3des-cbc. 

 The aes128 keyword was changed to aes128-cbc. 

 The aes256 keyword was changed to aes256-cbc. 

 The des keyword was changed to des-cbc. 

 Keywords for the preferred key exchange algorithm prefer-kex: 

 The dh-group-exchange keyword was changed to dh-group-exchange-sha1. 

 The dh-group1 keyword was changed to dh-group1-sha1. 

 The dh-group14 keyword was changed to dh-group14-sha1. 

 Keywords for the preferred server-to-client encryption algorithm prefer-stoc-cipher: 

 The 3des keyword was changed to 3des-cbc. 

 The aes128 keyword was changed to aes128-cbc. 

 The aes256 keyword was changed to aes256-cbc. 

 The des keyword was changed to des-cbc. 

The default settings for the following algorithms were changed: 

 For the preferred client-to-server encryption algorithm prefer-ctos-cipher: 

 Before modification: The default is aes128. 

 After modification: The default is aes128-ctr. 

 For the preferred client-to-server HMAC algorithm prefer-ctos-hmac: 

 Before modification: The default is sha1. 

 After modification: The default is sha2-256. 

 For the preferred key exchange algorithm prefer-kex: 

 Before modification: The default is dh-group-exchange in non-FIPS mode and is dh-
group14 in FIPS mode. 

 After modification: The default is ecdh-sha2-nistp256 in both non-FIPS mode and FIPS 
mode. 

 For the preferred server-to-client encryption algorithm prefer-stoc-cipher: 

 Before modification: The default is aes128. 

 After modification: The default is aes128-ctr. 

 For the preferred server-to-client HMAC algorithm prefer-stoc-hmac: 

 Before modification: The default is sha1. 

 After modification: The default is sha2-256. 

Modified command: ssh2 

Old syntax 

In non-FIPS mode: 

ssh2 server [ port-number ] [ vpn-instance vpn-instance-name ] [ identity-key { dsa | ecdsa | rsa } 
| prefer-compress zlib | prefer-ctos-cipher { 3des | aes128 | aes256 | des } | prefer-ctos-hmac 
{ md5 | md5-96 | sha1 | sha1-96 } | prefer-kex { dh-group-exchange | dh-group1 | dh-group14 } 
| prefer-stoc-cipher { 3des | aes128 | aes256 | des } | prefer-stoc-hmac { md5 | md5-96 | sha1 | 
sha1-96 } ] * [ dscp dscp-value | escape character | public-key keyname | source { interface 
interface-type interface-number | ip ip-address } ] * 

In FIPS mode: 

ssh2 server [ port-number ] [ vpn-instance vpn-instance-name ] [ identity-key { ecdsa | rsa } | 
prefer-compress zlib | prefer-ctos-cipher { aes128 | aes256 } | prefer-ctos-hmac { sha1 | sha1-
96 } | prefer-kex dh-group14 | prefer-stoc-cipher { aes128 | aes256 } | prefer-stoc-hmac { sha1 
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| sha1-96 } ] * [ escape character | public-key keyname | source { interface interface-type interface-
number | ip ip-address } ] * 

New syntax 

In non-FIPS mode: 

ssh2 server [ port-number ] [ vpn-instance vpn-instance-name ] [ identity-key { dsa | ecdsa | rsa 
| { x509v3-ecdsa-sha2-nistp384 | x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | 
prefer-compress zlib | prefer-ctos-cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | 
aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-gcm } | prefer-ctos-hmac { md5 | 
md5-96 | sha1 | sha1-96 | sha2-256 | sha2-512 } | prefer-kex { dh-group-exchange-sha1 | dh-
group1-sha1 | dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | prefer-stoc-
cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | aes128-ctr | aes192-ctr | aes256-ctr | 
aes128-gcm | aes256-gcm } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 | sha2-256 | 
sha2-512 } ] * [ dscp dscp-value | escape character | { public-key keyname | server-pki-domain 
domain-name } | source { interface interface-type interface-number | ip ip-address } ] * 

In FIPS mode: 

ssh2 server [ port-number ] [ vpn-instance vpn-instance-name ] [ identity-key { ecdsa | rsa | 
{ x509v3-ecdsa-sha2-nistp384 | x509v3-ecdsa-sha2-nistp256 } pki-domain domain-name } | 
prefer-compress zlib | prefer-ctos-cipher { aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | 
aes256-ctr | aes128-gcm | aes256-gcm } | prefer-ctos-hmac { sha1 | sha1-96 | sha2-256 | sha2-
512 } | prefer-kex { dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-sha2-nistp384 } | prefer-stoc-
cipher { aes128-cbc | aes256-cbc | aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-
gcm } | prefer-stoc-hmac { sha1 | sha1-96 | sha2-256 | sha2-512 } ] * [ escape character | { public-
key keyname | server-pki-domain domain-name } | source { interface interface-type interface-
number | ip ip-address } ] * 

Views 

User view 

Change description 

The following keywords were added: 

 Keywords for specifying PKI domains used in certificate verification: 

 pki-domain domain-name: Specifies the PKI domain of the client's certificate. When the 
public key algorithm is x509v3 (x509v3-ecdsa-sha2-nistp256 or x509v3-ecdsa-sha2-
nistp384), you must specify this option for the client to get the correct local certificate. 

 server-pki-domain domain-name: Specifies the PKI domain for verifying the server's 
certificate. The domain-name argument represents the PKI domain name, a case-
insensitive string of 1 to 31 characters. If you do not specify the server's PKI domain, the 
client uses the PKI domain of its own certificate to verify the server's certificate. 

The PKI domain name cannot contain characters in the following table: 
 

Character name Symbol Character name Symbol 

Tilde ~ Dot . 

Asterisk * Left angle bracket < 

Backslash \ Right angle bracket > 

Vertical bar | Quotation marks " 

Colon : Apostrophe ' 
 

 Keywords for specifying the publickey algorithms used in publickey authentication: 

 x509v3-ecdsa-sha2-nistp256: Specifies the public key algorithm x509v3-ecdsa-sha2-
nistp256. 
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 x509v3-ecdsa-sha2-nistp384: Specifies the public key algorithm x509v3-ecdsa-sha2-
nistp384.  

 Keywords for specifying the preferred client-to-server encryption algorithms: 

 aes128-ctr: Specifies the encryption algorithm aes128-ctr. 

 aes192-ctr: Specifies the encryption algorithm aes192-ctr. 

 aes256-ctr: Specifies the encryption algorithm aes256-ctr. 

 aes256-gcm: Specifies the encryption algorithm aes256-gcm. 

 aes128-gcm: Specifies the encryption algorithm aes128-gcm. 

 Keywords for specifying the preferred client-to-server HMAC algorithms: 

 sha2-256: Specifies the HMAC algorithm sha2-256. 

 sha2-512: Specifies the HMAC algorithm sha2-512. 

 Keywords for specifying the preferred key exchange algorithms: 

 ecdh-sha2-nistp256: Specifies the key exchange algorithm ecdh-sha2-nistp256. 

 ecdh-sha2-nistp384: Specifies the key exchange algorithm ecdh-sha2-nistp384. 

The following keywords were modified: 

 Keywords for the preferred client-to-server encryption algorithm prefer-ctos-cipher: 

 The 3des keyword was changed to 3des-cbc. 

 The aes128 keyword was changed to aes128-cbc. 

 The aes256 keyword was changed to aes256-cbc. 

 The des keyword was changed to des-cbc. 

 Keywords for the preferred key exchange algorithm prefer-kex: 

 The dh-group-exchange keyword was changed to dh-group-exchange-sha1. 

 The dh-group1 keyword was changed to dh-group1-sha1. 

 The dh-group14 keyword was changed to dh-group14-sha1. 

 Keywords for the preferred server-to-client encryption algorithm prefer-stoc-cipher: 

 The 3des keyword was changed to 3des-cbc. 

 The aes128 keyword was changed to aes128-cbc. 

 The aes256 keyword was changed to aes256-cbc. 

 The des keyword was changed to des-cbc. 

The default settings for the following algorithms were changed: 

 For the preferred client-to-server encryption algorithm prefer-ctos-cipher: 

 Before modification: The default is aes128. 

 After modification: The default is aes128-ctr. 

 For the preferred client-to-server HMAC algorithm prefer-ctos-hmac: 

 Before modification: The default is sha1. 

 After modification: The default is sha2-256. 

 For the preferred key exchange algorithm prefer-kex: 

 Before modification: The default is dh-group-exchange in non-FIPS mode and is dh-
group14 in FIPS mode. 

 After modification: The default is ecdh-sha2-nistp256 in both non-FIPS mode and FIPS 
mode. 

 For the preferred server-to-client encryption algorithm prefer-stoc-cipher: 

 Before modification: The default is aes128. 

 After modification: The default is aes128-ctr. 
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 For the preferred server-to-client HMAC algorithm prefer-stoc-hmac: 

 Before modification: The default is sha1. 

 After modification: The default is sha2-256. 

Modified command: ssh2 ipv6 

Old syntax 

In non-FIPS mode: 

ssh2 ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] [ -i interface-type interface-
number ] [ identity-key { dsa | ecdsa | rsa } | prefer-compress zlib | prefer-ctos-cipher { 3des | 
aes128 | aes256 | des } | prefer-ctos-hmac { md5 | md5-96 | sha1 | sha1-96 } | prefer-kex { dh-
group-exchange | dh-group1 | dh-group14 } | prefer-stoc-cipher { 3des | aes128 | aes256 | des } 
| prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 } ] * [ dscp dscp-value | escape character | 
public-key keyname | source { interface interface-type interface-number | ipv6 ipv6-address } ] * 

In FIPS mode: 

ssh2 ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] [ -i interface-type interface-
number ] [ identity-key { ecdsa | rsa } | prefer-compress zlib | prefer-ctos-cipher { aes128 | 
aes256 } | prefer-ctos-hmac { sha1 | sha1-96 } | prefer-kex dh-group14 | prefer-stoc-cipher 
{ aes128 | aes256 } | prefer-stoc-hmac { sha1 | sha1-96 } ] * [ escape character | public-key 
keyname | source { interface interface-type interface-number | ipv6 ipv6-address } ] * 

New syntax 

In non-FIPS mode: 

ssh2 ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] [ -i interface-type interface-
number ] [ identity-key { dsa | ecdsa | rsa | { x509v3-ecdsa-sha2-nistp384 | x509v3-ecdsa-sha2-
nistp256 } pki-domain domain-name } | prefer-compress zlib | prefer-ctos-cipher { 3des-cbc | 
aes128-cbc | aes256-cbc | des-cbc | aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-
gcm } | prefer-ctos-hmac { md5 | md5-96 | sha1 | sha1-96 | sha2-256 | sha2-512 } | prefer-kex 
{ dh-group-exchange-sha1 | dh-group1-sha1 | dh-group14-sha1 | ecdh-sha2-nistp256 | ecdh-
sha2-nistp384 } | prefer-stoc-cipher { 3des-cbc | aes128-cbc | aes256-cbc | des-cbc | aes128-
ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-gcm } | prefer-stoc-hmac { md5 | md5-96 | 
sha1 | sha1-96 | sha2-256 | sha2-512 } ] * [ dscp dscp-value | escape character | { public-key 
keyname | server-pki-domain domain-name } | source { interface interface-type interface-number 
| ipv6 ipv6-address } ] * 

In FIPS mode: 

ssh2 ipv6 server [ port-number ] [ vpn-instance vpn-instance-name ] [ -i interface-type interface-
number ] [ identity-key { ecdsa | rsa | { x509v3-ecdsa-sha2-nistp384 | x509v3-ecdsa-sha2-
nistp256 } pki-domain domain-name } | prefer-compress zlib | prefer-ctos-cipher { aes128-cbc 
| aes256-cbc | aes128-ctr | aes192-ctr | aes256-ctr | aes128-gcm | aes256-gcm } | prefer-ctos-
hmac { sha1 | sha1-96 | sha2-256 | sha2-512 } | prefer-kex { dh-group14-sha1 | ecdh-sha2-
nistp256 | ecdh-sha2-nistp384 } | prefer-stoc-cipher { aes128-cbc | aes256-cbc | aes128-ctr | 
aes192-ctr | aes256-ctr | aes128-gcm | aes256-gcm } | prefer-stoc-hmac { sha1 | sha1-96 | sha2-
256 | sha2-512 } ] * [ escape character | { public-key keyname | server-pki-domain domain-name } 
| source { interface interface-type interface-number | ipv6 ipv6-address } ] * 

Views 

User view 

Change description 

The following keywords were added: 

 Keywords for specifying PKI domains used in certificate verification: 



234 

 pki-domain domain-name: Specifies the PKI domain of the client's certificate. When the 
public key algorithm is x509v3 (x509v3-ecdsa-sha2-nistp256 or x509v3-ecdsa-sha2-
nistp384), you must specify this option for the client to get the correct local certificate. 

 server-pki-domain domain-name: Specifies the PKI domain for verifying the server's 
certificate. The domain-name argument represents the PKI domain name, a case-
insensitive string of 1 to 31 characters. If you do not specify the server's PKI domain, the 
client uses the PKI domain of its own certificate to verify the server's certificate. 

The PKI domain name cannot contain characters in the following table: 
 

Character name Symbol Character name Symbol 

Tilde ~ Dot . 

Asterisk * Left angle bracket < 

Backslash \ Right angle bracket > 

Vertical bar | Quotation marks " 

Colon : Apostrophe ' 
 

 Keywords for specifying the publickey algorithms used in publickey authentication: 

 x509v3-ecdsa-sha2-nistp256: Specifies the public key algorithm x509v3-ecdsa-sha2-
nistp256. 

 x509v3-ecdsa-sha2-nistp384: Specifies the public key algorithm x509v3-ecdsa-sha2-
nistp384.  

 Keywords for specifying the preferred client-to-server encryption algorithms: 

 aes128-ctr: Specifies the encryption algorithm aes128-ctr. 

 aes192-ctr: Specifies the encryption algorithm aes192-ctr. 

 aes256-ctr: Specifies the encryption algorithm aes256-ctr. 

 aes256-gcm: Specifies the encryption algorithm aes256-gcm. 

 aes128-gcm: Specifies the encryption algorithm aes128-gcm. 

 Keywords for specifying the preferred client-to-server HMAC algorithms: 

 sha2-256: Specifies the HMAC algorithm sha2-256. 

 sha2-512: Specifies the HMAC algorithm sha2-512. 

 Keywords for specifying the preferred key exchange algorithms: 

 ecdh-sha2-nistp256: Specifies the key exchange algorithm ecdh-sha2-nistp256. 

 ecdh-sha2-nistp384: Specifies the key exchange algorithm ecdh-sha2-nistp384. 

The following keywords were modified: 

 Keywords for the preferred client-to-server encryption algorithm prefer-ctos-cipher: 

 The 3des keyword was changed to 3des-cbc. 

 The aes128 keyword was changed to aes128-cbc. 

 The aes256 keyword was changed to aes256-cbc. 

 The des keyword was changed to des-cbc. 

 Keywords for the preferred key exchange algorithm prefer-kex: 

 The dh-group-exchange keyword was changed to dh-group-exchange-sha1. 

 The dh-group1 keyword was changed to dh-group1-sha1. 

 The dh-group14 keyword was changed to dh-group14-sha1. 

 Keywords for the preferred server-to-client encryption algorithm prefer-stoc-cipher: 

 The 3des keyword was changed to 3des-cbc. 
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 The aes128 keyword was changed to aes128-cbc. 

 The aes256 keyword was changed to aes256-cbc. 

 The des keyword was changed to des-cbc. 

The default settings for the following algorithms were changed: 

 For the preferred client-to-server encryption algorithm prefer-ctos-cipher: 

 Before modification: The default is aes128. 

 After modification: The default is aes128-ctr. 

 For the preferred client-to-server HMAC algorithm prefer-ctos-hmac: 

 Before modification: The default is sha1. 

 After modification: The default is sha2-256. 

 For the preferred key exchange algorithm prefer-kex: 

 Before modification: The default is dh-group-exchange in non-FIPS mode and is dh-
group14 in FIPS mode. 

 After modification: The default is ecdh-sha2-nistp256 in both non-FIPS mode and FIPS 
mode. 

 For the preferred server-to-client encryption algorithm prefer-stoc-cipher: 

 Before modification: The default is aes128. 

 After modification: The default is aes128-ctr. 

 For the preferred server-to-client HMAC algorithm prefer-stoc-hmac: 

 Before modification: The default is sha1. 

 After modification: The default is sha2-256. 

New feature: Public key management support for Suite 
B 

Configuring public key management to support Suite B 

Suite B contains a set of encryption and authentication algorithms that meet high security 
requirements. Two local ECDSA key pair generation algorithms were added to the public key 
management module to support Suite B. 

Command reference 

Modified command: public-key local create 

Old syntax 

In non-FIPS mode: 

public-key local create { dsa | ecdsa { secp192r1 | secp256r1 } | rsa } [ name key-name ] 

In FIPS mode: 

public-key local create { dsa | ecdsa secp256r1 | rsa } [ name key-name ] 

New syntax 

In non-FIPS mode: 

public-key local create { dsa | ecdsa { secp192r1 | secp256r1 | secp384r1 | secp521r1 } | rsa } 
[ name key-name ] 
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In FIPS mode: 

public-key local create { dsa | ecdsa { secp256r1 | secp384r1 | secp521r1 } | rsa } [ name key-
name ] 

Views 

System view 

Change description 

The following keywords were added: 

 secp256r1: Uses the secp256r1 curve to create an ECDSA key pair with a key modulus 
length of 256 bits. 

 secp384r1: Uses the secp384r1 curve to create an ECDSA key pair with a key modulus 
length of 384 bits. 

New feature: PKI support for Suite B 

Configuring PKI to support Suite B 

Suite B contains a set of encryption and authentication algorithms that meet high security 
requirements. New commands were added to PKI to support Suite B. 

To configure a PKI domain: 
 

Step Command Remarks 

1. Enter system view. system-view N/A 

2. Create a PKI domain 
and enter its view. 

pki domain domain-name By default, no PKI domains exist. 

3. Specify the ECDSA 
key pair for certificate 
request. 

public-key ecdsa name key-name 
[ secp192r1 | secp256r1 | secp384r1 | 
secp521r1 ] 

By default, no key pair is 
specified. 

 

Command reference 

public-key ecdsa 

Use public-key ecdsa to specify an ECDSA key pair for certificate request. 

Use undo public-key to restore the default. 

Syntax 

public-key ecdsa name key-name [ secp192r1 | secp256r1 | secp384r1 | secp521r1 ] 

undo public-key 

Default 

No key pair is specified for certificate request. 

Views 

PKI domain view 

Predefined user roles 

network-admin 
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Parameters 

name key-name: Specifies a key pair by its name, a case-insensitive string of 1 to 64 characters. 
The key pair name can contain only letters, digits, and hyphens (-). 

secp192r1: Uses the secp192r1 curve to generate the key pair. 

secp256r1: Uses the secp256r1 curve to generate the key pair. 

secp384r1: Uses the secp384r1 curve to generate the key pair. 

secp521r1: Uses the secp521r1 curve to generate the key pair. 

Usage guidelines 

You can specify a nonexistent key pair for a PKI domain.  

A key pair can be obtained in any of the following ways: 

 Use the public-key local create command to generate a key pair. 

 An application, like IKE using digital signature authentication, triggers the device to generate 
a key pair. 

 Use the pki import command to import a certificate containing a key pair. 

A PKI domain can have key pairs using only one type of cryptographic algorithm (DSA, ECDSA, or 
RSA). 

If you configure an ECDSA key pair for a PKI domain multiple times, the most recent configuration 
takes effect. 

The specified elliptic curve takes effect only if you specify a nonexistent key pair. The device will 
automatically create the key pair by using the specified name and curve before submitting a 
certificate request. The curve parameter is ignored if the specified key pair already exists or is already 
contained in an imported certificate. 

Examples 

# Specify the ECDSA key pair abc for certificate request. 
<Sysname> system-view 

[Sysname] pki domain aaa 

[Sysname-pki-domain-aaa] public-key ecdsa name abc 

Related commands 

 pki import 

 public-key local create (see public key management in Security Command Reference) 

New feature: SSL support for Suite B 

Configuring Suite B in SSL 

Suite B contains a set of encryption and authentication algorithms that meet high security 
requirements.  

In this release, Suite B is available in SSL. In addition, a new command was added to display 
cryptographic library version information on the device. 

Command reference 

New command: display crypto version 

Use display crypto version to display cryptographic library version information. 
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Syntax 

display crypto version 

Views 

Any view 

Predefined user roles 

network-admin 

network-operator 

Usage guidelines 

A cryptographic library version represents a set of cryptographic algorithms. 

Examples 

# Display cryptographic library version information. 
<Sysname> display crypto version 

7.1.3290 

Table 14 Command output 

Field Description 

7.1.3290 

Cryptographic library version information, in the format 7.1.X: 

 The value 7.1 represents Comware V700R001. 

 The value X represents the cryptographic library version. 
 

Modified command: ciphersuite 

Old syntax 

In non-FIPS mode: 

ciphersuite { dhe_rsa_aes_128_cbc_sha | dhe_rsa_aes_256_cbc_sha | exp_rsa_des_cbc_sha 
| exp_rsa_rc2_md5 | exp_rsa_rc4_md5 | rsa_3des_ede_cbc_sha | rsa_aes_128_cbc_sha | 
rsa_aes_256_cbc_sha | rsa_des_cbc_sha | rsa_rc4_128_md5 | rsa_rc4_128_sha } * 

In FIPS mode: 

ciphersuite { rsa_aes_128_cbc_sha | rsa_aes_256_cbc_sha } * 

New syntax 

In non-FIPS mode: 

ciphersuite { dhe_rsa_aes_128_cbc_sha | dhe_rsa_aes_256_cbc_sha | exp_rsa_des_cbc_sha 
| exp_rsa_rc2_md5 | exp_rsa_rc4_md5 | rsa_3des_ede_cbc_sha | rsa_aes_128_cbc_sha | 
rsa_aes_256_cbc_sha | rsa_des_cbc_sha | rsa_rc4_128_md5 | rsa_rc4_128_sha | 
rsa_aes_128_cbc_sha256 | rsa_aes_256_cbc_sha256 | dhe_rsa_aes_128_cbc_sha256 | 
dhe_rsa_aes_256_cbc_sha256 | ecdhe_rsa_aes_128_cbc_sha256 | 
ecdhe_rsa_aes_256_cbc_sha384 | ecdhe_rsa_aes_128_gcm_sha256 | 
ecdhe_rsa_aes_256_gcm_sha384 | ecdhe_ecdsa_aes_128_cbc_sha256 | 
ecdhe_ecdsa_aes_256_cbc_sha384 | ecdhe_ecdsa_aes_128_gcm_sha256 | 
ecdhe_ecdsa_aes_256_gcm_sha384 } * 

In FIPS mode: 

cipher { rsa_aes_128_cbc_sha | rsa_aes_256_cbc_sha | rsa_aes_128_cbc_sha256 | 
rsa_aes_256_cbc_sha256 | ecdhe_rsa_aes_128_cbc_sha256 | 
ecdhe_rsa_aes_256_cbc_sha384 | ecdhe_rsa_aes_128_gcm_sha256 | 
ecdhe_rsa_aes_256_gcm_sha384 | ecdhe_ecdsa_aes_128_cbc_sha256 | 
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ecdhe_ecdsa_aes_256_cbc_sha384 | ecdhe_ecdsa_aes_128_gcm_sha256 | 
ecdhe_ecdsa_aes_256_gcm_sha384 } * 

Views 

SSL server policy view 

Change description 

The following keywords were added: 

 rsa_aes_128_cbc_sha256: Specifies the key exchange algorithm RSA, the data encryption 
algorithm 128-bit AES CBC , and the MAC algorithm SHA256. 

 rsa_aes_256_cbc_sha256: Specifies the key exchange algorithm RSA, the data encryption 
algorithm 256-bit AES CBC, and the MAC algorithm SHA256. 

 dhe_rsa_aes_128_cbc_sha256: Specifies the key exchange algorithm DHE RSA, the data 
encryption algorithm 128-bit AES CBC, and the MAC algorithm SHA256. 

 dhe_rsa_aes_256_cbc_sha256: Specifies the key exchange algorithm DHE RSA, the data 
encryption algorithm 256-bit AES CBC, and the MAC algorithm SHA256. 

 ecdhe_rsa_aes_128_cbc_sha256: Specifies the key exchange algorithm ECDHE RSA, the 
data encryption algorithm 128-bit AES CBC, and the MAC algorithm SHA256. 

 ecdhe_rsa_aes_256_cbc_sha384: Specifies the key exchange algorithm ECDHE RSA, the 
data encryption algorithm 256-bit AES CBC, and the MAC algorithm SHA384. 

 ecdhe_rsa_aes_128_gcm_sha256: Specifies the key exchange algorithm ECDHE RSA, the 
data encryption algorithm 128-bit AES GCM, and the MAC algorithm SHA256. 

 ecdhe_rsa_aes_256_gcm_sha384: Specifies the key exchange algorithm ECDHE RSA, the 
data encryption algorithm 256-bit AES GCM, and the MAC algorithm SHA384. 

 ecdhe_ecdsa_aes_128_cbc_sha256: Specifies the key exchange algorithm ECDHE 
ECDSA, the data encryption algorithm 128-bit AES CBC, and the MAC algorithm SHA256. 

 ecdhe_ecdsa_aes_256_cbc_sha384: Specifies the key exchange algorithm ECDHE 
ECDSA, the data encryption algorithm 256-bit AES CBC, and the MAC algorithm SHA384. 

 ecdhe_ecdsa_aes_128_gcm_sha256: Specifies the key exchange algorithm ECDHE 
ECDSA, the data encryption algorithm 128-bit AES GCM, and the MAC algorithm SHA256. 

 ecdhe_ecdsa_aes_256_gcm_sha384: Specifies the key exchange algorithm ECDHE 
ECDSA, the data encryption algorithm 256-bit AES GCM, and the MAC algorithm SHA384. 

Modified command: prefer-cipher 

Old syntax 

In non-FIPS mode: 

prefer-cipher { dhe_rsa_aes_128_cbc_sha | dhe_rsa_aes_256_cbc_sha | 
exp_rsa_des_cbc_sha | exp_rsa_rc2_md5 | exp_rsa_rc4_md5 | rsa_3des_ede_cbc_sha | 
rsa_aes_128_cbc_sha | rsa_aes_256_cbc_sha | rsa_des_cbc_sha | rsa_rc4_128_md5 | 
rsa_rc4_128_sha } 

In FIPS mode: 

prefer-cipher { rsa_aes_128_cbc_sha | rsa_aes_256_cbc_sha } 

New syntax 

In non-FIPS mode: 

prefer-cipher { dhe_rsa_aes_128_cbc_sha | dhe_rsa_aes_256_cbc_sha | 
exp_rsa_des_cbc_sha | exp_rsa_rc2_md5 | exp_rsa_rc4_md5 | rsa_3des_ede_cbc_sha | 
rsa_aes_128_cbc_sha | rsa_aes_256_cbc_sha | rsa_des_cbc_sha | rsa_rc4_128_md5 | 
rsa_rc4_128_sha | rsa_aes_128_cbc_sha256 | rsa_aes_256_cbc_sha256 | 
dhe_rsa_aes_128_cbc_sha256 | dhe_rsa_aes_256_cbc_sha256 | 
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ecdhe_rsa_aes_128_cbc_sha256 | ecdhe_rsa_aes_256_cbc_sha384 | 
ecdhe_rsa_aes_128_gcm_sha256 | ecdhe_rsa_aes_256_gcm_sha384 | 
ecdhe_ecdsa_aes_128_cbc_sha256 | ecdhe_ecdsa_aes_256_cbc_sha384 | 
ecdhe_ecdsa_aes_128_gcm_sha256 | ecdhe_ecdsa_aes_256_gcm_sha384 } 

In FIPS mode: 

prefer-cipher { rsa_aes_128_cbc_sha | rsa_aes_256_cbc_sha | rsa_aes_128_cbc_sha256 | 
rsa_aes_256_cbc_sha256| ecdhe_rsa_aes_128_cbc_sha256 | 
ecdhe_rsa_aes_256_cbc_sha384 | ecdhe_rsa_aes_128_gcm_sha256 | 
ecdhe_rsa_aes_256_gcm_sha384 | ecdhe_ecdsa_aes_128_cbc_sha256 | 
ecdhe_ecdsa_aes_256_cbc_sha384 | ecdhe_ecdsa_aes_128_gcm_sha256 | 
ecdhe_ecdsa_aes_256_gcm_sha384 } 

Views 

SSL client policy view 

Change description 

The following keywords were added: 

 rsa_aes_128_cbc_sha256: Specifies the key exchange algorithm RSA, the data encryption 
algorithm 128-bit AES CBC , and the MAC algorithm SHA256. 

 rsa_aes_256_cbc_sha256: Specifies the key exchange algorithm RSA, the data encryption 
algorithm 256-bit AES CBC, and the MAC algorithm SHA256. 

 dhe_rsa_aes_128_cbc_sha256: Specifies the key exchange algorithm DHE RSA, the data 
encryption algorithm 128-bit AES CBC, and the MAC algorithm SHA256. 

 dhe_rsa_aes_256_cbc_sha256: Specifies the key exchange algorithm DHE RSA, the data 
encryption algorithm 256-bit AES CBC, and the MAC algorithm SHA256. 

 ecdhe_rsa_aes_128_cbc_sha256: Specifies the key exchange algorithm ECDHE RSA, the 
data encryption algorithm 128-bit AES CBC, and the MAC algorithm SHA256. 

 ecdhe_rsa_aes_256_cbc_sha384: Specifies the key exchange algorithm ECDHE RSA, the 
data encryption algorithm 256-bit AES CBC, and the MAC algorithm SHA384. 

 ecdhe_rsa_aes_128_gcm_sha256: Specifies the key exchange algorithm ECDHE RSA, the 
data encryption algorithm 128-bit AES GCM, and the MAC algorithm SHA256. 

 ecdhe_rsa_aes_256_gcm_sha384: Specifies the key exchange algorithm ECDHE RSA, the 
data encryption algorithm 256-bit AES GCM, and the MAC algorithm SHA384. 

 ecdhe_ecdsa_aes_128_cbc_sha256: Specifies the key exchange algorithm ECDHE 
ECDSA, the data encryption algorithm 128-bit AES CBC, and the MAC algorithm SHA256. 

 ecdhe_ecdsa_aes_256_cbc_sha384: Specifies the key exchange algorithm ECDHE 
ECDSA, the data encryption algorithm 256-bit AES CBC, and the MAC algorithm SHA384. 

 ecdhe_ecdsa_aes_128_gcm_sha256: Specifies the key exchange algorithm ECDHE 
ECDSA, the data encryption algorithm 128-bit AES GCM, and the MAC algorithm SHA256. 

 ecdhe_ecdsa_aes_256_gcm_sha384: Specifies the key exchange algorithm ECDHE 
ECDSA, the data encryption algorithm 256-bit AES GCM, and the MAC algorithm SHA384. 

Modified command: ssl version disable 

Old syntax 

ssl version ssl3.0 disable 

undo ssl version ssl3.0 disable 

New syntax 

In non-FIPS mode: 

ssl version { ssl3.0 | tls1.0 | tls1.1 } * disable 
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undo ssl version { ssl3.0 | tls1.0 | tls1.1 } * disable 

In FIPS mode: 

ssl version { tls1.0 | tls1.1 } * disable 

undo ssl version { tls1.0 | tls1.1 } * disable 

Views 

System view 

Change description 

The following keywords were added: 

 tls1.0: Disables TLS 1.0 on the device. 

 tls1.1: Disables TLS 1.1 on the device. 

By default, the device supports TLS 1.0, TLS 1.1, and TLS 1.2 in FIPS mode. 

Modified command: version 

Old syntax 

In non-FIPS mode: 

version { ssl3.0 | tls1.0 } 

In FIPS mode: 

version tls1.0 

New syntax 

In non-FIPS mode: 

version { ssl3.0 | tls1.0 | tls1.1 | tls1.2 } 

In FIPS mode: 

version { tls1.0 | tls1.1 | tls1.2 } 

Views 

SSL client policy view 

Change description 

The following keywords were added: 

 tls1.1: Specifies TLS 1.0 for the SSL client policy.  

 tls1.2: Specifies TLS 1.2 for the SSL client policy. 

Modified feature: FIPS self-tests 

Feature change description 

FIPS self-tests were added support for the examination of the Suite B cryptographic algorithms. Suite 
B is a set of general encryption and authentication algorithms and it can meet high-level security 
requirements. 
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Command changes 

Modified command: fips self-test 

Syntax 

fips self-test 

Views 

System view 

Change description 

A triggered self-test was added support for the examination of the following algorithms: 

 3DES. 

 ECDH. 

 RNG. 

 GCM. 

 GMAC. 

The self-test output was changed and displayed as follows: 
Cryptographic Algorithms Known-Answer Tests are running ...                      

CPU 0 of slot 10 in chassis 0:                                                   

Starting Known-Answer tests in the user space.                                   

Known-answer test for 3DES passed.                                               

Known-answer test for SHA1 passed.                                               

Known-answer test for SHA224 passed.                                             

Known-answer test for SHA256 passed.                                             

Known-answer test for SHA384 passed.                                             

Known-answer test for SHA512 passed.                                             

Known-answer test for HMAC-SHA1 passed.                                          

Known-answer test for HMAC-SHA224 passed.                                        

Known-answer test for HMAC-SHA256 passed.                                        

Known-answer test for HMAC-SHA384 passed.                                        

Known-answer test for HMAC-SHA512 passed.                                        

Known-answer test for AES passed.                                                

Known-answer test for RSA(encrypt/decrypt) passed.                               

Known-answer test for RSA(signature/verification) passed.                        

Known-answer test for DSA(signature/verification) passed.                        

Known-answer test for ECDSA passed.                                              

Known-answer test for ECDH passed.                                               

Known-answer test for random number generator(x931) passed.                      

Known-answer test for DRBG passed.                                               

Known-Answer tests in the user space passed.                                     

Starting Known-Answer tests in the kernel.                                       

Known-answer test for 3DES passed.                                               

Known-answer test for AES passed.                                                

Known-answer test for HMAC-SHA1 passed.                                          

Known-answer test for HMAC-SHA256 passed.                                        

Known-answer test for HMAC-SHA384 passed.                                        

Known-answer test for HMAC-SHA512 passed.                                        

Known-answer test for SHA1 passed.                                               

Known-answer test for SHA256 passed.                                             

Known-answer test for SHA384 passed.                                             

Known-answer test for SHA512 passed.                                             

Known-answer test for GCM passed.                                                

Known-answer test for GMAC passed.                                               

Known-Answer tests in the kernel passed.                                         

Cryptographic Algorithms Known-Answer Tests passed. 
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Release 1111P01 

First release. 
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